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DEPARTMENT OF HOMELAND SECURITY 
APPROPRIATIONS FOR 2013 


Thursday, March 1, 2012. 

NATIONAL PROTECTION AND PROGRAMS 
DIRECTORATE 

WITNESS 

RAND BEERS, UNDER SECRETARY FOR THE NATIONAL PROTECTION 

AND PROGRAMS DIRECTORATE AND COORDINATOR FOR COUNTER- 
TERRORISM 

Opening Remarks: Chairman Aderholt 

Mr. Aderholt. The hearing is called to order this morning. And 
today we will discuss the Department of Homeland Security’s Na- 
tional Protection and Programs Directorate, NPPD. To help us bet- 
ter understand these programs, we welcome NPPD Under Sec- 
retary Rand Beers. 

Secretary Beers, this meeting will be more informal than our 
usual hearings. So I understand you have a few basic prepared re- 
marks that will give us an overview, and then of course I will allow 
Members to ask questions. Also, votes are probably going to be — 
we will probably have an hour before votes. I think we will have 
at least a good hour before we have to leave to go vote, so that 
should give us time to have a meaningful hearing. 

Of course, let me remind everyone that there are no electronic 
devices allowed — BlackBerrys, cell phones, iPads. If someone has 
inadvertently brought one in, then one of the staff can take it and 
stow it outside. 

While there are many topics we want to discuss today, or need 
to discuss today, I think there are two things that are first and 
foremost on our plate. First, the Chemical Facility Anti-Terrorism 
Standards, commonly known as CFATS. In December, a very dis- 
turbing internal report was leaked to the media concerning the 
management of the CFATS program. 

The second is cybersecurity. The importance of cybersecurity be- 
comes more and more apparent each day, as we read more and 
more reports of breaches in our private sector and our government 
networks. The President’s budget request includes $769 million for 
the National Cyber Security Division, an increase of $325 million 
above fiscal year 2012. This includes an unprecedented $202 mil- 
lion for the Department of Homeland Security to transfer to other 
agencies and departments to fund projects that may reduce their 
cyber risk. This request also includes a significant increase in other 
cyber programs. 


( 1 ) 
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However, DHS has not provided a clear, complete cost or sched- 
ule information to justify either of these increases. Secretary Beers, 
we need a justification for these funds, as this Congress can no 
longer provide blank checks, no matter the importance of the pro- 
grams. 

Additionally, Secretary Beers, we would again welcome a quick 
update on the threats to our cyber and critical infrastructure. So, 
given the breadth of these topics and their relevance to nearly 
every aspect of our daily lives, we will clearly have an interesting 
discussion today. So if you will summarize your comments and hit 
the high points, then we will allow time for exchange of questions 
and answers between the Members. 

But before we begin, I would like to recognize Ranking Member 
Price for his opening remarks. 

[The information follows:] 
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The Honorable Robert Aderholt 
Committee on Appropriations 
Subcommittee on Homeland Security 

Opening Statement: 

National Protection and Programs Directorate 
Fiscal Year 2013 Budget 

Witnesses: 

Under Secretary Rand Beers 
9:30 PM | Thursday | March 1, 2012 | H-405 

Hearing is called to order [ gentle strike of gavel ] - 

Today we will discuss the Department of Homeland Security’s 
National Protection and Programs Directorate (NPPD). 

To help us better understand these programs, we welcome NPPD 
Under Secretary Rand Beers. Secretary Beers, this meeting will be more 
informal than our usual hearings, so while I understand you have 
prepared a basic statement for us, we will spend most of our time 
discussing Member concerns and questions. 

Before we begin, I would like to remind Members and staff that 
because the information we will receive over the next two hours is 
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highly classified — it is not to be repeated in any unsecure setting or for 
other than official purposes. 

Let me also remind everyone that there should be absolutely no 
electronic devices, like blackberries, cell phones and iPad’s, in the room 
during this briefing. If someone has inadvertently brought an electronic 
device into the room, please give it to one of our staff, who can stow it 
outside the room until this meeting is over. 

While there are many topics to discuss today, I want to briefly 
raise two primary concerns. 

First - the Chemical Facility Anti-Terrorism Standards - 
commonly called CFATS. In December, a very disturbing internal 
report was leaked to the media concerning the management of the 
CFATS program. 

Since the program was created in fiscal year 2007, industry 
stakeholders have made many improvements at their sites and spent 
hundreds of millions of dollars complying with CFATS policies. 
However, after five years - it is clear DHS has failed to fully develop an 
efficient and effective program. 
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Today, NPPD employs over a hundred chemical inspectors across 
the Nation, but DHS has not approved a single site security plan, even 
though industry has submitted over 4,000 of them. DHS must address 
each of the issues that were brought to light in the memo - and provide 
industry and the taxpayer with a viable program. Today, we want to 
hear your plan to restructure the program - as well as timelines to 
implement that plan. 

Second - Cybersecurity. The importance of cybersecurity 
becomes more apparent every day, as we read more and more reports of 
breeches to our private sector and our government networks. 

The President’s budget request includes $769 million for the 
National Cyber Security Division - an increase of $325 million above 
FY12. This includes an unprecedented $202 million for DHS to transfer 
to other agencies and departments to fund projects that may reduce their 
cyber risks. The request also includes significant increases in other 
cyber programs. 

However, DHS has not provided clear, complete cost or schedule 
information to justify either of these increases. Secretary Beers, we 
need a justification for these funds today, as this Congress will no longer 
provide blank checks - no matter the importance of the program. 
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Additionally, Secretary Beers, we would welcome a quick update 
on the threats to our cyber and critical infrastructure. 

Given the breadth of these topics, and their relevance to nearly 
every aspect of our daily lives, we will clearly have an interesting 
discussion today. Secretary Beers, please summarize your written 
testimony in a brief statement so that we will have time for a direct 
exchange of questions and answers. Before you begin, however, I 
recognize Ranking Member Price, for his opening remarks. 

### 
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Opening Remarks: Ranking Member Price 

Mr. Price. Thank you. I will be very brief, Mr. Chairman, be- 
cause I know we want to get on with the initial presentation and 
then probably break for votes and come back, hopefully, for a more 
extended discussion. 

I want to also welcome the Under Secretary and his associates 
here. 

I think you very effectively highlighted the likely focus of this 
morning’s discussion. We do want to know more about what it is 
going to take to develop a robust chemical security program. We 
want to explore some of the delays in the ammonium nitrate pro- 
gram. We will have a chance to talk about that in the discussion 
to follow. 

You are one of the few agencies, Mr. Beers, who actually has an 
increase in the current fiscal year. It is not an increase on paper, 
but when you take account of the US-VISIT transfer, it is indeed 
an increase — a modest one, but one that underscores the impor- 
tance of this cyber security issue. 

I, too, will want to get a better understanding of the way this is 
going to work and particularly the proposed transfer of $202 mil- 
lion to other Federal agencies to strengthen their cyber networks. 
We are meeting in a classified setting, so we need to have a good 
understanding of the current assessment of these threats but also 
the rationale behind this kind of interagency effort that you are en- 
visioning. 

So we look forward to your presentation. 

[The information follows:] 
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Opening Statement by Ranking Member David Price 
Classified Hearing on the National Protection and Programs Directorate 

March 1,2012 


I’d like to welcome Under Secretary Beers to this classified hearing. 
The 2013 request for the National Protection and Programs Directorate 
(NPPD) is $1.2 billion in appropriated dollars, if you exclude funding for US 
Visit which is being proposed to transfer to CBP and ICE. You are one of 
the few agencies with a requested increase for fiscal year 2013, recognizing 
the vulnerabilities that we need to urgently address, particularly in cyber 
security. Your request includes $912 million for cyber security activities 
and $255 million for infrastructure protection. 

On the cyber security side of your budget, there are two significant 
increases totaling $319 million. This funding will be used for securing the 
on-line presence of our government’s civilian agencies and for implementing 
data traffic monitoring systems to detect nefarious activity and stop it before 
cyber attacks get out of control. This is no small challenge. Our computer 
networks are only as safe as their weakest security links and a sophisticated, 
coordinated and sustained cyber attack is a serious threat to our nation’s 
economic vitality, yet I have reservations about your proposal to transfer 
$202 million to other Federal agencies to strengthen their cyber networks. 
Today I look forward to closely examining this in more detail. We have 
some large holes to fill in the DHS budget so please assure me that we are 
not frittering these funds away. 
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Mr, Beers, as you well know, many questions have been raised over 
the past few months about your infrastructure protection activities. An 
internal review found mismanagement of, and by, NPPD personnel and 
misuse of funds. The Chairman and I have asked GAO to look into these 
issues further and we will be monitoring NPPD’s corrective action plan to 
address these concerns. I also continue to have longstanding concerns about 
the slowness in developing a robust chemical security program and repeated 
delays in the ammonia nitrate program, both which we will talk about in 
more detail today. 


Under Secretary Beers, I look forward to your testimony. 
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Mr. Aderholt. Okay. Secretary Beers, thank you for being here 
again, and we look forward to your comments. 

Opening Statement: Under Secretary Beers 

Mr. Beers. Thank you, Chairman Aderholt and Ranking Member 
Price and other distinguished members of the committee. I will 
limit my remarks, in the interest of getting to the question-and-an- 
swer session, and focus specifically on cybersecurity and chemical 
security issues. 

I have here with me staff who have detailed knowledge and in- 
sights into each of these programs. And, as this is an informal ses- 
sion, I may, on occasion, ask them to make some additional re- 
marks in addition to my own. 

As you know, cybersecurity has become a fundamental issue with 
respect to both the economic and the national security of this coun- 
try. We have a vast array of independent and interdependent net- 
works that are critical to communications, travel, powering our 
homes, and running our economy. 

But the efficiencies that we realize by this networked society 
have also created vulnerabilities, and they are frequently exploited 
by theft for both money and intellectual property. These 
vulnerabilities also represent or create the potential for cyber at- 
tack, to cause physical damage that disrupts and destroys parts of 
our critical infrastructure that we rely on every day — for example, 
the electrical grid or our water supply. 

This threat set involves nation-states, in particular Russia and 
China, but it also involves criminals and just plain old hackers, 
like the Anonymous group. The highest-quality tools and attacks 
that we see certainly come from nation-states. But I think every- 
body needs to understand here that, as those tools appear in our 
networks, they also appear on the view screens of criminals and 
hackers. And so, to simply say that nation-states have corralled all 
of the most sophisticated tools doesn’t recognize the fact that there 
is a proliferation of those very tools into the hands of criminals who 
may, in fact, be associated with nation-states or may be inde- 
pendent of nation-states and are just plain old hackers who, for 
whatever purpose, would simply seek to do harm and disrupt the 
functioning of our networks. 

So these risks require, I think, prudent investments, prudent in- 
vestments that can deliver results. The fiscal year 2012 appropria- 
tions, which came with the leadership of this Committee, provided 
a strong increase to prior-year funds. And the President’s 2013 
budget asks for an additional increase, specifically a 70 percent in- 
crease for our National Cyber Security Division, over the fiscal year 
2012 funds. We recognize that this is being done in a time when 
difficult cuts have to be made and found elsewhere in the govern- 
ment, but we believe that this is a prudent and necessary approach 
and that the increase is absolutely necessary. 

Let me just briefly touch on some of the things that we have 
done with the funding that you all have given us. In fiscal year 
2011, we were able to execute 98 percent of the funds on time. And 
we will continue our commitment to obligating prudently but in a 
timely fashion so that those funds don’t carry over. 
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NPPD has four roles that I want to emphasize here in cybersecu- 
rity. We lead the Nation’s cybersecurity awareness and education 
efforts for the Federal Government. We coordinate the Federal 
Government’s national response to major cyber incidents. We also 
protect Federal civilian networks. And we work with owners and 
operators of critical infrastructure to secure their networks. 

Over the last fiscal year, fiscal year 2011, US-CERT received 
over 106,000 individual reports of incidents from Federal agencies, 
from critical infrastructure, and from our industry partners. And 
we issued over 5,200 cyber alerts as a result of this that were used 
by the private sector, by our government, and by network adminis- 
trators to protect their systems. 

We requested $93 million in fiscal year 2011, and that is a $13.9 
million increase, so that US-CERT can respond to this growing 
number of Federal civilian and critical infrastructure network in- 
trusions. 

Let’s be clear: This is going to increase, the number of intrusions 
are going to increase, and we need to be in a position to respond. 
So this $13.9 million will add approximately 23 additional persons 
on top of the number that we expect at the end of fiscal year 2012 
to help us deal with the increased workload that US-CERT is 
going to have to deal with. 

In addition to specifically protecting Federal civilian agency sys- 
tems, we are, as you know, deploying the Einstein technology to de- 
tect and block intrusions of these networks in collaboration with 
our partners in the Department of Defense. We have requested an 
increase of about $117 million to accelerate this deployment of our 
system. 

But let me be clear here: Neither Einstein nor any other tech- 
nology by itself, neither ours nor NSA’s, is going to be able to de- 
liver entirely a solution to this problem. This is a much broader, 
more complicated, and more sophisticated system that we need to 
build. So while we need to have the money in order to deploy the 
Einstein systems, we also have other requirements. And that is 
what I want to talk about next. 

As you know, we have requested a significant increase of $202 
million for Federal network security. And this is intended to pro- 
vide DHS with greater visibility into the vulnerabilities that need 
to be addressed in Federal networks. So as Einstein tells us what 
we see coming in, in terms of threats, this request is designed to 
allow us to see on a continuous-monitoring basis what the vulner- 
abilities within the other departments and agencies actually look 
like, so that when we see the threat coming, we can produce a re- 
sponse that quickly seals off the problem that we face, but we can 
also see, in advance of the arrival of those threats, where those 
vulnerabilities are and to provide guidance and direction to depart- 
ments and agencies so that they can do a better job of securing 
their own networks. 

This is a program which allows us to have continuous monitoring 
of departments and agencies. It is something that we need to do 
our job as the managers of compliance with respect to the Federal 
information security requirement that OMB has passed on to this. 

With respect to critical infrastructure, we work with the private 
sector to help secure the key systems upon which all Americans 
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and indeed the Federal Government rely, such as the financial sec- 
tor, the power grid, water systems, and transportation networks. In 
particular, we pay attention to industrial control systems, which 
control processes at power plants and transportation systems. 

Last year, we deployed seven response teams to such critical in- 
frastructure organizations at their request in response to cyber in- 
trusions. In fiscal year 2011, we conducted 78 voluntary proactive 
assessments of control systems entities, and we made recommenda- 
tions to those companies on how they can provide their cybersecu- 
rity. We distributed 1,150 copies of our cyber evaluation tool, and 
we conducted over 40 training sessions, all of which makes owners 
and operators better equipped to protect their networks. 

In fiscal year 2013, we have a request for $62.8 million for our 
Critical Infrastructure and Cyber Protection Awareness branch. 
This includes $6.5 million which will expand our effort with the 
Multi-State Information Sharing and Analysis Center to 30 States. 
The funding for the CICPA program will enhance our ability to in- 
crease the number of onsite assessments that we are able to con- 
duct to evaluate the resilience of critical infrastructure. Given the 
importance of this program to the Nation’s cybersecurity, I want to 
pledge to you that we will continue to work with you on this fund- 
ing, and we expect to be held accountable on this investment. 

With respect to chemical facilities, we also recognize the need for 
accounting to you the problems we face and the plan of action that 
we have in terms of moving forward. We have asked for $74.5 mil- 
lion to develop and implement mechanisms that will assess high- 
risk chemical facilities and ensure that these facilities meet the 
risk-based performance standards that we have. This funding will 
support the development and implementation of mechanisms to 
regulate the sale and transfer the Nation’s supply of ammonium ni- 
trate, as well. 

We have done a lot of work over the past few years to establish 
and implement an unprecedented regulatory program, but as you 
know from the leaked report, these challenges remain. I asked the 
Director and Deputy Director — the new Deputy Director and Direc- 
tor of this program to provide me with a report last summer. They 
provided that to me in November of this year. It was a clear indica- 
tion that we had some serious problems that we have to take into 
account, but it also outlined in a lengthy plan of action a number 
of steps, 103 different issues that we needed to address and an in- 
dication of the way that we need to address them. 

And we have made progress with respect to this already. For ex- 
ample, we had only 10 site security plans that were authorized for 
an inspection; we are up to 55 now. That was done as a result of 
a surge effort to go through those plans and not to approve them 
just to get them out the door, but to make sure that what we were 
authorizing, in fact, were plans that deserved that authorization. 
And we will now conduct the inspections necessary. 

We expect to complete the review of all of the site security plans 
in the Tier 1 category, the category with the most vulnerabilities, 
in the next several months. We will begin the process of issuing au- 
thorizations on Tier 2 facilities during this fiscal year. And we ex- 
pect to be in a good position to move on to Tiers 3 and 4. 
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We have also changed our training effort, and we are reclassi- 
fying a number of positions to ensure that the personnel and the 
job requirements are a better match. 

The Department, NPPD, and I personally take these responsibil- 
ities seriously, and we are moving forward quickly to address the 
challenges before us. We believe that CFATS is making the Nation 
safer, and we are dedicated to its success. We will meet the nec- 
essary course corrections and improve the program to better protect 
the Nation. 

We expect to have gone through almost all of the items in the 
plan of action, as it is currently stated, by the end of the year. But 
let me be clear: This plan is not a static plan. This plan is going 
to be an evolving document. As we get to solutions with respect to 
what the action items are now, we expect that we will have other 
issues that we will need to deal with. And we will keep this com- 
mittee informed fully of our progress with respect to that plan. 

Thank you all very much, and I look forward to your questions. 

Mr. Aderholt. Thank you, Secretary Beers. 

[The information follows:] 
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Introduction 

Chairman Aderholt, Vice Chairman Culberson, Ranking Member Price, and distinguished 
Members of the Subcommittee, let me begin by saying thank you to this Committee for the 
strong support that you have provided. I look forward to continuing to work with you in the 
coming year to protect the homeland and the American people. 

1 am pleased to appear before the Committee today to present President Obama's Fiscal Year 
(FY) 2013 Budget for the Department of Homeland Security’s National Protection and Programs 
Directorate (NPPD). 

NPPD leads the efforts to protect and enhance the resiliency of the Nation’s physical and cyber 
critical infrastructure from terrorist attacks, natural disasters, and other catastrophic incidents. 
This work requires ongoing collaboration and information sharing with NPPD’s Federal, State, 
local, tribal, territorial, international, and private-sector partners as well as the American public. 

The demands on NPPD continue to grow. Terrorist adversaries remain determined to strike us 
here at home, cybersecurity threats continue to evolve, the Nation faces the ongoing risk of 
natural disasters and other large-scale emergencies, and the vast network of critical infrastructure 
is increasingly interconnected and interdependent. The NPPD FY 2013 Budget allows us to 
continue to meet these evolving threats and challenges by prioritizing our essential operational 
requirements — while reflecting a commitment to fiscal discipline that maximizes the 
effectiveness of every security dollar that we receive. 

FY 2013 Budget Request 

The FY 2013 budget request for NPPD is $2.5 billion in gross discretionary funding and $1.2 
billion in net discretionary funding. The Federal Protective Service (FPS) is funded through an 
estimated $1 .3 billion in offsetting collections from other agencies. 

The following are highlights of the NPPD FY 2013 Budget: 

Organizational Realignments 

• Office of Risk Management and Analysis-. As directed by Congress in the FY 20 1 2 

appropriations bill, NPPD’s Risk Management and Analysis program will be eliminated 
and its core function transferred to the DHS Office of Policy, subject to a Section 503 
transfer. As such, NPPD is not requesting any funding for this activity in FY 2013. 

United States Visitor and Immigrant Status Indicator Technology (US-VISIT): To better align 
US-VISIT’s functions with the Department’s operational components, the budget request 
proposes the transfer of US-VISIT functions from NPPD to Customs and Border Protection 
(CBP) and Immigration and Customs Enforcement (ICE). Currently, CBP operates numerous 
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screening and targeting systems, supporting more than 70,000 users from over 20 Federal 
agencies that are responsible for a wide range of programs that rely on CBP information and 
systems to determine benefits, process travelers, inform investigations, support case 
management, and enhance intelligence capabilities. Although ICE will assume responsibility of 
the US-VISIT overstay analysis services, CBP and ICE will collaborate on system support for 
the overstay mission. Transition of the analysis and identification of the overstay population in 
ICE aligns with the ICE mission of administrative immigration enforcement. These transfers 
will enable NPPD to further tighten its mission focus on risk reduction to physical and cyber 
infrastructure. 

NPPD supports the following Quadrennial Homeland Security Review missions: 

• Mission 1 : Preventing Terrorism and Enhancing Security - NPPD leads the 
coordinated efforts to protect and enhance the resilience of the Nation's critical 
infrastructure by integrating and disseminating critical infrastructure threat, consequence, 
and vulnerability information; developing risk mitigation strategies; overseeing the 
National Infrastructure Protection Plan (NIPP); and carrying out Chemical Facility Anti- 
Terrorism Standards (CFATS) regulations. NPPD also secures Federal facilities and 
protects 1.4 million occupants and visitors daily. 

• Mission 4: Safeguarding and Securing Cyberspace - NPPD leads the efforts to secure 
the Federal Executive Branch civilian government computer systems and critical 
infrastructure by working with the private sector, all levels of government, military, and 
intelligence stakeholders. NPPD analyzes and reduces cyber threats and vulnerabilities; 
distributes threat warnings; and coordinates the response to cyber incidents through the 
National Cyber Incident Response Plan to ensure that our computers, networks, and 
systems remain safe and secure. 

• Mission 5: Ensuring Resilience to Disasters - NPPD protects and strengthens the 
reliability, durability, and interoperability of the Nation's communications infrastructure 
and capabilities and also provides priority telecommunications service during incidents. 

Preventing Terrorism and Enhancing Security 

Infrastructure Protection 

The Office of Infrastructure Protection (IP) leads the coordinated national effort to mitigate risk 
to, strengthen the protection of, and enhance the resilience of the Nation's critical infrastructure 
assets, systems, functions, and networks. IP oversees the implementation of the NIPP, which 
establishes the framework for integrating the Nation's various critical infrastructure protection 
and resilience initiatives into a coordinated effort. The NIPP provides the structure through 
which DHS, in partnership with Government and industry, implements programs and activities to 
protect critical infrastructure, promote national preparedness, and enhance incident response. 

Protecting the Nation's critical infrastructure is a complex mission. The vast majority of critical 
infrastructure in the United States is privately owned and operated, making public-private 
partnerships essential to protect and boost the resilience of critical infrastructure and respond to 
events. IP manages mission complexity by: 
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• Identifying and analyzing risks; 

• Coordinating among State, local, and private-sector entities that share information and 
resources; 

• Forming voluntary partnerships to increase preparedness and resilience for facilities, 
systems, and surrounding communities; and 

• Developing regulations for and monitoring the regulatory compliance of certain critical 
infrastructure owners and operators. 

The NIPP establishes a partnership framework for coordination across 1 8 critical infrastructure 
sectors, through which DHS coordinates with critical infrastructure partners in Government and 
the private sector to implement the NIPP risk management framework. This framework 
establishes processes for combining consequence, vulnerability, and threat information to 
produce assessments of national or sector risk. IP is building on this foundation through 
expanded mission collaboration with partners to strengthen not only the protection of critical 
infrastructure but also its resilience. 

Identifying and analyzing risks 

IP maintains a number of projects that support the identification, prioritization, and protection of 
the Nation's critical infrastructure, as well as the assessment of critical infrastructure threats, 
vulnerabilities, and consequences. These projects provide an inventory of critical infrastructure 
and assets whose loss or compromise would pose the greatest risk. IP also conducts assessments 
to collect vulnerability, capability, and consequence information required to produce 
comprehensive analyses of asset and system risks. These analyses of interdependencies and 
cascading effects guide IP’s risk mitigation efforts and security planning to strengthen critical 
infrastructure resilience and preparedness. The projects established to meet these goals include 
Bombing Prevention, Infrastructure Sector Analysis, and Vulnerability Assessments. 

The FY 2013 budget request for these projects is $56.9 million, which includes $20.6 million for 
Vulnerability Assessments. These funds will support 10 Regional Resiliency Assessment 
Programs and 200 critical infrastructure assessments, including site assistance visits, Computer- 
Based Assessment Tool imagery capture, and new nuclear reactor security consultations. 
Bombing Prevention capabilities include continued support for the Regional Resiliency 
Assessment Program with Multi-Jurisdiction Improvised Explosive Device Security Planning 
and Improvised Explosive Device Risk Mitigation training; National Capabilities Analysis 
Database assessments; the Technical Resource for Incident Prevention (TRIPWire); and 
continued DHS leadership in executing the National Strategy for Combating Terrorist Use of 
Explosives in the United States and the Homeland Security Presidential Directive- 19 
Implementation Plan. The FY 2013 budget request also would support the establishment of 
sector-relative risk baselines for 50 percent of the Sector-Specific Agencies under the Sector- 
Specific Agency (SSA) Management Project. 

Coordinating among State, local, and private-sector entities 

IP has several projects dedicated to increasing the ability of our State, local, and private-sector 
partners to assess risks, coordinate programs and processes, and execute risk mitigation programs 
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and activities. These efforts include the NIPP, coordinating efforts of the 1 8 critical 
infrastructure sectors to implement and execute their Sector-Specific Plans, cross-sector and 
sector-specific education and training, and activities to facilitate the development of critical 
infrastructure partner governance and coordination structures and foster information sharing and 
coordination with these groups. 

In FY 2011, IP developed and published the Interim Facility Security Committees: an 
Interagency Security Committee Standard , which established procedures for use by a Facility 
Security Committee when presented with security issues that affect the entire facility. 
Additionally, IP launched the IP Regional Initiative to jointly coordinate between IP and the 
State, Local, Tribal, and Territorial Government Coordinating Council to ensure that our State, 
local, and regional partners have the tools and information they need to implement the NIPP risk 
management framework effectively. The IP Regional Initiative enables IP to prioritize and 
resource regional and State requirements more effectively. IP also completed the Federal 
Triangle Project Phase I, led by the Interagency Steering Committee (ISC), Phase I of which has 
contributed to the validation process of the Physical Security Criteria/Design Basis Threat and 
provided a regional perspective and cost on physical security of Federal buildings in the Federal 
Triangle. 

The FY 2013 budget request for the Sector Management and Governance projects is $67.1 
million. Funding will support the ISC’s creation of performance-based standards for checkpoint 
detection technologies for explosives and other threats; development of minimum standards for 
the use, training, and certification of unarmed security officers; and the development of 
minimum standards for certification of all Federal facility security supervisors. The funding will 
also support the expanded implementation and synchronization of the base elements of the 
Critical Infrastructure Risk Management Enhancement Initiative (CIRMEI), the National Annual 
Report (NAR), and the Critical Infrastructure Risk Management Plan; establish best practices in 
CIRMEI outcome statements and metrics reporting; increase the number of training completions 
by 15 percent or more annually to build core competencies; and support regional implementation 
of critical infrastructure risk reduction activities. The funding will also support IP’s 
collaboration with the State, Local, Tribal, and Territorial Government Coordinating Council to 
develop a set of State/local/regional outcome statements that can be included in the NAR to 
show progress in information sharing, risk management, and incident management through the 
IP Regional Initiative. 

Included in the Sector Management and Governance FY 2013 request is $24.2 million for the 
SSA Management Project, which ensures that IP-led sectors are more capable of preparing for, 
responding to, or recovering from a natural disaster, technological incident, or terrorist attack. 
The project has conducted 1 1 Active Shooter seminars and exercises, reaching hundreds of 
industry stakeholders and first responders, as well as six Chemical Sector Explosive Threat 
Awareness Training courses. The SSA Management Project provides free sector-specific risk 
self-assessment tools that can be used both by the private sector and State, local, tribal, and 
territorial officials to identify areas for improvement in security, resiliency, and preparedness. 
The specific tools developed by IP include the Dams Self-Assessment Tool; the Commercial 
Facilities Risk Self-Assessment Tool, with specific modules for stadiums and arenas, performing 
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arts centers, lodging, convention centers, racetracks, and theme parks; the Voluntary Chemical 
Assessment Tool; and the Emergency Services Self-Assessment Tool. 

Forming partnerships 

The FY 2013 budget request includes $56.5 million for the Regional Field Operations projects, 
which support IP’s efforts to increase preparedness and resilience for facilities, systems, and 
surrounding communities. These efforts include building and sustaining a comprehensive 
network of stakeholder engagement structures and processes, consolidating significant primary 
and cascading impacts caused by critical infrastructure degradation resulting from an incident, 
and providing comprehensive critical infrastructure protection capacity through the deployment 
of Protective Security Advisors across the United States. 

The Regional Field Operations FY 2013 request includes $28.3 million for Protective Security 
Advisors, who serve as our infrastructure security representation and coordination at the Federal, 
State, local, tribal, and territorial levels across all 50 States and Puerto Rico. Protective Security 
Advisors provide a local perspective to the national risk picture and serve as DFIS’s onsite 
critical infrastructure and vulnerability assessment specialists. They are a vital channel of 
communication for owners and operators of critical infrastructure assets seeking to communicate 
with DHS. As incidents or threats occur, the Protective Security Advisors living in communities 
across the country continue to provide the Department with a 24/7 capability to assist in 
developing the common operational picture for critical infrastructure. In FY 201 1, the Protective 
Security Advisors conducted 600 Enhanced Critical Infrastructure Protection security surveys, 
which capture facility security data and track improvements made by facilities to enhance 
security and resilience. The Regional Field Operations FY 201 3 request also includes $1 3.5 
million for the National Infrastructure Coordinating Center (N1CC), which provides steady-state 
monitoring and incident management planning for conditions and events that threaten the 
Nation’s critical infrastructure assets. 

The Regional Field Operations budget request also provides $14.7 million for the support for the 
public-private partnership and information sharing, which represent the foundation of voluntary 
critical infrastructure program through the Partnerships and Information Sharing project. This 
project provides the necessary unifying framework for the national Sector Partnership, and 
building and sustaining a network of regional stakeholder forums in partnership with State and 
local government partners. It also provides a unifying environment for information exchange, 
built primarily on DHS’ Homeland Security Information Network for Critical Sectors (HSIN- 
CS) - that brought together the 18 sectors, fusion centers across the country, and Federal 
agencies, such as the U.S. Secret Service, that provide information relevant to the critical 
infrastructure sectors. In FY 201 1, this project supported the operations of more than 40 
councils consisting of more than 1,000 members, of which more than 200 were trade associations 
representing more than 4 million members. Jointly, they delivered approximately 150 products, 
issue resolutions, and strategic plan reviews. In FY 201 1 , this project provided 40 online portals 
for Sectors, Fusion Centers, regional communities, and other organizations providing content to 
the Cl community. For these portals, the project documented communication and coordination 
Standard Operating Procedures that included incident response coordination, alerts and warnings, 
suspicious activity reporting, and best practices sharing for risk mitigation. In FY 201 1 , a new 
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registrant entered this information sharing environment every hour-and-a-half. The environment 
provides access to more than 12,000 products. As part of this effort, the project supported 28 
online seminars that reached more than 17,000 participants. The project delivered a daily Open 
Source Infrastructure Report, available on www.dhs.gov . which has 35,000 subscribers and was 
accessed nearly 372,000 times over the year. 

Developing regulations and monitoring regulatory compliance 

The request includes S74.5 million to develop and implement mechanisms that assess high-risk 
chemical facilities and ensure that covered facilities meet risk-based performance standards. 

This funding will also support the development and implementation of mechanisms to regulate 
the sale and transfer of the Nation’s supply of ammonium nitrate. 

NPPD has done much work over the past few years to establish and implement this 
unprecedented regulatory program, but challenges remain. Accordingly, in mid-201 1, 1 asked 
the new Director and Deputy Director of NPPD’s Infrastructure Security Compliance Division 
(1SCD) to provide for my consideration their views on the successes and challenges of the 
CFATS program. In late November 2011, ISCD hand-delivered a detailed memorandum to me 
that included for my consideration a proposed action plan with detailed recommended steps for 
addressing the challenges of the CFATS program. NPPD has made progress in addressing many 
of the challenges identified in the memorandum. 

For example, ISCD is using an interim Site Security Plan (SSP) review process that is allowing 
the Department to review Tier 1 facility SSPs in a more effective and timely manner. Using this 
interim approach, over the past few months, ISCD has been able to more than quadruple the 
number of authorized SSPs, and I am pleased to report that as of February 14, 2012, CFATS 
covers 4,464 high-risk facilities nationwide; of these 4,464 facilities, 3,693 are currently subject 
to final high-risk determinations and due dates for submission of an SSP or ASP. The remainder 
of the facilities are awaiting final tier determinations based on their SVA submissions. ISCD 
continues to issue final tier notifications to facilities across all four risk tiers as we make 
additional final tier determinations. 

The Department and NPPD take our responsibilities for the CFATS program and the Nation’s 
security seriously and are moving forward quickly and strategically to address the challenges 
before us. We believe that CFATS is making the Nation safer and are dedicated to its success. 
We will make the necessary course corrections to improve the program to better protect the 
Nation. 

Federal Protective Service 

FPS protects the 1.4 million daily tenants and visitors in the facilities, on the grounds, and on 
property owned, occupied, or secured by the Federal Government. FPS provides law 
enforcement and security management services, which include operations and oversight of 
approximately 14,000 contract Protective Security Officers (PSOs), and security countermeasure 
services for approximately 9,000 General Services Administration-owned, -leased or -operated 
facilities located in 1 1 regions across the country. To do so, FPS employs an integrated risk 
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management strategy to routinely provide a range of services including: ongoing review of 
facility countermeasures to ensure that they are functioning as designed; regular assistance to 
Facility Security Committees to implement or improve security practices to align them with 
Interagency Security Committee (ISC) Physical Security Criteria; assistance with emergency 
planning and exercises; response to criminal incidents and reports of suspicious activity, 
including explosive detector dog screening of facilities and clearing of unattended packages; 
patrol of facilities to deter and detect criminal activity; comprehensive assessment of threats and 
vulnerabilities using the ISC Design Basis Threat and Physical Security Criteria; security and 
duress alarm monitoring; awareness training to inform tenants how to prevent and react to events 
in the facility (e.g., active shooter awareness); and recurring assessment reports with immediate 
and long-term recommendations to improve facility risk mitigation. 

During the last fiscal year, FPS conducted more than 1 ,800 high-visibility operations (called 
Operation Shield) and 150 Covert Test operations, ensuring the protection of Federal buildings 
and infrastructure; responded to 53,000 incidents; made 1,975 arrests; interdicted more than 
680,000 weapons/prohibited items at Federal facility entrances during routine checks; and 
investigated and mitigated more than 1 ,300 threats and assaults directed towards Federal 
facilities and their occupants. In addition, FPS trained more than 900 law enforcement officers 
and agents in “Active Shooter Response Tactics,” conducted more than 1,100 student hours of 
instruction, and conducted more than 200 hours of Active Shooter Tenant Awareness training. 

For FY 2013, FPS projects the availability of $1,301.8 million in total collection authority. 

FPS’s primary funding source, the basic security fee, will remain at $0.74 per square foot in FY 
2013. NPPD is committed to maintaining 1,371 full-time positions in FY 2013, of which at least 
1,007 will be law enforcement officers. FPS is taking a deliberate approach to invest in key 
areas and better equip our personnel with technology to operate effectively in the risk 
management environment. FPS will balance the priorities listed below against the statutorily 
required 1,371 positions. 

Specific priorities in FY 2012 and continuing through FY 2013 include development of a follow- 
on risk assessment methodology that will standardize how facility security assessments are 
performed, ensuring consistent results, providing tailored recommendations for countermeasures, 
and enhancing the stakeholders' understanding of vulnerabilities and protective and mitigation 
strategies. The methodology and process will also ensure that security measures are determined 
in accordance with standards and criteria established by the ISC. FPS also will undertake an 
effort to define an activity-based cost structure, which will map costs to the activities that FPS 
performs. Through this effort, FPS will identify the fees necessary to provide law enforcement 
operations and risk-based security services at Federal facilities. FPS stakeholders then will have 
greater transparency into the costs of FPS activities and the level of services provided. 

Additionally, FPS will collaborate effectively with stakeholders such as the ISC and industry to 
develop and implement an informed approach to contract PSO oversight using feedback and best 
practices. FPS also will explore the means of leveraging technology to ensure effective 
oversight of PSOs and establish post inspection requirements by security level and frequency 
requirements for administrative audits. FPS also will improve oversight and management of the 
PSO force through acquisition strategies and intensive monitoring and coaching. 
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Safeguarding and Securing Cyberspace 

Cybersecurity 

DHS works collaboratively with public, private, and international entities to secure cyberspace 
and America’s cyber assets. Working through the National Cyber Security Division (NCSD) 
within NPPD’s Office of Cybersecurity and Communications, DHS works to integrate 
information about cyber activity and coordinate cyber incident response; enable Federal agencies 
to secure their systems and networks; provide cyber intrusion detection, prevention, and 
information sharing capabilities; facilitate education and training for cybersecurity professionals; 
and mitigate risk to cyber critical infrastructure. 

We have improved the ability of Federal agencies to defend their systems and provide expertise 
and technology that detects, mitigates, and prevents malicious activity on the networks. NCSD’s 
Federal Network Security' (FNS) branch manages activities designed to enable agencies to secure 
their systems and networks. FNS provides a single, accountable focal point for achieving cyber 
infrastructure security and compliance throughout the Federal enterprise. In FY 2013, $236.0 
million is requested for FNS. This includes an increase of $202.0 million to support Federal 
Executive Branch civilian departments and agencies in implementing capabilities that will 
improve their cybersecurity posture in accordance with the Federal Information Security 
Management Act and enable improved continuous monitoring at Departments and Agencies. 
Aligned with the National Cybersecurity Protection System (NCPS), these resources will support 
a robust cyber security posture across the Federal Government to thwart advanced persistent 
threats in a dynamic threat environment. 

The request also includes $345.0 million for Network Security Deployment (NSD). NSD 
manages the NCPS, operationally known as ElNSTEfN. NCPS is an integrated intrusion 
detection, analytics, information sharing, and intrusion-prevention system that uses hardware, 
software, and other components to support DHS’s responsibilities within the Comprehensive 
National Cybersecurity Initiative mission. In FY 2013, the program will improve its common 
operating picture to respond in a more agile way to threats to Federal networks and systems by 
expanding intrusion detection and cyber analytics capabilities and maintaining its capacity to 
provide intrusion-prevention coverage for Federal network traffic through advanced intrusion- 
prevention units and supporting infrastructure. Additionally, the program will evolve its service 
offerings by migrating to a Managed Security Service (MSS) approach for intrusion-prevention 
services. The evolution of this service will be based on the convergence of a number of existing 
and near-term intrusion-prevention-services-related initiatives that include EINSTEIN 3 and the 
Joint Cybersecurity Services Pilot (previously known as the DIB pilot). These efforts will ensure 
that Federal cybersecurity capabilities are efficiently keeping pace with cutting-edge 
technologies and adapting to emerging threats. Under the MSS solution, each internet service 
provider will provide its own intrusion-prevention services that will conform to certain security, 
assurance, and communication requirements provided by DHS. NSD also will begin planning 
and developing a cyber mission information sharing environment to improve DHS’s ability to 
respond to and mitigate cyber threats and securely share information across multiple 
stakeholders. 
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To keep pace with the expanded NCPS capabilities, the budget includes $93.0 million for United 
States Computer Emergency Readiness Team (US-CERT) Operations, an increase of $13.9 
million. As the operational arm of NCSD, US-CERT leads and coordinates efforts to improve 
the Nation’s cybersecurity posture, promote cyber information sharing, and manage cyber risks 
to the Nation. US-CERT encompasses the activities that provide immediate customer support 
and incident response, including 24-hour support in the National Cybersecurity and 
Communications Integration Center. In FY 2011, US-CERT processed more than 106,000 
incident reports from Federal agencies, critical infrastructure, and international partners and 
released more than 5,200 actionable cybersecurity alerts and information products. As more 
Federal network traffic is covered by NCPS, additional US-CERT analysts are required to ensure 
that cyber threats are detected and that the Federal response is effective. 

We also collaborate with critical infrastructure owners and operators to assess and mitigate risk 
to the Nation’s cyber critical infrastructure; promote cybersecurity awareness among and within 
the general public and key communities; maintain relationships with governmental cybersecurity 
professionals to share information about cybersecurity initiatives; and develop partnerships to 
promote collaboration on cybersecurity issues. The FY 2013 request includes $62.8 million for 
the Critical Infrastructure Cyber Protection and Awareness (CICPA) branch. This includes $6.5 
million to expand the Multi-State Information Sharing and Analysis Center to 30 States. The 
CICPA funding will also enable DHS to conduct 75 onsite assessments of critical infrastructure 
to evaluate the resilience of critical services. 

The FY 2013 request also includes $22.0 million for the Global Cyber Security Management 
(GCSM) branch. GCSM works to develop and promulgate sound practices for software 
developers, information technology professionals, and other critical infrastructure owners and 
works to address the need to build a skilled cybersecurity workforce. This amount includes 
$12.9 million for cybersecurity education. These funds will promote high-quality, cost-effective 
cybersecurity education and training programs to develop and grow a robust cybersecurity 
workforce that is able to protect against and respond to national cybersecurity threats and 
hazards. This funding also will enable DHS to continue to lead and advance the goals of the 
National Initiative for Cybersecurity Education. 

Ensuring Resilience to Disasters 

Communications 

NPPD supports Mission 5 of the Quadrennial Homeland Security Review, Ensuring Resilience 
to Disasters, by seeking to improve the security and reliability of America’s telecommunications 
assets by coordinating a provision of telecommunications services to meet national security and 
emergency preparedness communications requirements during natural disasters or terrorist 
attacks. NPPD also works to promote interoperable emergency communications capabilities for 
Federal, State, local, and tribal governments. 

The FY 2013 request includes $103.9 million for the National Communications System (NCS) to 
sustain and advance emergency telecommunications capabilities for national security and 
emergency preparedness users. These funds also will support technical studies and analyses of 
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public communications infrastructures and assessments of new communications technologies 
vulnerabilities, and will work with the international communications industry consensus 
standards organizations to ensure that evolving communications commercial standards address 
national security and emergency preparedness communications technical requirements. NPPD 
also is working to ensure that these emergency telecommunications capabilities continue to 
operate as telecommunications carriers transition to new technologies through the Next 
Generation Networks Priority Services program, which will maintain and migrate legacy priority 
voice telecommunications features to new technologies. 

In FY 201 1, NCS provided support through the National Coordinating Center for 
Communications and Telecommunications Service Priority program office during the Japan 
earthquake/tsunami; flooding in the Mississippi Valley; winter storms in the Midwest and 
Northeast; the Joplin, Missouri, tornado; tornadoes in the Southeast; Missouri flooding during 
Spring 2011; flooding in the Northeast and Upper Midwest; and the 201 i National Level 
Exercise. NCS also supports the Federal Emergency Management Agency (FEMA) and the 
National Response Framework by serving as the Primary Coordinating Agency for Emergency 
Support Function #2 (Communications). The Priority Telecommunications Service, which 
includes the Government Emergency Telecommunications Service (GETS), Wireless Priority 
Service (WPS), and Special Routing Arrangement Service, serves approximately 400,000 users. 
In FY 201 1, more than 97 percent of GETS users’ calls were completed during emergency 
periods. NCS is also making improvements to the WPS program to address the significant 
increase in the use of mobile networks. 

The FY 2013 request also includes $38.7 million for the Office of Emergency Communications 
(OEC) to advance Federal, State, local, tribal, and territorial government emergency 
communications capabilities. OEC continues to partner with stakeholders to implement the 
National Emergency Communications Plan. In FY 2011, OEC engaged in a comprehensive, 
nationwide assessment of emergency communications capabilities as a part of plan 
implementation. OEC is currently working with States to submit and review results. When 
complete, this assessment will provide a detailed view of capabilities at the county level in all 56 
States and territories. This detailed look at emergency communications — the first of its kind — 
will generate valuable data that DHS and the States can use to focus future resources and 
improvement activities more effectively and efficiently. 

In addition to continued work improving traditional Land Mobile Radio communications, OEC 
is playing a leading role in nationwide efforts to set the broad policy framework for a public 
safety broadband network and has coordinated with its State and local partners to ensure that the 
public safety community’s requirements are represented fully in network broadband planning 
and implementation efforts. OEC regularly engages with the early adopters of public safety 
wireless broadband communications through the Operator Advisory Committee — a stakeholder 
group comprising all 21 jurisdictions that have been granted Federal Communication 
Commission waivers for early adoption of broadband operations in the 700 MHz band. OEC is 
providing technical assistance to these jurisdictions and developed policy guidance to educate 
stakeholders on wireless broadband planning and education efforts. 
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In FY 2011, OEC provided 138 individual technical assistance engagements to 54 States and 
territories to support the implementation of Statewide Communication Interoperability Plans, 
including a new wireless broadband technical assistance offering for broadband planning 
support. OEC also worked through the Emergency Communications Preparedness Center to 
develop and publish recommendations for common Federal grant guidance to synchronize 
emergency communications spending across more than 40 grant programs. The Emergency 
Communications Preparedness Center has also identified the development of broadband 
standards and research and development as one of its strategic priorities for the coming year and 
established a focus group to identify Federal broadband requirements. In FY 201 1, OEC 
finalized placement of a Regional Coordinator in each FEMA Region to support the efforts of 
Federal, State, local, tribal, and territorial agencies to build and improve emergency 
communications capabilities. The Regional Coordinators strengthen collaboration and 
knowledge sharing with stakeholders and also provide operational support during federally 
declared disasters. In August 2011, four of OEC’s Regional Coordinators were deployed to 
support the response to Hurricane Irene. The Regional Coordinators supported many tasks 
throughout the hurricane response, but their most valuable role was leveraging their strong 
intergovernmental relationships and localized knowledge base of the regions in which they work. 
Because the Regional Coordinators work with stakeholders every day, they have an in-depth 
understanding of the needs of different communities across their regions. 

Conclusion 

The FY 2013 budget proposal reflects this Administration's strong commitment to protecting the 
homeland and the American people through the effective and efficient use of limited resources. 
As outlined in my testimony today, the Department and NPPD will continue to strengthen, 
secure, and ensure the capacity and reliability of the Nation’s critical infrastructure, both cyber 
and physical. 

Thank you for inviting me to appear before you today. I look forward to answering your 
questions and to working with you on the FY 201 3 Budget Request and other homeland security 
issues. 
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CHEMICAL FACILITY ANTI-TERRORISM STANDARDS: ISCD 

Mr. Aderholt. And I thank you for your comments on the 
Chemical Facility Anti-Terrorism Standards program. And that is 
what I want to start out with as my first question. 

NPPD recently provided the Subcommittee with the internal 
memorandum entitled, “Challenges Facing ISCD and the Path For- 
ward,” which, of course, discusses the challenges that the Infra- 
structure Security Compliance Division has encountered as it im- 
plements the CFATS program. These challenges include hiring a 
management of staff; delays developing, implementing, and man- 
aging the inspection processes; complications defining and articu- 
lating program missions and goals; and difficulties with internal 
processes to minimize the risk, fraud, abuse, and mismanagement. 

The action plan that was included in the memo to address this 
problem contains 91 specific actions, none of which are prioritized. 
Additionally, there are no timelines, there are no milestones or spe- 
cific resources associated with the action plan. 

My question to you is, how can we have confidence that the re- 
sources are being used effectively for the program and that measur- 
able improvements will occur if there is no priority or no timeline 
for the 91 separate actions? 

Question: When can you provide the Committee with an action 
plan that sets up these priorities, that includes these milestones 
and these timelines? 

Mr. Beers. Sir, we are working on that specific question, and we 
will have something for you — let’s see, today is the first of March — 
by the end of March, that will be an update. 

One of the things I want to be clear, though, as we move through 
this action plan — and we want to keep you fully informed — we also 
want time, at least some time, to pass so that we can actually ac- 
complish the improvements that are necessary. 

But with respect to the hiring of the management staff, we ex- 
pect that to be completed in April of this year. The inspection proc- 
ess is being redefined now. We expect that by the end of March. 

So we have some specific timelines. But when we gave you the 
plan in early January, we hadn’t had an opportunity to put all of 
those milestones and timelines into the plan. 

Mr. Aderholt. Regarding the challenges, what barriers do you 
see in overcoming some of the challenges that are discussed in the 
memorandum? 

Mr. Beers. Well, let me just give you one — actually, two specific 
examples. 

One, there was a problem with respect to the training officials 
within ISCD being properly trained and qualified for those posi- 
tions. This was a result of a problem that existed throughout the 
Department, with an expectation that training would be controlled 
and run out of headquarters. What we have done now is broken 
through that logjam and are in the process of hiring qualified 
training people to do that. 

Secondly, with respect to ensuring that all of the positions within 
ISCD are appropriate to the job that they are being asked to do so 
that we can match qualified people with the skill set required, we 
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have deployed from NPPD headquarters to ISCD some human cap- 
ital, people, to help them move through this as quickly as possible. 

So what we are trying to do — and those are two examples of ob- 
stacles that existed before that we are trying to fix so that ISCD 
is in a much better position to carry out the mission that you all 
have assigned it. 

Mr. Aderholt. How can we be assured that this type of mis- 
management and dysfunction is isolated in the CFATS program 
and not an issue that affects the other organizations? 

Mr. Beers. So, as a result of the discovery within the ISCD pro- 
gram, we have had town-halls and training sessions and discus- 
sions with all of the Senior Executive Service members of NPPD 
to talk about this problem and the need to look at it. 

In particular, as a result of the discovery last summer that the 
tiering process had been done incorrectly and that it appears that 
people knew about it earlier and didn’t inform senior management 
of the problem, we have also, on a repeated basis, said that we do 
not want to be shielded from bad news. We would rather hear the 
bad news sooner so that we can deal with the problems. And don’t 
assume that you can spend time fixing it and then tell us that you 
have identified a problem but you have also fixed it. Let us help 
you fix those problems, because sometimes we have access to dif- 
ferent resources and different perspectives at senior management 
levels that might help you to do that job more quickly, but you 
have to tell us. 

So I have said that throughout my leadership, but this was a 
teaching moment that I have taken advantage of within the organi- 
zation to remind people how serious it is when you don’t tell people 
of problems that might be fixed. 

Mr. Aderholt. In December, after reviewing the internal memo, 
the Subcommittee requested that GAO examine the memorandum 
and the NPPD’s efforts to address the problems identified. Can the 
Subcommittee anticipate your organization’s full cooperation, in- 
cluding complete and timely access to documents and access to offi- 
cials involved in addressing these problems? 

Mr. Beers. Yes, sir, without question. 

And as I mentioned to you last night, the other thing we want 
to try to do is, because another committee of this body had re- 
quested an IG inspection that appeared to overlap, we have asked 
the two investigative organizations, GAO and DHS’s IG, to talk to 
one another so that we can support both of them but preferably not 
doing exactly the same thing. 

We will do whatever we have to do. But I just want you to be 
aware and the committee to be aware in this session that there are 
two investigations that, on the surface, might look like they are du- 
plicative. I don’t think that will be the case, but I just want you 
to know it. But whatever we do, you and others will have our full 
support. 

Mr. Aderholt. Okay. We are working with GAO on that to make 
sure that that is not the case. 

Mr. Price. 

cybersecurity: continuous monitoring program 

Mr. Price. Thank you, Mr. Chairman. 
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Mr. Beers, I would like to switch to cybersecurity. Before the 
morning is out, I want to ask you to walk through with us the way 
this interagency effort is going to work exactly, how this $202 mil- 
lion that you have requested will be deployed, and why you have 
chosen this model, this kind of setup for administering those funds. 
I do think we need to have a better understanding of that. 

But, first, I would like to take advantage of the fact that we are 
in a classified setting here to take a few steps back and ask for 
your assessment of the kind of threat we are facing and the shape 
of that threat. Recent reports about intrusions — we have our own 
list, of course. There have been well publicized cyber attacks at sev- 
eral Federal agencies — Justice, Commerce, Census in the last 30 
days alone. In the private sector, hackers breached data last sum- 
mer in over 100 million Sony music and gaming accounts, shut 
down those systems for days. We have seen recent breaches at 
Epsilion, Citibank, Boeing, Google. We have seen attacks from au- 
thenticated users at Lockheed Martin and RSA. Those, of course, 
are much more difficult to detect and stop, since it appears to be 
legitimate users that are accessing areas that they typically don’t 
need to be into. 

So we would be interested in any current information you have 
that would augment this list. But beyond that, what do you make 
of this pattern? These attacks obviously are becoming more com- 
monplace. 

I know you have been brought in with other Federal agencies to 
secure their system. You were brought into that Justice Depart- 
ment attack as it was ongoing. What about Commerce, what about 
the Census attacks? Can you say a little bit more about the kind 
of efforts you have under way with those agencies or others to se- 
cure their networks? 

And then, also, if you would address the private sector. You are 
not always notified of cyber attacks in the private sector. Are you 
satisfied that you are learning about most of them? And, of course, 
private-sector firms may not want to make others aware of their 
vulnerabilities. That is an obstacle I am sure you have to overcome. 
What do you think you can do to encourage the private sector to 
inform you fully so that you can be fully informed as we attempt 
to develop a defensive strategy? 

Mr. Beers. Wow. That is a pretty broad question. Let me 

Mr. Price. I am not attempting to script this. I am just trying 
to lay the predicate for letting you economize a bit in bringing us 
forward on these matters. 

Mr. Beers. I understand. 

So, as I mentioned briefly in my remarks, we have three sets of 
actors that we deal with now: Nation-states, their efforts seem pri- 
marily to be what we would call reconnaissance as opposed to actu- 
ally attacking and taking down systems. 

We have criminals who seem to be primarily interested in going 
after information that will allow them to suck money out of finan- 
cial institutions or individual bank accounts. 

And we have hackers. As a general proposition, I would say that 
the preponderance of the stuff that you read about in the news- 
paper, particularly the denial-of-service attacks, have tended to 
come from the hacker community, including Anonymous, which has 
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been particularly troublesome to both the government and to pri- 
vate-sector entities. 

You are right, I think, to focus in particular on the RSA breach 
and the fact that that allowed certificates to be stolen and used — 
perhaps to be used. We had another incident that we participated 
in that occurred in the Netherlands to a firm called DigiNotar 
where we helped them deal with that particular problem. 

In addition, there is this curious overlap between what I would 
call nation-state activity and private criminal activity in terms of 
the theft of intellectual property. In some cases, it is intellectual 
property that is very clearly associated with national security, as 
the plans for the Joint Strike Fighter. In other cases, it it intellec- 
tual property that may, in fact, be stolen for economic purposes, 
whether it is for a nation-state or for an individual private entity. 

Because what we see here clearly is that the line between nation- 
state and criminal activity is not a clear dividing line. There is 
overlap. [REDACT] But at least some of that apparent criminal 
activity is, in fact, guided by nation-states. 

So, in terms of the problem you pointed out about the access to 
knowing whether or not there has been a breach, that is a serious 
problem. Part of our desire with the $202 million is to erect a sys- 
tem that would allow us better to know what might be happening 
within the Federal Government networks so that we can deal with 
that. 

The private sector is, in fact, a different problem. They in some 
cases come to us and tell us; in other cases, we don’t know. And 
we literally don’t know what we don’t know in this particular area. 
We do believe that the legislative proposal for information-sharing 
that the Senate and the House are both working on represents an 
opportunity to have that kind of information-sharing without hold- 
ing the firms up to possible liability. It represents an opportunity 
to try to close the information gap. But that is going to be one of 
the major things that we are going to be working on. 

Greg, do you want to add anything to that? 

Mr. Aderholt. Time is up right now. Maybe we can come back 
to that. 

Mr. Beers. Okay. 

Mr. Price. Mr. Chairman, this is an informal briefing. And I 
really think if we could cut him a little slack and get a little fuller 
account here of the answer to a multifaceted question, that would 
be good. 

Mr. Aderholt. Greg? Or Mr. Frelinghuysen? 

Mr. Frelinghuysen. Well, you are the chairman. 

Mr. Aderholt. Well, the only reason I am doing that is I know 
we have a call for votes and I know some people won’t be coming 
back, and that is why I was — but if Mr. Frelinghuysen — is fine, 
then, yeah, go ahead. 

Mr. Schaffer. Yes, sir. Thank you. 

The only additions I would layer on is that what we are seeing 
from a trend perspective is a focus on aggregators. So where you 
saw 

Mr. Dicks. What is an aggregator? 
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Mr. Schaffer. An aggregator is an entity that has access to the 
data of many different individuals as opposed to the endpoints, 
which is what we would have seen in the past. 

So if there are attacks to get identities stolen from individuals, 
we are now seeing a trend to go after people who have lots of ac- 
counts, so data warehouses where accounts are stored or a place 
like [REDACT] which is a company that provides the security cer- 
tificates. It is like what is stored on your PIV card. It is the data 
that is used to decide whether or not you are allowed into a certain 
Web site. If you can steal all of the information that allows you to 
use everybody’s card as opposed to trying to steal an individual 
card, you are in a much better position to take advantage across 
a wide array of individuals. 

The hack into RSA was similarly an attack against an 
aggregator. It was someone that provided security for many, many 
companies in many different sectors, and it could potentially facili- 
tate attacks not just against one entity but against many entities. 

That trend is troubling because it means that the sophistication 
of the threat actors is increasing and their interest in being able 
to broadly get at many in government, industry, and the financial 
assets spaces is growing. And so that trend is certainly something 
that we see quite a bit. 

In terms of the private-sector engagement with us, I think it has 
improved dramatically over the last several years, but we still have 
significant progress to make. Those who are engaged with us are 
very engaged, but it is a percentage of the larger population. 

So we have many actors who are very much involved with us. We 
are growing the number of players who are even putting resources 
on the National Cybersecurity and Communications Integration 
watch floor. But that is not all of critical infrastructure; that is a 
subset of players who are interested in participating. And if we are 
really going to secure the entirety of critical infrastructure, we 
need to have all of the players participating and playing a signifi- 
cant role. 


cybersecurity: dhs collaboration 

Mr. Aderhott. Mr. Frelinghuysen. 

Mr. Frelinghuysen. Mr. Beers, you have had a pretty amazing 
career since you graduated from Dartmouth: a Marine and Foreign 
Service, served several Presidents. 

I am not quite sure where you fit in the overall scheme of things. 
Do you report to Napolitano? I am a little bit concerned. I see a 
lot of acronyms here. I see references to, you know, Department of 
Defense. I don’t see any reference — I don’t know where you fit 
under the — are you under the DNI? Is there any relationship? 

I am a little bit confused as to where you — I know you are doing 
good work, but, briefly, where do you fit in the overall scheme of 
things here? We have a lot of people doing a lot of great things 
here, but I am not quite sure where you fit in. 

Mr. Beers. Sir, as an Under Secretary in the Department of 
Homeland Security, I report directly to the Secretary of Homeland 
Security. We have, obviously, cooperative relationships with other 
parts and pieces of the U.S. Government and we have outreach to 
the private sector, but I work for Secretary Napolitano. 
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Mr. Frelinghuysen. So how do we get any assurances that what 
you are doing isn’t potentially being done by somebody else? 

Mr. Beers. That is why we have the relationships with other 
parts and pieces of the U.S. Government. For example, we have a 
relationship with the National Security Agency, where we have 
people who are actually resident in Fort Meade and they have peo- 
ple who are resident in our cybersecurity function within DHS, 
within NPPD, people who are on the watch floor or are adjacent 
to the watch floor. 

So we have knit both with people and with systems the ability 
to exchange information on a realtime basis. We are definitely mov- 
ing to ensure that our effort and the efforts of our partners at NS A 
are in sync with one another. We have a memorandum of under- 
standing with them. 

Mr. Frelinghuysen. Mr. Dicks and I serve on Defense. We also 
serve on Intel. And I must say, there is nothing wrong with redun- 
dancy, but it is a little unclear as to exactly who is doing what. 

Just in the issue of cybersecurity, do you have a piece of that ac- 
tion? I mean, I 

Mr. Beers. Sir, we are 

Mr. Frelinghuysen. I read in the newspaper the other day, you 
know, that General Alexander was sort of upbraided, you know, on 
some issues that he — some comments he made before some sort of 
a group, that the Department of Justice sort of weighed in and sug- 
gested that perhaps, you know, he couldn’t make such statements. 

Are you guided by all sorts of Presidential directives and authori- 
ties that limit your ability to operate in certain areas and then 
those other areas and targets are turned over to other agencies? Or 
how would you clarify exactly where you are in the overall cyber 
mission? 

Mr. Beers. All right. So the dividing line between ourselves and 
NSA with respect to the Federal Government is that the National 
Security Agency is responsible for protecting what we refer to as 
the dot-mil domain 

Mr. Frelinghuysen. Yeah. 

Mr. Beers [continuing]. And we are responsible for what is de- 
scribed as the dot-gov domain, which is the Federal civilian part 
of our government. 

CHEMICAL FACILITY ANTI-TERRORISM STANDARDS (CFATS): TIERING 

ISSUES 

Mr. Frelinghuysen. Yeah, I ask that respectfully. I will give you 
an example. I will ask you a question. We had Steve Chu in the 
other day. We had Tom D’Agostino, who heads up NNSA and has 
responsibility for a whole slew of national laboratories, some deal- 
ing with nuclear issues and some dealing with, shall we say, tradi- 
tional R&D. 

Do you grade those laboratories in the Department of Energy as 
to what the hell they are doing in terms of some of the issues that 
you have within your portfolio? 

Mr. Beers. The short answer to that is “yes.” What we do with 
respect to our responsibilities under the Federal Information Secu- 
rity Management Act is to look at each of the departments and 
agencies which are within the dot-gov domain 
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Mr. Frelinghuysen. Which would be the Department of Energy, 
for example. 

Mr. Beers. Which would include the Department of Energy. 

Mr. Frelinghuysen. Do they have a grade? Have you given 
them a grade? 

Mr. Beers. We have 

Mr. Frelinghuysen. Are they Tier 1 or Tier 2? You referred to 

something. I would think they would be Tier 1 because 

Mr. Beers. You mean in terms of priority? 

Mr. Frelinghuysen. Well, the nuclear stockpile is a priority. 

Mr. Beers. Yes. Well, as a priority 

Mr. Frelinghuysen. Have they been graded by you? 

Mr. Beers. Yes, sir. I am looking at my chart here. 

As with most of the Federal Government at this point in time, 
distinguishing between red, green, and yellow — that is the Federal 
Government 

Mr. Aderholt. Can we see a copy of the chart? 

Mr. Beers. Yes, sir. 

[REDACT] 

Mr. Frelinghuysen. So the significance of the colors 

Mr. Beers. Is a rough 

Mr. Frelinghuysen. But just for our purposes, since I have 
about 1 second, are they in the good, the high — have they done a 
good job doing what they are doing for your purposes, or are they 
down in the “yet to be decided” category? 

Mr. Beers. Greg. 

Mr. Schaffer. Yes, sir. There are a series of criteria that we use 
to judge 

Mr. Frelinghuysen. So, to answer my question, where is the 
Department of Energy? 

Mr. Schaffer. They are making progress 

Mr. Frelinghuysen. I want you to tell me. I don’t want to look 
at that list. 

Mr. Schaffer. No, understood. They are making progress. Like 
all of the departments and agencies, there are certain things that 
they have not gotten to yet, and there are certain things that we 
are trying to help them to expedite. 

That is a big part of what we are asking for with respect to the 
funding increase, so that we are in a better position to know what 
they truly have. Right now, what we can tell you is what they have 

reported to us. We would like to be in 

Mr. Frelinghuysen. Well, I hope you have an audit of what they 
report to you. 

Mr. Schaffer. Well, we would like to be in a position to have 
continuous monitoring, which is a visibility into their networks on 
a continuing basis. It would give us the ability to know what is 

happening on their networks and to adjust 

Mr. Frelinghuysen. Are they Tier 1? 

Mr. Schaffer. They are definitely at the top of 

Mr. Frelinghuysen. Okay. So they will be one of the ones that 
are getting the constant scrutiny. 

Mr. Schaffer. Yes, sir. 

Mr. Frelinghuysen. Okay. Thank you, Mr. Chairman. 

Mr. Aderholt. Ms. Lowey. 
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Mrs. Lowey. Thank you. 

And, certainly, looking at your career, it gives me great con- 
fidence that perhaps we are a little safer than some of us think we 
are. And we thank you for your service. 

Before I get to my question, I just want to make a point on the 
last question. I was pleased to see increased funding levels for cy- 
bersecurity in the fiscal year 2013 budget. 

As we all know, there is a great deal of concern about Anony- 
mous, the hacking collaborative that attacked the Tel Aviv Stock 
Exchange, threatened to launch a cyber attack on the New York 
Stock Exchange. As a New Yorker representing New York, we 
know that the Nation’s economy depends on the health of our fi- 
nancial system and the free flow of credit and capital, and a suc- 
cessful cyber attack on America’s financial systems could have dev- 
astating effects on our economy. 

I will save those questions because you did quite a thorough job. 
And I have a feeling, Mr. Price, we are going to continue this dis- 
cussion at some point. 

But I have been concerned about the interoperability in the Of- 
fice of Emergency Communications. The NPPD has jurisdiction 
over the Office of Emergency Communications, which I would like 
to say I helped to establish. And the fiscal year 2013 budget re- 
quest includes $38.7 million for the OEC, an 11 percent decrease 
from fiscal year 2012. 

As you well know, OEC supports communications between emer- 
gency responders during manmade natural disasters. Quite frank- 
ly, the work of the OEC is too important to face such severe cuts, 
in my judgment. If you could, first of all, address the funding for 
this important program and how will the needs of emergency re- 
sponders be met without the assistance of the OEC. 

And, additionally, I was dismayed to learn that the administra- 
tion’s fiscal year 2012 budget requested the elimination of dedi- 
cated funding for this mission by merging the interoperability 
grant program into the State Homeland Security Program within 
FEMA, and this dedicated funding stream has been zeroed out. 

Could you discuss with us, how would limited resources on the 
State and local level by reducing funding for the Interoperability 
Grant Program impact your ability to ensure that localities are 
building networks to the necessary technical specifications? 

It seems to me, your work is absolutely critical. But we want to 
be sure that down on the local level, we have the resources to do 
the job. So if you can share with me your concerns or non-concerns 
and give me confidence that that cut isn’t going to make a dif- 
ference. 

Mr. Beers. Yes, ma’am. So the principal reason for the cut is 
that we have, in cooperation with you and as part of an ongoing 
program to be as efficient as possible, created or found some effi- 
ciencies in terms of our technical assistance contracting. And so 
some of this is simply a straight efficiency that we should do under 
any circumstances but particularly in this austere fiscal environ- 
ment. 

We also had a $4.8 million — we had a — part of this reduction is 
based on a historical carryover from the preceding fiscal year that 
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we are using in this year’s budget to make sure that we can effec- 
tively obligate the funds that you all have appropriated to us. 

But the main point I want to make here is, we have found some 
efficiencies in the way we are doing our technical contracting, and 
that is really the basis for doing that. It is in no way an indication 
of a lack of commitment to the Office of Emergency Communica- 
tions. In fact, as a result of the deliberations of the Congress in the 
creation of the broadband for public safety effort, we are going to 
have more work to do, and we are going to step up to do it, in com- 
bination with our National Communications System and our Office 
of Emergency Communications. 

Mrs. Lowey. I will save the other question because I know we 
are running out of time and my colleagues may want to ask some 
quick questions. Thank you. 

Mr. Aderholt. Mr. Dent. 

CFATS: PERSONNEL SURETY 

Mr. Dent. Thanks, Mr. Chairman. 

Secretary Beers, good to be with you this morning. 

I want to kind of change subjects here to go to the personnel sur- 
ety issue. This keeps coming up within the CFATS program, as you 
know — personnel surety. And this requires industry to submit 
names of folks who work with chemicals to DHS to make sure they 
are not on watchlists. 

It is my understanding that a final rule or a policy is with the 
OMB. Industry experts on the ground who have committed time 
and money toward meeting CFATS deadlines continue to express 
to me concern over the path the Department is pursuing on this 
whole issue. Specifically, they are concerned that they will not be 
notified if a person is listed on the terrorist screening database. Ad- 
ditionally, some have suggested CFATS use TWIC cards. But in- 
stead, the administration is proposing to create an entirely new 
system that is going to cost a lot of money. 

Secretary Beers, if industry submits a name to DHS and that 
name appears on the terrorist screening database, how are you 
going to notify them? Because, as I understand it, the draft policy 
is for DHS not to notify industry, which means that someone with 
intent to cause harm may be allowed to work in a chemical facility. 
So how would you notify them? 

Mr. Beers. So, as a general proposition, sir, the notification proc- 
ess here involves work that is being done by the Federal Bureau 
of Investigation, which has the responsibility for conducting inves- 
tigations against terrorists, not DHS. And it is their view that, in 
order not to disrupt an investigation by notification outside the 
boundaries of the investigation, that information will be preserved 
by the FBI until it is appropriate to tell the firm. 

This puts a great deal of responsibility on the Bureau. Let’s be 
clear about that. But rather than giving up the investigation by the 
notification, they don’t want to do that. In some cases, we will get 
to that point, and in some cases, there will be a notification. But 
that is the challenge or the problem in association with that. 

On the TWIC card, sir, we want to use the TWIC card. 

Mr. Dent. Well, that is good. That is encouraging. 
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Mr. Beers. The issue here that we need to resolve is that the 
TWIC card was created for transportation workers, and not every- 
body who is within the boundaries of a chemical facility qualifies 
as a transportation worker. We are looking at a possibility — obvi- 
ously, it will require a legislative process in order for the adminis- 
tration to make such a recommendation. 

Mr. Dent. Well, I would love to work with you on the legislative 
side, because I think TWIC has been pretty effective. 

Mr. Beers. So do we. 

Mr. Dent. And I think 

Mr. Dicks. Would the gentleman yield? 

Mr. Dent. I would be happy to yield to my friend. 

Mr. Dicks. Thank you. 

We understand that the TWIC cards are not looked at. All they 
do is they show the TWIC card, it doesn’t go into the machine, and 
you don’t get a reading on the history of the people. So I think that 
is — I can’t believe that. Why is that? 

Mr. Beers. Sir, it has 

Mr. Dicks. I mean, that is outrageous. 

Mr. Beers. Yes, sir. It has to do with the requirements for the 
capability of the card reader in an austere, particularly here, a 
maritime port environment, so the water, the saltwater, the corro- 
sive effect of that. And we, quite frankly, have struggled with this 
issue. 

Mr. Dicks. There is 

Mr. Beers. You are right, it is disturbing. 

There are obviously readers that are available, but the govern- 
ment has to certify a reader as being the appropriate reader. And 
that is the challenge that we are engaged with right now, sir. 

This is not my area of responsibility, but I am aware and trou- 
bled, as you are. 

Mr. Dent. If I could reclaim my time. 

Mr. Dicks. Sure. 

Mr. Dent. It just seems to me right now that industry is not 
going to be notified if somebody is working in a plant who has a 
problem. And it is on the FBI, you are right. And there are liability 
issues to the operator of that chemical plant. I just thought this 
TWIC personnel surety issue might help us get to a better place. 
And I would be happy to work with you on that point, because I 
think it is really very important that we give some guidance and 
some certainty to people who are trying to comply. 

And with respect to CFATS, I know the chairman has already 
gone into some of those issues. But, you know, you have talked a 
little bit about that memo. And it is quite clear to me that, you 
know, we just haven’t — I guess we have had over 4,000 of those 
site plans submitted, and none have been approved or reviewed, I 
guess. 

When was that memo prepared? And to what extent were senior 
officials at NPPD aware of potential problems before you requested 
that memo? 

Mr. Beers. The two individuals who prepared the memo — David 
Wulf, who is here and is the Deputy Director of that office; and 
Penny Anderson, who is the Director — came onboard in July. 
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We had had several indications of problems within the program 
dealing with: an administrative issue about whether or not individ- 
uals were paid appropriate to the locality in which they were oper- 
ating; a problem with the authorization of the site security plans; 
and then, finally, a problem with the tiering, where we had run 
programs and put companies in particular tiers when the data in 
the program was not the correct data to establish that. 

And so, with those three issues, we knew that we needed a thor- 
ough look. We had already commissioned a review of administra- 
tive practices within the CFATS program as a result of the issue 
with respect to locality pay. That all came together in the report 
that they prepared, including the review that we had done with our 
Office of Compliance and Security to look at administrative prac- 
tices. 

So we knew that there were problems. This was a look that indi- 
cated that they were deeper than we had anticipated in the report 
but, fortunately, with a good plan of action to resolve them. 

Mr. Dent. Well, I mean, I guess the issue — I mean, I keep hear- 
ing stories about inadequate training and inappropriate transitions 
for new hires, that people aren’t capable of doing these types of as- 
sessments, and I am just — I think we all want CFATS to work, and 
there was a lot of talk around this building about using inherently 
safer technologies. I did not think anybody over there was able to 
deal with that issue, and that is not part of this process, but, you 
know, are we committed to CFATS, making this work, because I 
know a lot of people spent time and money to comply and submit 
their plans. 

Mr. Beers. Sir, NPPD and ISCD are fully committed to making 
this program work. We have made a lot of progress. We have a lot 
of challenges ahead, but we do not think they are insurmountable. 

Mr. Dent. I would like to work with you on this TWIC issue at 
the proper time. 

Mr. Aderholt. Mr. Dicks. 

cybersecurity: private sector collaboration 

Mr. Dicks. Again, our staff just says that this process on the 
TWIC reader has been going on for 5 years and that they have just 
finally figured this out. I would just tell you, there is technology 
out there, I know it for a fact, that can read these things in a port 
environment, and I am surprised that it has taken 5 years to get 
this done. 

Now, tell me, you talked about the cybersecurity threat, and your 
responsibility for the rest of the government, and you have given 
us a chart here, but also you have responsibility for the private sec- 
tor, and there is a lot of concern. Now, I understand that the ad- 
ministration is supporting the Lieberman legislation in the Senate. 
Can you tell us why, what additional things that legislation will 
give to you? 

Mr. Beers. There are two major things that I want to emphasize, 
and there are a lot of other parts, but the two major ones I think 
are germane to this conversation. The first one, which I had men- 
tioned earlier, is the ability of the private sector to share informa- 
tion about breaches and other issues with the Federal Government 
in a way that it is both protected and they are given some liability 
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protection for providing that information, so that will reduce the 
number of unknown unknowns that we have to deal with right 
now. 

Mr. Dicks. Is this voluntary? 

Mr. Beers. In terms of the provision of that information, there 
is an aspect of it that is required, and that is related to the second 
part that I want to mention, which is the requirement for a light 
form of regulation that is embedded in that bill. Basically what it 
means is that the Federal Government, working with industry, 
would identify those companies or networks which are critical to 
our cybersecurity. We and industry would then set up some stand- 
ards against which to measure cybersecurity protections. Those 
companies would then put together security plans which would be 
looked at not by the Federal Government but by accredited audi- 
tors in the private sector who would make the judgment as to 
whether or not those plans are acceptable. We would have the op- 
portunity to review them, but they would be the certifiers of those 
plans. 

Mr. Dicks. Do those people exist today? Are they out there? 

Mr. Beers. There is a vibrant consulting industry out there, sir, 
that knows a whole lot about cybersecurity, and we certainly think 
that they will have a major role in this process. Then if there is 
a breach, those entities are required to report those breaches to us, 
so that 

Mr. Dicks. Required? 

Mr. Beers. Required to report those breaches. 

Mr. Dicks. Because some people do not even know they have 
been breached. 

Mr. Beers. Well, that is part of what we would do in terms of 
the cybersecurity plans that would be developed, so that they 
would have a higher level of awareness of the breach. But I also 
have to be candid, sir, this is not something where you can say to- 
morrow when you turn a switch that you are going to have 100 
percent awareness of things that are happening on your networks. 
That is part of the challenges that we all face and part of the effort 
that is involved in what we at US-CERT do and what we do in 
conjunction with our law enforcement partners, Secret Service and 
ICE, within DHS and FBI and with NSA. 

Mr. Dicks. Well, what about utilities? That is the one that wor- 
ries me a great deal, our electrical power utilities, if they get shut 
down that could cause a tremendous impact to our financial insti- 
tutions. You know, a lot of people out there say, you know, we as 
an industry or as a group of companies, whatever, have to come up 
with a plan, and then that plan is reviewed and goes to FERC or 
whatever. How do you see that? 

Mr. Beers. [REDACT] The interdependency here is huge, so the 
financial sector depends upon electricity, electricity depends upon 
water, and so on. We have to deal with these things and be careful 
not to say this is the most important or that is the most important, 
but, yes, sir, electricity is a very serious problem, and we have seen 
some efforts on the part of adversaries to look at industrial control 
systems that are associated with the electrical sector. Our Indus- 
trial Control System Cyber Emergency Response Team is working 
with the private sector on these issues and looking a solutions that 
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will enhance this, but, quite frankly, the industrial control system 
set of controls were not envisioned originally as requiring the kind 
of security when they were built. They are systems which last for 
20 or more years. The replacement of these or the patching of these 
is going to be a major issue that we are going to have to deal with. 

Mr. Dicks. Thank you, Mr. Chairman. 

Mr. Aderholt. What I would like to do is come back for another 
round after the vote, so we will suspend for a few minutes for 
votes, and we will be back in probably around about 30 minutes. 
Thank you. 

[Recess.] 

cybersecurity: continuous monitoring program 

Mr. Aderholt. Okay, I think we are finished with votes for the 
day, believe it or not, so we may have some more Members that 
will be joining us here in a few minutes because the votes just 
ended 3 or 4 minutes ago. Let me turn to an issue that has already 
been asked about but from a little bit of a different angle. 

I discussed in my opening statement, Secretary Beers, about the 
budget including an unprecedented $202 million for the new cyber 
initiative to help reduce other departments and agencies’ cyber risk 
levels. While I understand and support efforts that allow DHS to 
quickly address gaps in the government cyber posture, we do have 
grave concerns about the precedent that this would create. Over 
the last few weeks we have asked repeatedly how you will execute 
the program, but thus far no plan or schedule has been provided. 
In today’s fiscal climate Congress cannot provide funds based on 
vague sentences, we need a plan that shows us how you are going 
to spend these funds and why these funds need to be in the overall 
budget, and not within the budgets of the departments that are at 
risk. Without this type of in-depth information, quite honestly this 
proposal appears to be a last minute idea that may look great on 
paper but could lack the rigor and proper structure to be success- 
ful. 

Secretary Beers, what are your specific plans for executing the 
program and is this simply an attempt to move forward in lieu of 
the authorizers that you have previously requested but have not 
yet addressed by Congress? 

Mr. Beers. Sir, first of all, let me say yes, this was a late-devel- 
oping effort on the part of the administration, and we certainly do 
owe you a plan for how it will be spent. I think we are pretty clear 
on why it needs to be spent and have talked today and yesterday 
about this. As you saw from the chart that we passed out earlier 
on in terms of the areas of concern in the departments and agen- 
cies, this particular chart and that scoring is self-reporting on the 
part of departments and agencies. We are in the process inde- 
pendent of a set of software and hardware to have real time contin- 
uous monitoring, requiring that this reporting be done on a more 
frequent than annual basis in order to get the clearest indication 
about how departments and agencies are addressing their own se- 
curity within their own networks. 

The basis here of this particular $202 million program is to allow 
us to have fidelity in what departments and agencies are doing to 
protect their own cyber security and to have it in real time. This 
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gives us an opportunity to do two things. One, it gives us an oppor- 
tunity to be able, as a general guidance matter, to direct them to 
deal with the priority issues that are embedded within that chart; 
and, in terms of incident response, it gives us a better ability to 
help them produce the kinds of mitigation measures that would be 
necessary in the event of a serious attack. How we execute that, 
as you say, is what we owe you. 

Mr. Aderholt. Are there some other methods that you have con- 
sidered that would achieve the goal of reducing our risk, and posi- 
tion DHS as the appropriate accountable cybersecurity manager for 
the civilian government, that do not require new programs? 

Mr. Beers. Sir, the legislative proposal that is before the Con- 
gress that we put forward and included in some of the bills that 
have been put forward give DHS, which is at this particular point 
one among equals in Cabinet, responsibility for supervising the ac- 
tivities of other departments and agencies within the U.S. Govern- 
ment. While there is a presidential directive that makes this our 
responsibility, this legislative proposal would make it stronger and 
give DHS much clearer authority to direct departments and agen- 
cies to take actions with respect to cybersecurity. 

Mr. Aderholt. Okay, we may have some follow-up on that. Let 
me go ahead to Mr. Price. 

Mr. Price. Well, let me follow up on the Chairman’s line of ques- 
tioning and just give you a chance to elaborate a bit. The Chairman 
said this is in some ways operating in lieu of a full authorization. 
That is true. I mean, the OMB has made a certain call here, and 
you are tasked with setting this up with DHS in the role that you 
have described. 

There are alternative models. These funds could be appropriated 
directly to the agencies involved, presumably with less coordina- 
tion, less oversight, less standardization perhaps. I do not know the 
full range of possibilities that you considered, but I understand 
here that we do not have clear authorizing language, and we are 
dealing in an area of high national priority. This is very important 
to get ahold of this and to improvise ways that give us the max- 
imum ability to detect and to respond. 

I understand that this $202 million transfer is not a conventional 
proposal. I understand that there was a good deal of internal dis- 
cussion before you put it forward, but I would like to take advan- 
tage of this hearing to have you flesh this out further in ways that 
would anticipate the fuller plan that the Chairman is asking for. 

What does this case look like for proceeding in this fashion? You 
have talked about a three-legged stool in this cybersecurity area, 
the US-CERT operation, the successive Einstein plans, and now 
this. This is new capacity. This deals with intrusions in another di- 
mension, so give us the rationale. 

Mr. Beers. All right, sir. Let me start and ask my colleague, Mr. 
Schaffer, to continue. The first thing I want to say is, as we have 
begun to articulate what this proposal entails, I want to make sure 
that you understand that we want to create a system that allows 
DHS, in its responsibilities for cybersecurity for the civilian side of 
the Federal Government, to, in fact, be able to execute on that, and 
being able to execute on that requires us to have continuous moni- 
toring. So that is sort of the general proposition. 
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Now, let me analogize for a moment. As we have deployed Ein- 
stein 2 and as we envision employing Einstein 3, we have contin- 
uous monitoring on the incoming, on the threats. What we want, 
in parallel with that, is continuous monitoring on what depart- 
ments and agencies are doing within their own networks so that 
we can match the ability to see the threats with the ability to see 
the vulnerabilities and to make judgments and provide guidance 
and direction, including the need to focus funding on a particular 
area of vulnerability in their budgets with their resources. This will 
give us that ability as we play this out. That is what we are trying 
to do. So it is not, it is not us spending money in their budgets. 
It is us having a system to monitor them. They get a benefit out 
of it, and there is no question about that. They will see their own 
systems better as well. But it is for us to manage the entire enter- 
prise, not for any individual department and agency to have the 
ancillary benefit of having a better visibility into their own sys- 
tems. 

Greg, what would you add to that? 

Mr. Schaffer. I think the Under Secretary has given you the 
flavor of where we are trying to go with this. Our responsibility is 
to do risk management across the Federal enterprise. Right now we 
have limited data with which to make good decisions about what 
we should be asking departments and agencies to prioritize. We 
have one piece of the puzzle, as the Under Secretary said. We, 
through the Einstein solution, can see what is being thrown at 
these departments and agencies. It is like having cameras on the 
outside of a physical facility, I can see what is coming to the fence 
line. What I have no idea about in the current arrangement is 
what is actually deployed within the fence line to deal with some- 
thing if it gets inside, and the continuous monitoring piece really 
advances DHS’s mission to understand what the risks and 
vulnerabilities are to the Federal enterprise and then to make rec- 
ommendations or make requirements for Federal departments and 
agencies to augment what they are currently doing using their own 
budgets. So while this will help them to know their own networks 
better, its primary goal is to help us prioritize their activities, and 
so it really is in our mission space and advancing the responsibil- 
ities of DHS that this $202 million is focused. 

The challenge with respect to getting continuous monitoring de- 
ployed is that, as a technology, it is not like the Einstein solution. 
Intrusion detection sits on the outside of someone’s network, all the 
traffic goes through it, and you can understand what is being fo- 
cused on that entity from this piece that sits outside their domain. 
Continuous monitoring requires you to get information from each 
desktop computer, each server, each router. You need to actually 
have information flowing from many, many devices inside their 
network. You need to know how many devices they have, you need 
to know where these need to be deployed, and there is different 
types of technology that has to be there. So it needs to be a part- 
nership between DHS and the departments and agencies in fig- 
uring out how to get this done in an effective way in order to ad- 
vance DHS’s mission. We will not be buying the solutions for them 
like antivirus, but we will know through this solution whether or 
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not they have antivirus deployed and turned on within their net- 
works. 

Mr. Price. Help us get our mind around what this is going to 
look like in practice. I understand the distinction you are making 
between the Einstein function and this internal function. What do 
these dollars buy? Explain this very concretely. What would you ex- 
pect this operation to look like? Maybe take a given department 
and walk us through what kind of capacity they are going to have. 
To what extent is this a matter of new technology, to what extent 
is it a matter of new personnel, to what extent is it a matter of 
explicitly setting up a kind of interagency capacity to monitor and 
to advise and to oversee? 

Mr. Schaffer. Yes, sir. I suspect — although as the Under Sec- 
retary said, we are in the process of trying to define all of the de- 
tails, and we are very anxious to work with you as we go through 
that process, but I think there is probably three pieces to this puz- 
zle. The first piece is a contracting piece, which is we figure out the 
best suite of technologies that can be deployed to meet the needs 
of continuous monitoring, and start working with the providers of 
those capabilities to get some kind of contract together, as we do 
with our Information Systems Security Line of Business set where 
we put things on GSA contracts that departments and agencies can 
buy. So we will do that researching and start to figure out what 
the suite of solutions is. 

Mr. Beers. You used an acronym. 

Mr. Schaffer. And I would have defined it except I never re- 
member what this one is. It is the information security line of busi- 
ness, but there is another S in there. I apologize. It is a program 
under FNS, Federal Network Security, that essentially selects se- 
curity solutions for departments, and agencies’ use. They put it on 
a GSA contract, and they get it into a position where people can 
buy off a schedule much more easily, knowing that the suite has 
been selected by DHS, vetted, and the contracts provide everything 
that they would need. So this would, I think, have a component 
that would be similar to that. 

The second piece is working with the department and agency, 
like we are doing now. We are meeting with the Chief Information 
Security Officers, we are meeting with the Chief Security Officers, 
with the Chief Information Officers to figure out what the shape 
of their network is, what they have already deployed that can be 
used for continuous monitoring purposes, and like most depart- 
ments and agencies, they will have different tool sets in different 
parts of their ecosystem. We will have to figure out which of these 
tools that we think will work fits in that environment, and then 
you would have to get a suite of solutions deployed, and then you 
have to build the connection between those solutions and what we 
will be building at DHS in order to accept that data and to use that 
data in an effective way in combination with the data that we get 
from the Einstein solution and the data that we generate from the 
private sector feeds that we have from the Multi-State Information 
Sharing and Analysis Center (MSISAC), from others, the goal 
being to get to a place where we will see the attacks coming in, we 
will know exactly which departments and agencies are vulnerable 
to those attacks, where on their network we need to apply our miti- 
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gation strategies and our incident response, and we will be able to 
do that in a much more efficient way. That is the incident response 
piece of the puzzle. 

The other benefit that you get out of this is we will also be able 
to see what the vulnerability space looks like and work with them 
to prioritize what they need to do on their own network with their 
own spending in order to buy down risk, and right now we are, you 
know, we are doing that, but we are doing it without the benefit 
of actual visibility into their network. 

In my experience, private sector, as a consultant at 
PriceWaterhouseCoopers, in my role as a Chief Information Secu- 
rity Officer, and in my role with DHS, most organizations know 
only about 70 percent of what their network is. They literally do 
not know the full shape and scope of their network. This helps 
them to understand that, and it helps us to then make good risk 
management recommendations or issue good risk management re- 
quirements so that they can get the risk down as quickly and effec- 
tively and efficiently as possible. 

Mr. Price. Well, thank you. That is helpful. Mr. Chairman, I ap- 
preciate your line of questioning. I hope this complements it be- 
cause it does seem to me that we are going to need to evaluate this 
as a DHS appropriation, and a rather unconventional one at that, 
but one that I am open minded about in terms of how best to get 
this kind of interagency function accomplished. It seems to me that 
if we were looking at simply doling out funds with even very de- 
tailed directives to individual agencies on how to deal with this, 
that would have its own set of problems. That would have its own 
sets of questions in terms of coordination and oversight and so 
forth. So that is helpful to me, anyway, and we are, of course, going 
to need for this to be elaborated and put in a form where we can 
assess it more fully, but thank you. 

CHEMICAL FACILITY ANTI-TERRORISM STANDARDS (CFATS) PROGRAM 

CHALLENGES 

Mr. Aderholt. Let me turn back to the CFATS issue again. 
Many of the problems identified in your internal memorandum on 
CFATS relate to challenges involved in the hiring and development 
of staff to implement the program, including how inspections are 
conducted and the lack of policies and procedures to guide staff ef- 
forts to do their job. 

My question would be, do you agree with this assessment, and 
can you describe for us how those have been problem areas in the 
CFATS program? 

Mr. Beers. Yes, sir. Let me respond. The program was enacted 
5 years ago roughly, and we have gone from zero, if you will, to 
where we are today through a lot of difficult and challenging ef- 
forts. First of all, who were we regulating, what were we regulating 
them about, which is what were the chemicals that we were con- 
cerned about, why were we concerned about them, what were the 
facilities that possessed these chemicals that we were concerned 
about, how much did they have, and what kind of security did they 
have around those? 

We have gone from defining the problem to getting an inventory 
of those who appeared to fall within the boundaries of this concern. 
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We have refined our ability to know precisely that level of holding 
and our concern, we have had meetings and seminars and advisory 
efforts to build all of this to the point that they then began to 
produce their site security plans, and we began to receive them. As 
we began receiving them, we also discovered that we did not get 
as much information as we, in fact, needed and had to seek more 
information from all of them. 

I am saying this in order to get to today because at each one of 
those steps we had to create the ability to execute either in the de- 
velopment of the tool and in the knowledge of the inspectors and 
the entire staff of ISCD of what it was we were trying to look at 
and measure, and that has been a growing process along the way. 

So as we look at where we are today and we look at where we 
have to go and defining that in the most graphic sense is we need 
to be authorizing the site security plans, we need to be looking at 
the site to make sure that the plan matches the physical layout 
and procedures at that particular site. We then need to approve 
those plans where they are appropriate to be approved, and we 
need to come back around and do compliance inspections. We have 
not done compliance inspections, and we need to build a workforce 
that understands how to do that. 

We have begun the process of doing the authorization inspec- 
tions. They are really in a nascent stage themselves, so when 
Penny Anderson and David Wulf laid out this effort, what they are 
trying to do is to say we need to have a workforce that, in fact, 
knows how to do what it is we have to do, and they are in the proc- 
ess of defining that. So there is right now a working group that is 
going on that is supposed to be finished by the end of this month 
with the appropriate requirements that we will need to train our 
workforce against in order to accomplish the last two stages of this 
process. That is what we are committed to doing, and we are com- 
mitted to turning out the workforce that can do that. They have 
been trained to do what they are supposed to do now. We need to 
train them to do what they need to do going forward as well, and 
that is what we are about right now. 

Mr. Aderholt. Let me ask you about the programs and the staff- 
ing problems that were allowed to develop in the first place, just 
your thoughts and your observations on how it is that staffing 
problem was allowed to get started from the beginning? 

Mr. Beers. Sir, I think that the basis of the problem from the 
beginning was that the people who were responsible for this pro- 
gram in its initial phase did not clearly appreciate or articulate 
what it was that the program was supposed to do, and the most 
graphic example of that is in the initial stage of program develop- 
ment and in the initial stage of the training of the inspectors, there 
was a thought, presumption, notion that they might also have to 
be some kind of first responder in the case of a catastrophic event 
at one of the plants. 

As we have worked our way through understanding what it is we 
need to be doing, that particular requirement turns out not to have 
been an appropriate requirement, and so we have stopped doing 
that, we have taken the equipment that we purchased in order to 
do that and transferred it to another part of NPPD, the Federal 
protective service, who in fact has some need of that equipment. 
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The training that was done in association with that is not entirely 
wasted training, but it would not have been — there was not — we 
would not do it now, let me put it that way. So I think it is the 
learning process that has occurred along the way of the develop- 
ment of this program from nothing to where we are today, and our 
clear understanding of the need now, with a more mature program, 
to ensure as we go forward that the requirements and the training 
requirements and the hiring and the matching of positions to quali- 
fied people is done more deliberately and with greater knowledge 
as we go forward. 

Mr. Aderholt. Give us your thoughts on to what extent the 
staffing challenges and lack of program guidance has impeded 
progress implementing CFATS and the ammonium nitrate pro- 
grams. 

Mr. Beers. With respect to the implementation of the CFATS 
program, I do not want to say that there has been no impact on 
the speed with which it was developed, but I think it is fair to say 
that all of the steps that we took had to be taken and all of the 
learning that we have done had to be learned in this process, and 
I think we have built a real foundation going forward. Almost all 
of the training that we have done up to this point in time has been 
necessary training, and the individuals who are trained against 
those requirements will continue to use that training in their jobs 
going forward. What we have to define is the additional training. 

Can I ask David Wulf to comment further on that? 

Mr. Aderholt. Please, yes. 

Mr. Beers. David. 

Mr. Wulf. Yes, sir. We are — as the inspector tools working 
group, which the Under Secretary referenced, completes its work, 
which we are anticipating to happen at the end of this month, we 
are going to roll that group’s findings into the training we are 
going to hold — we are looking at a May/June time frame — for in- 
spectors, after which we are going to roll into authorization inspec- 
tions for the facilities whose SSPs we have authorized, and that 
number has gone up in the last 3 months from 10 to 55. Yeah, we 
are also moving forward in an effort to more closely align different 
parts of the organization. We are involved in a realignment right 
now, we are hoping to move through that process in the next cou- 
ple of months as well, and looking also to fill many of our leader- 
ship positions. We find ourselves in a position in which all of our 
leadership positions except for mine and our director Penny Ander- 
son’s are filled by actors right now, so we are looking to get some 
permanent leadership in our branches and to sort of stabilize the 
organization in that way. 

Mr. Aderholt. Let me go back just briefly before I turn it back 
over to Mr. Price. As far as the damage, just your assessment over- 
all, just what do you think the damage has been because of the 
staffing challenges and the lack of program guidance? 

Mr. Beers. As I said, I do not think we can ignore the fact that 
we have suffered from not having figured out all these things in 
advance, but this process, as I have tried to indicate, was always 
going to take a certain amount of time to proceed through, and I 
am hard pressed to tell you that we lost a month here or lost a 
month there as we have moved through this process, but I certainly 
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cannot stand here and say we have not lost any time at all. I just 
do not have the ability at this point to do it. But the main thing 
is, all of these steps had to be taken, and they had to be taken in 
the order in which we took them in order to get to where we are 
today and in order to have the foundation to move forward. 

CHEMICAL FACILITY ANTI -TERRORISM STANDARDS (CFATS) HIRING 

INSPECTORS 

Mr. Aderholt. A little bit earlier you mentioned building a 
workforce. Do you mean hiring more inspectors? 

Mr. Beers. We have additional vacancies for inspectors within 
the chemical facilities program, we have a plan for some inspectors 
with the ammonium nitrate program whom we have not hired yet 
because we are not in a position to hire against that requirement 
until we get the final rule. We do not want to repeat the problems 
that were manifested in this report with respect to the hiring of 
those inspectors until we have defined precisely what this program 
is going to look like. The ammonium nitrate notice of proposed 
rulemaking has gone out. We have closed the comment period in 
December, we have a hundred or a hundred-plus formal require- 
ments that we are in the process of adjudicating as well as meet- 
ings and discussions more generally with people in order to proceed 
forward to the final rule, but as I am saying, what we do not want 
to do is begin hiring inspectors until we know what we are hiring 
against and we know what we need to train them in order to do. 

Mr. Aderholt. So how many do you expect to hire? 

Mr. Beers. What is the number, David? 

Mr. Wulf. For ammonium nitrate we have slated 19, 19 addi- 
tional. 

Mr. Aderholt. What about total? 

Mr. Wulf. I think total it is a little tough to project. I think we 
are going to learn a lot as we get into a more regular cycle of au- 
thorization inspections and as we get down the road and see what 
it looks like, you know, with 4,000-plus facilities hopefully with ap- 
proved site security plans, we will be in a regular cycle of actual 
compliance inspections, doing authorization inspections for new fa- 
cilities that come into play, and working through the universe of 
ammonium nitrate, I think it is going to — our understanding of 
what the full resource requirement will be on the inspector side 
will be evolving. 

Mr. Aderholt. I have been too long. Mr. Price. 

CYBERSECURITY: DEPLOYING EINSTEIN 2 AND 3 

Mr. Price. Thank you, Mr. Chairman. I just have one quite fo- 
cused set of concluding questions. Back to the three-legged stool 
with respect to cybersecurity and the Einstein capacity. You have 
referred to this in passing. I just want to make sure we are clear 
on how that is unfolding and what kind of timeline you are work- 
ing with here. The Einstein 2 intrusion detection capability, as I 
understand, is now deployed at 17 of 19 departments and agencies. 
The remaining two are USDA and Justice. 

Mr. Beers. No, HHS and Justice. 

Mr. Price. I am sorry, all right, HHS and Justice. I understand 
there are privacy and legal challenges. I just wonder what it is 
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going to take to surmount those and what kind of time frame you 
are anticipating for having 19 out of 19 covered. And then Einstein 
3, which is, of course, the intrusion prevention capability, we are 
now being told the timeline on that is probably 2018. That seems 
like a long time. Why will it take this long? What vulnerabilities 
are going to be there until Einstein 3 is fully deployed, and how 
can those be mitigated in the meantime? 

Mr. Beers. So with respect to the Einstein 2, we just signed a 
memorandum of agreement with the Department of Justice which 
I think will mean that this program can move forward. We are 
working with HHS on their particular problems. The first had to 
do with Justice particularities, and the HHS has to do with privacy 
concerns. So we are heavily committed up to and including the Sec- 
retary of Homeland Security pushing these departments and agen- 
cies to get to a “yes” arrangement with respect to that. 

[REDACT] 

But let me turn to Greg to go into some more detail on either 
of those, but in particular on the last point. 

Mr. Schaffer. Yes, sir, thank you. As the Under Secretary men- 
tioned, I do think that we have made significant progress with re- 
spect to Einstein 2. The only remaining department or agency that 
we haven’t finalized with is the HHS folks, and they have a very 
specific legal issue that they believe may require a statutory fix, 
and so what we have talked to them about, although we haven’t 
finalized with them, is trying to move forward in other parts of 
their network, putting to the side the piece that they have this very 
specific statutory issue with. 

With respect to Einstein 3, as the Under Secretary mentioned, 
the program plan calls for the deployment of, initial deployment of 
government-furnished equipment for the initial sensor capability. 
Those sensors get deployed into what we call nests. They are aggre- 
gation points within the network that are built to separate the gov- 
ernment traffic from the rest of the traffic that an Internet service 
provider has because unlike Einstein 2, which is deployed at the 
boundary between the department or agency’s network and the 
Internet, the deployments for Einstein 3 are actually deployed in 
the Internet service provider’s network itself. So they still need to 
only apply these to the government traffic, and therefore they need 
to separate the government traffic from the rest of the traffic. So 
we have already let those contracts to build the nests for the first, 
I believe, four of the deployments. That is the first piece of the puz- 
zle. Then we would deploy in the plan the government equipment 
which comes, as the Under Secretary said, from NSA, but the ulti- 
mate goal is to allow the ISPs to tell us how best to achieve com- 
plete coverage within their networks of government traffic, and 
they may be able to do that more efficiently and effectively. Indeed, 
we think they will be able to, as do our partners at NSA, and so 
the goal is to shift to a managed security service in 2013. We would 
be both deploying the government equipment and maintaining four 
of the five ultimate deployments of government equipment while 
developing with the Internet service providers the managed secu- 
rity service solution. 

Mr. Price. All right, so is 
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Mr. Beers. Which should allow us to have more coverage 
quicker. 

Mr. Price. Well, that is my question. To what extent is this third 
phase also going to be a matter of rolling deployments over several 
years or to what extent are you talking about developmental work 
that is really going to have to play out before any system is de- 
ployed? 

Mr. Schaffer. [REDACT] providers will, knowing their net- 
works better than we do, have a more efficient way to get this done 
and may, in fact, be able to do it more quickly than we could do 
it by deploying our equipment into their networks. I cannot give 
you a sense of how much faster that would be because we haven’t 
gotten to that point yet, but we are confident that the Internet 
service providers will be able to give us a good sense of what that 
schedule and timeline would be, and then we will have to make a 
decision as to whether we, in fact, do fully shift or there is some 
combination of government equipment and managed security serv- 
ices. 

I will point out that not all of the Internet service providers have 
the same level of capability with respect to this kind of solution, 
and so we just need to do that research in order to get to clarity. 

Mr. Beers. The RFPs and the RFIs that we have out now. 

Mr. Schaffer. [REDACT] 

Mr. Beers. But our general presumption here, and this is not us 
alone, this is us in conjunction with NSA, is we have collectively 
come to the conclusion that we are ultimately going to have to be 
in a managed security service environment, that the expansion of 
traffic is so huge and so growing that we do not have a government 
solution. We do not have a government solution as it exists today 
that is going to solve this problem down the road. So. we have to 
get to a managed security service solution, and the people who 
know the most, as Greg said, about their networks are the 
telecoms, and they spend $6 trillion on their networks. That is a 
lot more money than we can ever bring to bear on this. And why 
do they do that? Because that is their business model. Their busi- 
ness model is to move the traffic. 

Mr. Schaffer. [REDACT] 

Mr. Price. Thank you, Mr. Chairman. 

GREG SCHAFFER’S DEPARTURE AND STATE OF CYBERSECURITY 

Mr. Aderholt. Thank you. Before we end today, I would like to 
recognize Greg Schaffer, who of course has been speaking, but of 
course he currently serves as the Assistant Secretary for Cyber Se- 
curity, and we understand you are going to be leaving tomorrow? 

Mr. Schaffer. Yes, sir. 

Mr. Aderholt. We will miss your candid views on cybersecurity, 
telling us where we are, where we need to go, and we do thank you 
for your service, and we are going to be entering something in the 
record for your service, but before you leave, is there any comment 
or anything you want to make as far as your views on cyber that 
you would like to leave with us? 

Mr. Schaffer. Thank you, sir. I really do appreciate that. What 
I would say is, I have been in this space for the better part of 15 
years, I have done it as a prosecutor at the Department of Justice, 
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I have done it as a consultant working with some of the largest 
companies in the country, I have done it as a CISO and a Chief 
Security Officer and Chief Risk Officer, and then in this role. We 
have never been in as good a place as we are now in terms of the 
coordinated efforts across government to address these issues, and 
yet the problem is also getting more serious in that the attack 
space is enormous. We are attaching more to the Internet than we 
ever have before. The control system space in particular needs to 
be thought about. 

We have made enormous progress in the last 3 years at DHS, 
just the size of the program, going from just over 100 people, 119 
I think, when I first got here to close to 400. We will continue to 
grow. We have got a lot of momentum in the interagency, with the 
law enforcement community working hand in hand with DHS and 
with the intelligence community. The relationship between NSA 
and DHS, while there are always these moments that I am sure 
you hear about, it is far better than it has ever been before, and 
we are working closely on a whole range of things. When incidents 
happen, the capability to bring a whole of government approach is 
by far the best I have seen in any circumstance in the past because 
you have got someone that can focus on mitigation and addressing 
the challenges for the whole community when something new is 
discovered in DHS, you have got a law enforcement community 
that can go chase the threat actors in a very serious way, and the 
resources at the FBI and the Secret Service and other investigative 
agencies, and you have got NSA and the intelligence community 
and all of the history and background of technical capability back- 
ing up the resources in both the law enforcement community and 
mitigation community. That is the way this should work, and we 
need to invest in that tripartite approach, and we need to bring the 
private sector as much as possible into that as is being done at the 
NCIC through the efforts of the whole community. 

So I think we are in a good place, but this is a moment where 
if we do not get this legislation or some legislation, you know, we 
have pushed this rock to the top of the hill. We have been talking 
about doing something more serious on cyber as long as I have 
been in this space, and you all have done the work with these hear- 
ings and with the very serious focus over the course of the last 3 
years. If we do not push this rock over the top of this hill, it is 
going to roll back and crush us all, and I really mean that. We are 
on the cusp of really addressing this problem in a serious way, and 
the problem is on the cusp of really causing us enormous societal 
problems, and we have just got to decide, are we pushing this rock 
over the hill or are we letting it go? And I hope that we are push- 
ing it over the hill. 

Mr. Aderholt. We wish you the best. Thank you for those com- 
ments. 

And at this time the hearing will be adjourned. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Robert Aderholt 

Linder Secretary Rand Beers 
National Protection and Programs Directorate (NPPD) 

Committee on Appropriations 
Subcommittee on Homeland Security 
F Y 20 1 3 Budget Request - NPPD 
March 1,2012 


Chemical Facility Anti-Terrorism Standards (C FATS I: Internal Memorandum 

Question: How can we have confidence that resources are being used effectively for the 
program and that measurable improvement will occur if there is no prioritization or timeline for 
the 91 separate actions? 

ANSWER: While the action plan does not formally prioritize the action items, each item has 
milestones and a target completion date that are based on Director Anderson’s direction and on 
the top three priorities and top three challenges identified in the internal memorandum. 

Progress on the Infrastructure Security Compliance Division (ISCD) action plan is being 
documented and managed by a designated action plan administrator in a master project plan. 
This role previously was held by the Acting Chief of Staff. The action plan administrator 
receives weekly updates on each item from the coordinators. The action plan progress and 
highlights are briefed weekly to ISCD, the Office of Infrastructure Protection, and National 
Protection and Programs Directorate (NPPD) leadership. 

Question: When can you provide the Committee an action plan that is prioritized and includes 
milestones and timelines? 

ANSWER: The Department of Homeland Security’s Office of Legislative Affairs submitted 
this action plan to the staff for both the House and Senate Appropriations Committees on April 

25,2012. 

Question: What barriers do you see in overcoming some of the challenges discussed in the 
memorandum? 

ANSWER: ISCD must determine how best to allocate resources to maintain forward 
momentum with regard to the program and action plan. 
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Question: What can your management team do to help CFATS overcome those challenges 
AND what actions can this Subcommittee and ultimately the Congress take to help NPPD and 
CFATS improve? 

ANSWER: NPPD management can continue to support ISCD through routine meetings with 
division leadership, continuing to utilize the open door policy across the Directorate, and 
promoting an environment where challenges are addressed and course corrections are 
implemented. 

Congress can support best the Department of Homeland Security’s (DHS) efforts to overcome 
those challenges facing ISCD by establishing a permanent authority for the Chemical Facility 
Anti-Terrorism Standards (CFATS) program in Federal law and by continuing to fund CFATS at 
appropriate levels consistent with the President’s annual budget requests. 

Question: How can we be assured that this type of mismanagement and dysfunction is isolated 
in the CFATS program and not a systemic issue for your organization? 

ANSWER: As NPPD has become increasingly operational and seen significant growth in 
mission, personnel, and facilities, it has implemented a number of processes, standard operating 
procedures, and internal controls to ensure strong management and business support across the 
Directorate. Since the stand-up of CFATS, NPPD has been delegated authority for human 
capital, taken a much stronger oversight role in facilities and fleet management, and instituted 
financial controls that have helped to mature the Directorate’s business support capabilities. 
Many of the challenges related to the CFATS program were due to the rapid nature of the stand- 
up of CFATS. 


Cvbersecuritv Initiative 

Question: What are your specific plans for executing the program — and is this simply an attempt 
to move forward in lieu of the authorities that you have previously requested, but have not vet 
been addressed by Congress? 

ANSWER: Continuous diagnostics will provide the National Cyber Security Division with 
diagnostic capabilities to alert Federal agencies about the most substantial risks inside their 
networks and will prioritize these threats for mitigation. The sequencing of capability 
deployments to Federal agencies will include agency-by-agency tool suite selection, and 
adaptation and implementation plans. The projects will include: 

• A Federal Enterprise-wide dashboard purchase with daily updates of agencies’ progress and 
their risks displayed in a prioritized manner 

• Diagnostic sensors in Federal agencies with data feeds to the dashboard which focus on 
Federal priority areas 

• Diagnostics tools and integration for daily threat and impact on .gov 

• A DHS security data warehouse structure, reports, integration with CyberScope 
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The National Cyber Security Division will obligate the funds pursuant to the following plan 
summary: 


Start Preparations Q3 FY12 

Consensus on continuous authorization, plus federal scoring & grading Q4 FY12 

NSA continuous monitoring maturity metrics for federai-wide reporting Q4 FY12 

Initiate earned value progress measurement and with ongoing monthly updates Q4 FY12 

Award procurements for Phase 0 early planning with options in FY2013 Phases I - III Q4 FY12 

Complete D/A level tool suite selection, adaptation and implementation plans Q1 FY13 

COTS Dashboard (high level) Operational Q2 FY13 

Custom Dashboard augmentation (detail level diagnostics) Operational Q4 FY13 

DHS and D/As achieve NSA maturity ievei 2 "foundation in place" for in-scope areas Q4 FY13 

• Basic sensors in place and being used for parts of the covered networks 

Begin cutover to Continuous Authorization Q1 FY14 

• Phased in order to free funds now spent on traditional C&A for additional continuous 
authorization 

DHS and D/As achieve NSA maturity level 3 (of 4) for in-scope areas Q4 FY14 

• Notional 90% risk reduction 


• Capability to respond faster (notional 93% patching of critical patches in one month) 


This activity is in alignment with current DHS authorities and responsibilities. In 2010, the 
Office of Management and Budget (OMB) delegated responsibility to DHS for “overseeing and 
assisting government-wide and agency-specific efforts to provide adequate, risk-based and cost- 
effective cybersecurity” (OMB M-10-28). DHS will act centrally to implement OMB-10-28 by 
providing oversight and assisting agency-specific efforts. DHS will: 

• Buy a set of cyber defense capabilities to protect .gov from “escalating and rapidly evolving 
threats” 

• Provide diagnoses to display and prioritize each agency's worst problems 

• Use internationally recognized best practices for optimal results 

• Assure analytical synthesis and integration of information on patterns of EINSTEIN threats. 
United States Computer Emergency Readiness Team (US-CERT) incident reports, and 
Federal continuous diagnostics on specific systemic risks across .gov 

• Leverage Federal buying power to lower cyber costs for Departments 

• Open contracts so that State and local governments can directly benefit from Federal best 
practice engineering and analysis of threats 

Beginning in FY 2013, DHS will start the 60-80 billion vulnerability and configuration setting 
checks needed every 1-3 days across Federal Executive Branch civilian agencies. The 
Department will warn agencies which vulnerabilities and weaknesses could shut down network 
operations if critical patches and repairs are not completed. DHS will “white-list” safe software, 
similar to what the Australian government did, preventing malware from being installed. This 
capability will significantly enhance the defense-in-depth strategy envisioned by Presidents Bush 
and Obama under the Comprehensive National Cybersecurity Initiative (CNCI). The 
Department’s currently deployed EINSTEIN 2 system, which detects malicious traffic as it 
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enters or exits Federal agencies’ networks, enables US-CERT to monitor, analyze, and warn 
agencies about malicious traffic and the vulnerabilities it is exploiting. The continuous 
diagnostics capability will enable DHS to monitor, analyze, and warn agencies about exploitable 
vulnerabilities before adversaries take advantage of them. It also will further build out the 
attributes that the Government Accountabi lity Office previously has recommended to DHS for 
diagnostics and warning, as shown below: 

• Establish a baseline understanding of network assets 

• Assess risks to network assets 

• Obtain internal information on network operations via technical tools and user reports 

• Develop notifications that are targeted and actionable 

• Provide notifications in a timely manner 

• Distribute notifications using appropriate communications methods 

Each Federal agency will remain responsible for fixing its worst problems first based on the 
diagnosis, prioritization, and display provided by DHS. 

Question: As I noted earlier, we do have concerns with how the program is structured - 
notwithstanding our guidelines and using various transfers to other agencies instead of the 
agencies requesting the funds within their own budgets. Are there other methods that you have 
considered that achieve the goal of reducing our risk, position DHS as the appropriate, 
accountable cybersecurity manager for the civilian government, but do not require a “new” 
program? 

ANSWER: Following discussions with staff from the House and Senate Appropriations 
Committees, the Department did consider other methods for achieving our mutually shared goal 
of reducing risk. DHS's revised plan no longer requires the transfer of funds to other agencies. 
Instead, and to ensure that DHS is capable of fully executing its current authorities and 
responsibilities to monitor, analyze, and warn agencies of cybersecurity risks, the Department 
will procure the resources to diagnose, prioritize, provide warning, and continue moving the 
Federal Enterprise towards “preventive defense.” In FY 2013, DHS diagnostic capabilities will 
alert each agency of where its worst risks are and which to address first across the following: 

• Patching critical vulnerabilities 

• Fixing weakest configuration settings 

• “White-listing” strategy for safe software, only allowing good software to run 

• Finding and tagging harmful hardware for removal 

• Boundary defense threats to network control 

One key component of DHS’s capability will be a Federal Cyber Dashboard, which provides the 
Department with situational awareness of the Federal Enterprise’s cybersecurity posture along 
with the ability to display diagnoses and deliver agency-specific information to each agency. 
Specifically, the dashboard will provide a daily prioritized ranking of cyber deficiencies guiding 
optimal agency risk-based decisions. Diagnostic data on a dashboard will show specific devices 
and applications and combinations of problems that could cause loss of control over entire 
networks. A dashboard, applied uniformly to cover all Federal agencies, will measure progress. 
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detail readiness, and feed CyberScope, which is used for generating quarterly Federal 
Information Security Management Act (FISMA) results as well as for preparing the annual 
FISMA report to Congress. 

A uniform and interoperable approach to continuous diagnostics is critical if the Federal 
Government is going to truly understand government-wide and agency-specific cybersecurity 
posture. Funding the development of this capability through each agency risks the Government’s 
ability to achieve this uniformity and interoperability. In addition, it may risk the timeliness of 
capability deployment and the ability of the Federal Government to obtain the most benefit for 
taxpayer dollars through bulk purchases, which will enable discounted purchasing. 

Question: Wouldn’t direction in other agencies budgets to consult with DHS provide a 
workable construct and one that would endure beyond this budget year? 

ANSWER: As noted in the answer above, a uniform and interoperable approach to continuous 
diagnostics across the Federal Government is critical. The difficulty with consultation is that it 
leaves too much discretion in the equation, which may delay or preclude the deployment of an 
interoperable system that enables DHS to execute fully its roles and responsibilities and 
empowers agencies to identify and fix their worst problems more quickly. Also, because of the 
multiple purchases, the Government is less likely to obtain the largest possible discounts, which 
are always important and no less so as the Administration and Congress maintain important 
government mission activities while trying to obtain cost savings wherever possible. 

CFATS Management Issues 

Question: Many of the problems identified in your internal memorandum on CFATS relate to 
challenges involved in hiring and developing staff to implement the program, including how 
inspections are conducted and the lack of policies and procedures to guide staff efforts to do their 
jobs. Do you agree with this assessment — and can you describe for us how those have been 
problem areas in the CFATS program? 

ANSWER: Due to the rapid growth of the program, ISCD has faced a number of challenges. 
This being said, challenges identified within the internal DHS memo currently are being 
addressed through the ISCD Action Plan. Some examples of the steps taken to address these 
challenges include: 

Hiring of staff : ISCD’s Director and Deputy Director are leading an internal analysis to 
determine the proper staffing needs of the Division and to ensure that the CFATS workforce is 
qualified to meet those needs. While hiring actions will not be taken until confirmed needs are 
identified, the skills required to fill those needs are defined, and a plan is in place to integrate the 
selected employees. ISCD currently has 49 vacant positions and is working to fill those in the 
near future. 

Training of staff : ISCD is conducting a comprehensive review of the curriculum from the 
training courses that ISCD previously provided to its inspectors. This redesign will result in a 
more focused and streamlined inspector training curriculum and includes the elimination of any 
courses and material that ISCD determines are no longer necessary and the development of 
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additional, relevant curricula. The goal is to provide the ISCD inspector cadre with a 
comprehensive training program that will inform how they conduct their duties. 

How inspections are to be conducted : ISCD stood up a working group in September 201 1 to 
review the current processes, procedures, and equipment utilized by the inspector cadre and to 
update or develop additional materials and tools to further assist the inspector cadre in 
performing future authorization inspections as well as compliance inspections, which occur after 
approval of Site Security Plans (SSP) or Alternate Security Programs. ISCD plans to finalize 
updates to the inspection procedures and to provide additional training to the inspector cadre 
later in FY 2012. 

Question: Why and how were such serious staffing problems allowed to develop in the first 
place? 

ANSWER: Like any new and complex regulatory program, the CFATS program has faced a 
number of unexpected challenges during its implementation. Examples include making course 
corrections as the program has matured with regard to the roles and responsibilities of the 
chemical security inspector cadre, matching goals and managing to available resources, and 
applying lessons learned to the processes put in place to date. Many of the staffing issues are 
due to the speed at which the program was developed and the rapid growth of ISCD. 

Question: To what extent have staffing challenges and lack of program guidance impeded 
progress implementing the CFATS and Ammonium Nitrate programs? 

ANSWER: Staffing issues and lack of program guidance in certain matters have had some 
impact on past SSP reviews. ISCD has established an interim SSP review process that includes 
the development, refinement, and training in definitions and review procedures; a multi-layered 
review approach that still allows for expeditious review and that ensures consistency in 
application of standards; and a quality assurance procedure for reviewing and reporting on the 
effectiveness, efficiency, and consistency of reviews. ISCD is in the process of further refining a 
long-term review process and will incorporate lessons learned from the interim review process. 

Additionally, ISCD stood up a working group in September 2011 to review the current 
processes, procedures, and equipment used by ISCD’s inspectors and to update/develop 
additional materials and tools for the inspectors to accomplish all types of CFATS inspections, 
including authorization inspections that occur before approval of an SSP. Based on the work of 
this group, ISCD plans to finalize updates to the internal inspection procedures later in FY 2012. 

The Ammonium Nitrate Security Program has not been affected by these staffing challenges or 
by program guidance issues. 

Question: The internal memo cites examples of potential waste, fraud, and abuse associated with 
the use of travel cards and procurements needed to carry out inspection responsibilities under the 
CFATS program. What is NPPD doing to investigate these issues? 

ANSWER: The internal memo cites examples where the absence of effective policies and 


6 



55 


procedures on certain issues could create an environment where fraud, waste, and abuse could 
occur. However, no examples of fraud, waste, and abuse have been identified. 

Todd Keil, then Assistant Secretary for Infrastructure Protection, established the ISCD Task 
Force in September 2010, and directed the task force to review practices and policies related to 
the salaries and benefits of ISCD’s chemical inspectors, procurement protocols, fleet 
management, and acquisition of equipment. 

This task force identified potential issues with ISCD’s resource management and internal 
management controls and processes. Recognizing that the Office of Infrastructure Protection 
(IP) did not have the expertise to perform the level of management review necessary to fully 
examine these issues, IP initiated discussion with NPPD Office of the Under Secretary to request 
assistance in December 2010. Further discussions with NPPD leadership resulted in the decision 
to have NPPD’s Office of Compliance and Security (OCS) coordinate an inspection of ISCD. 
OCS conducted the inspection between April and October 2011. Additional staff arrived in OCS 
in September 201 1, but the Director was well established by that time. Some follow-on 
discussions regarding the inspection occurred between OCS and ISCD in December 2011. There 
has been no further OCS coordinated inspection activity since that time. 

NPPD believes that ISCD’s proactive approach to identifying, mitigating, and resolving these 
programmatic and management issues does not require additional investigation at this time. 

ISCD has provided NPPD leadership with an Action Plan that currently identifies over 90 issues, 
including action items from the OCS inspection, and additional action items identified by ISCD 
leadership. ISCD is providing routine updates to NPPD leadership on the status of the action 
plan. 

Question: Why didn't you immediately engage the DHS Office of the Inspector General or any 
other investigative body to examine these concerns — or any other issues associated with the 
ISCD memorandum? 

ANSWER: OSC conducted the inspection at the request of the Office of the Under Secretary 
and IP. The inspection assessed the following functional areas within ISCD: Fleet Management; 
Purchase Card Administration; Travel Management; Property Management; Human 
Resources/Performance Management; and Facilities Planning. 

OCS identified deficiencies in six areas, and made the following recommendations to IP: 

Fleet Management 

Institute and reemphasize existing procedures regarding accurate reporting, record storage, and 
reconciliation of vehicle mileage, maintenance, and usage. 

Purchase Card 

Require the use of a Standard Purchase Request Form 
Require approvals and records of receipt for all purchases 
Provide refresher training to cardholders, approvers, and managers 
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Travel Management 

Conduct refresher travel card training for all personnel 
Develop internal SOP on expense reimbursement 

Property Management 

Establish a Board of Survey 

Require delinquent regions to complete survey 

Leverage the FPS uniform contract 

Human Resources 

Establish tracking mechanism for Performance Work Plans 

Hold supervisors and managers accountable for noncompliance with performance management 
standards 

Develop human capital strategic plan 

Facility Planning 

Engage in comprehensive space and need planning with Budget and Finance Administration, 
Office of Resource Administration, and IP and ISCD leadership 

CFATS Tiered Issues 


Question: The Subcommittee has heard that one of the reasons NPPD officials began reviewing 
the CFATS programs was that DHS discovered flaws in its methodology for assigning risk levels 
to chemical facilities. This is important, as facilities are placed in specific tiers based on the 
potential consequences to human life and health if they were attacked. And as a result of the 
flaws, some facilities were misclassified. Is this true? 

ANSWER: In 2010, the use of certain incorrect data in one computer program that helps DHS 
to identify and tier high-risk chemical facilities resulted in certain facilities potentially receiving 
risk-based tier assignments higher than they otherwise might. DHS immediately corrected the 
data error when the problem was discovered in mid-2010. In mid-201 1, DHS decided to review 
all 501 final high-risk tiering decisions potentially affected by that computer data error. Of the 
501 facilities, 35 facilities already had been determined to no longer be high-risk prior to the re- 
evaluation process, for reasons unrelated to the tiering issue. Upon further review of the 
remaining 466 facilities, DHS determined that 99 facilities were no longer considered high-risk; 
148 facilities’ overall tier levels should be lowered; 178 facilities should retain their facility tier 
levels, although other aspects of their final tier determinations should be revised; and that 41 
facilities’ final tier levels were pending DHS review of the facilities’ Security Vulnerability 
Assessments or requests for redetermination. DHS notified all of the potentially affected 
facilities of the results of this review in June 2011. 

Question: Secretary Beers, please describe the process by which facilities are classified 
according to risk, how the problems was discovered, and how the methodology was flawed? 

ANSWER: In mid-2010, a data error was discovered in one computer program that helps DHS 
to identify and tier high-risk chemical facilities. The use of certain incorrect data resulted in 
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certain facilities potentially receiving risk-based tier assignments higher than they otherwise 
might. In mid-201 1, DHS decided to review all 501 final high-risk tiering decisions potentially 
affected by that computer data error. Of the 501 facilities, 35 facilities already had been 
determined to no longer be high-risk prior to the re-evaluation process, for reasons unrelated to 
the tiering issue. Upon further review of the remaining 466 facilities, DHS determined that 99 
facilities were no longer considered high-risk; 148 facilities’ overall tier levels should be 
lowered; 1 78 facilities should retain their facility tier levels, although other aspects of their final 
tier determinations should be revised; and that 41 facilities’ final tier levels were pending DHS 
review of the facilities’ Security Vulnerability Assessments or requests for redetermination. 
DHS immediately corrected the data error when the problem was discovered, and notified all of 
the potentially affected facilities of the results of its review in June 2011. 

Question: What was the impact of misclassifying facilities? 

ANSWER: In mid-201 1, DHS decided to review all 501 final high-risk tiering decisions 
potentially affected by that computer data error. Of the 501 facilities, 35 facilities already had 
been determined to no longer be high-risk prior to the re-evaluation process, for reasons 
unrelated to the tiering issue. Upon further review of the remaining 466 facilities, DHS 
determined that 99 facilities were no longer considered high-risk; 148 facilities’ overall tier 
levels should be lowered; 178 facilities should retain their facility tier levels, although other 
aspects of their final tier determinations should be revised; and that 41 facilities’ final tier levels 
were pending DHS review of the facilities’ Security Vulnerability Assessments or requests for 
redetermination. 

Question: What actions were taken to correct this problem? 

ANSWER: When the problem was discovered in mid-2010, DHS immediately corrected the 
data error. In mid-201 1, DHS decided to review all 501 final high-risk tiering decisions 
potentially affected by that computer data error. Of the 501 facilities, 35 facilities already had 
been determined to no longer be high-risk prior to the re-evaluation process, for reasons 
unrelated to the tiering issue. Upon further review of the remaining 466 facilities, DHS 
determined that 99 facilities were no longer considered high-risk; 148 facilities’ overall tier 
levels should be lowered; 178 facilities should retain their facility tier levels, although other 
aspects of their final tier determinations should be revised; and that 41 facilities’ final tier levels 
were pending DHS review of the facilities’ Security Vulnerability Assessments or requests for 
redetermination. DHS notified all of the potentially affected facilities of the results of this 
review in June 2011. 

Question: What assurance can NPPD give that, moving forward, the methodology used to 
develop tiered lists is sound and that facilities are properly classified? 

ANSWER: NPPD has committed to promptly developing appropriate responses to any 
significant new tiering issues. In order to carry out this commitment and to thoroughly evaluate 
the risk assessment and tiering process, ISCD has developed a three-phased approach including: 
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• Thoroughly documenting all ISCD processes and procedures relating to the risk assessment 
methodology 

• Conducting an internal DHS review of the complete CFATS risk assessment and tiering 
process 

o As part of that effort, a working group composed of NPPD experts was formed and is 
nearing completion of an internal assessment of the CFATS risk assessment/tiering 
methodology. 

• Conducting an external peer review of the risk-based tiering methodology 

o As part of the internal review, an analysis has been completed that identifies options and 
various approaches for ISCD to consider in initiating an external review, 
o This peer review would provide a forum for external experts to assess the methodologies 
supporting CFATS. 

o DHS is currently developing a proposal for an external peer review of the tiering 
methodology. 

NPPD believes that, by applying this approach to risk -based tiering, it can continually improve 
its processes to ensure that facilities are appropriately tiered. 

Private Sector Cyber Collaboration 

Question: Secretary Beers, over the last few months we have heard from industry about the need 
for better collaboration in cybersecurity. How does DHS work with private owners of our 
Nation’s critical infrastructure and key resources to ensure their networks and control systems 
are secure and how can we make it better? 

ANSWER: DHS agrees that collaboration between industry and government on cyber issues is 
critical. To advance this objective, DHS engages in a wide range of activities with private-sector 
critical infrastructure (Cl) partners to reduce cyber risks to critical systems. These activities are 
coordinated with programs to engage Federal, State, local, tribal, territorial, and international 
partners in recognition of the interconnected nature of cyberspace. 

The foundation for private-sector engagement is the sector partnership framework established 
under the National Infrastructure Protection Plan (NIPP), which enables DHS to work closely 
with public and private sector Cl representatives through a series of sector and cross-sector 
councils across the 1 8 Cl sectors, and with individual owners and operators. 

NCSD maintains several programs that promote collaboration between industry and the 
Department. 

DHS has established the Cybersecurity Information Sharing and Collaboration Program 
(CISCP), a systematic approach to cyber information sharing and cooperation with Cl owners 
and operators. The program incorporates government participants; Information Sharing and 
Analysis Centers; and other critical infrastructure and key resource (CIKR) owners and 
operators, and facilitates the fusion of data through collaboration among CISCP entities to 
develop and share cross-sector information products through a secure portal. 
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Within the CISCP, Cl sector entities and government agencies can share accurate, timely, and 
thorough information about current, emerging, and evolving threats posed to Cl networks. The 
portal is operated by a dedicated team of US-CERT analysts who work with Cl and government 
partners to process Protected Critical Infrastructure Information (PCII) while offering timely and 
actionable analysis and mitigation products for Cl and government participants based on 
stakeholder contributions and unclassified government reporting. 

NCSD is executing a Cyber Operations Resiliency Review (CORR) Pilot to assess proactively 
the degree of cyber resilience and presence of malicious activity on five private sector 
participants’ enterprise networks at their request. The CORR Pilot models a two-phased 
approach to public-private sector information sharing and collaboration. In the first phase, 
analysts from NCSD’s Cybersecurity Evaluation Program measure the adoption and growth of 
cybersecurity risk management using a common capability-based evaluation framework. In the 
second phase, US-CERT analyzes institution-provided data for evidence of malicious activity. If 
malicious activity is found, US-CERT provides the institution with targeted strategies to mitigate 
the activity and protect against similar activity in the future. 

DHS is operating the Joint Cybersecurity Services Program (JCSP) in collaboration with the 
Department of Defense (DOD). This program leverages government information to enhance the 
cybersecurity of participating Federal Government agencies and Cl entities. 

In addition, NCSD conducts a wide range of activities that are designed to work with public and 
private sector partners to improve cybersecurity and increase the resilience of national Cl. Some 
of these include the Control Systems Security Program, the Cyber Exercises Program, and the 
Cyber Security Evaluations Program. 

Question: How does DHS respond to requests for assistance from the private sector following a 
cyber attack or network breach? 

ANSWER: DHS leverages the processes established in the National Cyber Incident Response 
Plan (NCIRP) to provide a timely, effective, and coordinated response to requests for assistance 
from private sector Cl owners and operators following a cyber attack of network breach. When a 
request for technical assistance from a Cl entity is received, DHS analyzes data to assess the 
scope and impact of the malicious activity, coordinates and collaborates with its interagency 
partners to provide a whole of government response, and recommends actions to mitigate risk. 
Throughout this process, DHS shares alerts, analysis, and mitigation information among its 
partners and constituents to prevent, identify, and respond to similar activity elsewhere. 

US-CERT and the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) 
can provide remote or onsite incident response to organizations that require immediate 
investigation in responding to a cyber incident. For example, upon notification of a cyber 
incident, ICS-CERT will perform a preliminary diagnosis to determine the extent of the 
compromise. At the customer’s request, ICS-CERT can deploy a flyaway team to meet with the 
affected organization to review network topology, identify infected systems, image drives for 
analysis, and collect other data as needed to perform thorough follow-on analysis. ICS-CERT is 
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able to provide mitigation strategies, assist asset owners and operators in restoring service, and 
provide recommendations for improving overall network and control systems security. 

Question: Wliat can you say about the trend of attempts to breach the networks of our Nation’s 
critical infrastructure? 

ANSWER: The frequency and sophistication of intrusions into Cl is likely on the rise. 

However, the actual number of intrusions into networks across the country each year is unknown 
because many of these breaches likely go unreported. 

For example, ICS-CERT has seen a tremendous growth in both the scope and sophistication of 
attacks on Cl control systems. Growth of ICS-CERT vulnerability handling exceeded 600 
percent in FY 201 1 (measured against the FY 2010 statistics), while reported cyber incidents 
tripled in FY 201 1 with more asset owners and operators contacting ICS-CERT for support (130 
in FY 201 1 vs. 40 in FY 2010). In addition to specific incidents, ICS-CERT also noticed a much 
greater increase in reporting of internet-connected control systems, which increases the 
landscape or potential targets for malicious actors. 

Question: How about trends in industry’s willingness to come to DHS for help? 

ANSWER: The size and diversity of the private sector makes generalizations difficult. Some 
entities are eager to collaborate with DHS and some are more reluctant, especially regarding 
incident reporting. Issues that may inhibit willingness to engage with DHS include concerns 
about the exposure of proprietary data; fear of prosecution or regulatory action; and fear of 
negative publicity. DHS leverages the PC1I Program to enhance the security of sensitive private 
sector information. If the information satisfies the requirements of the Critical Infrastructure 
Information Act of 2002, it is protected from exposure through the Freedom of Information Act, 
State and local disclosure laws, and use in civil litigation. In addition, PCII cannot be used for 
regulatory purposes and can be accessed only in accordance with strict safeguarding and 
handling requirements. 

That said, the Critical Infrastructure Cyber Protection & Awareness (CICPA) branch within 
NCSD has seen steady growth in industry seeking DHS’s help. We have seen demand rise for 
all of our activities, including cybersecurity evaluations, requests for and participation in cyber 
exercises, control systems cybersecurity training, incident response and site assessments for 
control systems, information sharing agreements, and other activities. 

Question: How is DHS overcoming the enormous challenge of applying the most effective 
technology, which is often classified, to the security of civilian networks - networks that may be 
owned by multi-national corporations? 

ANSWER: As part of its mission to protect Federal Agency civilian networks, DHS is 
conducting market research to identify the most effective technology, analyzing that technology 
for its appropriate fit as a Government-provided solution, and then deploying it. It is important 
to note that the technology is primarily commercial-off-the-shelf, and only certain types of 
“extensions” to the technology (i.e., signatures or countermeasures) are actually classified. DHS 
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is evaluating these technologies and commercial providers to ensure that they satisfy DHS’s 
cybersecurity mission requirements and that they are within the legal and policy boundaries 
associated with public and private/civilian networks. 

Some of the most effective cybersecurity technologies are developed and produced by the private 
sector and are available publically for purchase. Although the Federal Government has an 
important role to play in sponsoring new research and development and transferring those 
technologies where appropriate, we cannot lose sight of the fact that most of the technological 
solutions do not come from the Government. 

Through its interagency, cross-sector, and international partnerships, DHS analyzes, interprets, 
and shares a broad set of cybersecurity information, much of which is unclassified. Through 
programs like the CISCP, DHS is increasing the ability of Cl owners and operators to share 
information and to collaborate with the Government in a secure environment. DHS leverages the 
PCII Program to enhance the security of sensitive private sector information. 

DOD-DHS Cyber Collaboration 

Question: Secretary Beers, in September of 2010, the Department of Homeland Security and the 
Department of Defense signed a memorandum of agreement detailing a new collaborative 
relationship between the two departments. The memorandum designates you as the DHS 
representative. Since the signing of the memorandum, how has our cybersecurity posture 
improved? 

ANSWER: Due to the interconnected nature of cyberspace, effective response to a significant 
cyber incident requires close interagency coordination. The 2010 Memorandum of Agreement 
(MOA) between DHS and DOD has aligned and enhanced the agencies’ ability to protect against 
threats to our critical civilian and military' systems and networks, and to leverage each other’s 
complementary capabilities. The MOA facilitates DOD and DHS efforts to improve 
cybersecurity threat information sharing between sectors, to improve coordination outreach and 
engagement activities, and to aid in the prevention, detection, and mitigation of a cyber 
incident’s effects. The MOA also facilitates operational synchronization between DOD and 
DHS during execution of the NCIRP. 

DHS also has partnered with interested agencies, including DOD, to address the protection of 
telecommunications infrastructure that supports government-essential functions. DHS’s 
Software Assurance (SwA) Program co-sponsors Software Assurance Forums semi-annually 
with DOD and the National Institute for Standards and Technology (NIST). The purpose of the 
forums is to bring together government, industry, and academia with vested interests in software 
assurance to discuss and promote integrity, security, and reliability in software. The focus is on 
software-security-related advances in practices, products, and standards for software 
development, supply chain management, education and training, tools, and metrics to reduce 
risk. In between SwA Forums, DHS, DOD, and NIST host SwA Working Groups sessions to 
provide venues for public-private collaboration in advancing software assurance initiatives. 
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Question: Under the agreement, how is DHS working differently today in its relationship with 
DoDandNSA? 

ANSWER: The MOA further supports DHS’s active partnership with DOD, ensuring agile 
coordination and technical capabilities support. Specifically, the MOA established a Joint 
Coordination Element led by a senior DHS official at the National Security Agency (NSA) who 
coordinates activities to improve cybersecurity technology deployment and the sharing of threat 
information. The MOA also built upon pre-existing liaison exchanges among DHS and the 
NSA/Central Security Service Threat Operation Center, the United States Cyber Command, and 
the United States Northern Command. Increasingly, DHS and DOD share information and 
coordinate partnerships with the private sector to ensure the defense and protection of national 
security, homeland security, health and public safety, and the national economy, and to enhance 
their mutual situational awareness. 

Managers and staff from NSA’s Information Assurance Directorate and NSA’s Center for 
Assured Software are frequent participants and collaborators in the SwA Forums, the SwA 
Working Group Sessions, and software assurance automation initiatives. The DHS 
Cybersecurity Education Office works closely with NSA and DOD on the National Initiative for 
Cybersecurity Education (NICE). DOD and NSA are partner leads on Component 4 (Workforce 
Training & Development). DHS, DOD, and NSA have worked together to develop the NICE 
strategic plan, build the cybersecurity framework outlining the profession’s 31 function roles, 
and assess training needs. 

Question: Since some of your personnel are now located at NSA and NSA personnel are 
located at the Department’s NCCIC, how will you ensure that each organization stays within its 
designated mission area - and avoids the charge that NSA is becoming involved in domestic 
civilian issues? 

ANSWER: DHS and NSA collaborate to improve the execution of their distinct but 
complementary missions. The MOA signed in September 2010 formalized a process to increase 
the ability of each agency to work within its established mission space. DHS leverages 
information provided by NSA and other sources to more effectively reduce risks to domestic 
civilian networks and thereby reduce the need for direct NSA involvement. 

Question: In the future, do you see additional agreements between DHS and DoD on cyber 
security, such as an outline of what each agency will actually do in the event of a cyber attack on 
“dot-gov” or civilian networks? 

ANSWER: Under the Homeland Security Act, FISMA (and related OMB guidance). Homeland 
Security Presidential Directive (HSPD)-5, HSPD-7, and HSPD-23/National Security Presidential 
Directive-54 (CNC1), DHS is responsible for coordinating the domestic response to 
cybersecurity incidents involving Cl, including Federal Executive Branch civilian agencies, State 
and local governments, and the private sector. During a significant cyber incident, and guided by 
the NCIRP, DHS provides onsite and remote incident response, coordinates efforts, assists with 
prioritization, and leverages collective expertise and capabilities among Federal, State, local, 
tribal, and territorial governments and the private sector. DHS and DOD work together regularly 


14 



63 


to respond to cyber incidents and, using the NCIRP framework, continuously improve 
coordination processes, to include considering additional agreements as necessary. 

Infrastructure Roles and Missions 


Question: Secretary Beers, protecting our Nation’s critical infrastructure and key resources is a 
daunting task — one that requires not just assessing the level of risk but working with the private 
sector to coordinate and share information. Can you provide examples of working with the 
private sector? 

ANSWER: Information sharing capabilities provide the fundamental foundation for private 
sector owners and operators to make decisions and take appropriate action. NPPD’s Office of 
Infrastructure Protection (IP) continues to work closely with local and regional private sector 
working groups through State fusion centers and local districts as well as the private sector at the 
national level. 

The NIPP recognized that the mission is a shared mission since the majority of Cl is owned and 
operated by the private sector. Voluntary partnership, therefore, is a foundation of the mission. 
The NIPP Sector Partnership was established in 2006 in order to effect coordination and 
information sharing with the 18 Cl sectors in order to perform joint national and sector planning, 
program identification and implementation, response and recovery coordination, and information 
sharing. Beginning with slightly over 200 Cl owners and operators in 2007 when the Partnership 
was fully launched, the Partnership in FY 201 1 encompasses almost 900 owner and operator 
institutions. Within this Partnership, NPPD/IP supports over 500 meetings between the public- 
private partners that have produced a wide variety of plans, products such as sector roadmaps for 
control systems, sector-specific preparedness guides, communication, coordination and 
information sharing protocols, training and outreach programs, joint exercises, issue resolutions, 
and action agreements. 

In the last year, NPPD/IP has expanded activities with the private sector owners and operators in 
the field, coordinated through the Protective Security Advisers and co-hosted with States, to 
hold regional focus groups and regional workshops (e.g., the Joint Critical Infrastructure 
Partnership symposiums with the FBI), to collect requirements and effective practices for 
security and resilience approaches and tools. Requirements collected already are being utilized 
within NPPD/IP to enhance or tailor programs to make them more applicable accounting for 
jurisdictional differences as well as for sector-specific differences. A critical element of 
expanding engagement with the private sector across the Nation is the Critical Infrastructure 
Information Sharing Environment, built primarily on the Homeland Security Information 
Network - Critical Sectors (HSIN-CS). Information sharing capabilities provide the 
fundamental foundation for private sector owners and operators to make decisions and take 
appropriate action. NPPD/IP has been working with local and regional private sector working 
groups through State fusion centers and local districts, such as Planning District 1 in Indiana, to 
identify requirements and implement access for local or regional owners and operators to 
information that is useful and applicable to their local needs, as well as access to information 
made available from the national level that is industry-specific, threat-specific, or effective 
practice considerations. 
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IP’s Sector Outreach and Programs Division works with sector partners to improve information 

sharing by: 

• Conducting security-focused exercises, for example: 

- Infrastructure Protection Sector-Specific Tabletop Exercise Program (IP-SSTEP), 
Chemical Sector Tabletop Exercise (TTX): The IP-SSTEP Chemical Sector TTX is an 
unclassified and adaptable exercise developed to create an opportunity for public and private 
Cl stakeholders and their public safety partners to address gaps, threats, issues, and concerns 
identified in previous exercises and their after-action processes. The TTX allows participants 
an opportunity to gain an understanding of issues faced prior to, during, and after a terrorist 
threat/attack and the needed coordination with other entities, both private and government, 
regarding their facility. 

— Cross-Sector Active Shooter Security Seminar and Exercise Workshop: This is a 
one-day workshop developed to be applicable for any sector for general awareness of how to 
respond to an active shooter incident. The workshop is designed to enhance response 
capabilities to an active shooter event by educating participants on the history of active 
shooter events, describing common behavior, conditions, and situations associated with 
active shooters. 

• Coordinating both regularly scheduled and incident-specific classified briefings for cleared 
sector partners. Using the knowledge obtained from the briefings, owners and operators are 
able to make risk-based decisions on how best to use their resources to protect assets. 

• HSIN-CS is the primary information-sharing platform between the Cl sector stakeholders. 
HSIN-CS enables DHS and Cl owners and operators to communicate, coordinate, and share 
sensitive and sector-relevant information to protect their critical assets, systems, functions, 
and networks, at no charge to sector stakeholders/partners. 

• Fostering education, training, and outreach for example: 

- IS-907 - Active Shooter: What You Can Do: This online training provides guidance to 
individuals, including managers and employees, so that they can prepare to respond to an 
active shooter situation. The course is self-paced and takes about 45 minutes to complete. 
This comprehensive cross-sector training is appropriate for a broad audience regardless of 
knowledge and skill level. Since March 2011, more than 84,000 users have taken this 
course. 

— IS-906 - Workplace Security Awareness: This online training provides guidance to 
individuals and organizations on how to improve security in the workplace. The course is 
self-paced and takes about an hour to complete. This comprehensive cross-sector training is 
appropriate for a broad audience regardless of knowledge and skill level. The course 
promotes workplace security practices applicable across all 1 8 Cl sectors. 
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- IS-912 Retail Security Awareness: Understanding the Hidden Hazards: This online 
training increases awareness of persons involved in commercial retail operations of the 
actions they can take to identify and report suspicious purchases or thefts of products that 
could be used in terrorist or other criminal activities. The course provides an overview of 
steps to identify and monitor high-risk product inventories and reporting suspicious activities 
to law enforcement agencies. The course is designed for retail managers, loss prevention 
specialists, risk management specialists, product managers, sales associates, and others 
involved in retail operations. 

Question: Your budget includes $48 million for coordination and information sharing with your 
government and private sector partners. Since you have only limited regulatory authority, how 
does DHS use these funds to work with private industry to ensure our critical infrastructure is 
protected? I notice that the request is actually a decrease from FY10 of $10 million, so are you 
interacting less with you partners? What is the impact of this reduction? 

ANSWER: The budget under Coordination and Information Sharing consists of three 
programs: NIPP Management; Partnerships and Information Sharing; and Management, 
Planning, and Administration. Of the $10 million reduction, the amount for support activities in 
the Partnerships and Information Sharing project was reduced by approximately $5 million. This 
included reduction of administrative support activities, diminished field stakeholder/partner 
engagement, and deferral of information sharing capabilities that makes information and sharing 
of that information more accessible and easy to use by Cl owners and operators. Continuing 
feedback from owners and operators in the field tells us that many owners and operators are not 
aware that information products exist and are available to them to use to inform their security 
and resilience planning and response. Stakeholder engagement raises the necessary awareness of 
information critical to their decisions and actions. Information informs owner and operator 
decisions to invest to reduce vulnerabilities or to respond to threats. Consequently, if owners and 
operators are either not aware of available threat, vulnerability, planning and incident 
information, nor can find easily the information they need when they do become aware of its 
existence, they cannot make informed decisions or take appropriate action. This reduces the 
number of engagement opportunities with owners and operators to enhance awareness and the 
use of Cl information products available to them, which would enable them to take appropriate 
actions on their own security and resilience planning and execution. 

Question: The National Infrastructure Protection Plan (NIPP) provides the overarching structure 
for the integration of efforts to protect our critical infrastructure and key resources. How do you 
ensure that the NIPP (pronounced “nip”) is implemented but also responsive to the changing risk 
environment? 

ANSWER: The NIPP sets out the overall framework for risk management to provide the 
needed flexibility for changes in the risk environment across sectors and geographic areas, as 
well as time. By not focusing on specific hazard scenarios. Federal, State, local, tribal, 
territorial, regional, and private sector partners have the ability to focus on the existing and 
emerging risks that are relevant to them. In addition, the National Risk Profile provides partners 
with information on the changing risk environment and the implications for them. (The NIPP 
calls for the National Risk Profile and it is included in the National Annual Report.) 
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Chemical Facilities Anti-Terrorism Standards (CFATS) Program and Mismanagement 

Question: The internal memo on CFATS concludes that the mission, budget, staffing, and 
workplace culture within the Infrastructure Security Compliance Division as it relates to CFATS 
are not in any sort of working order. This level of dysfunction in a program that is vital to our 
Nation’s security is disconcerting. What steps, if any, have you taken to address this? 

ANSWER: NPPD is addressing certain programmatic and management challenges through a 
comprehensive Action Plan. NPPD’s senior leadership is briefed on a regular basis on the 
progress made to address the 94 items contained in the Action Plan. The Department looks 
forward to continuing to make progress on the Action Plan and working with Congress to ensure 
continued success in the CFATS program. 

Question: Secretary Beers, when was the memo prepared and to what extent were senior 
officials in NPPD aware of potential problems before you requested the memo? 

ANSWER: The broader management issues began to emerge more clearly in June 201 1 when I 
was notified about the tiering issues related to correction of certain computer modeling data in 
mid-2010. Although Assistant Secretary Keil and I, as a matter of due diligence, asked NPPD’s 
OCS to conduct a management review in December 2010, the results were not available until 
September 2011. 

Question: What factors prompted you to request that Infrastructure Security Compliance 
Division develop this memorandum? 

ANSWER: DHS and NPPD/ISCD have accomplished much over the past few years to establish 
and implement the CFATS program, but this unprecedented regulatory program still has 
challenges to address. Upon the arrival of ISCD’s new Director and Deputy Director, I asked 
them to provide their views on the successes and challenges of the CFATS program for 
consideration. Candid, honest assessments and critiques are valuable tools in evaluating progress 
and determining where improvement is needed. Furthermore, course corrections are to be 
expected in a nascent and unprecedented program like CFATS, and ongoing decisions will need 
to be made. 

Question: Secretary Beers, earlier this month you testified before the House Committee on 
Energy and Commerce that the memo encompasses the results of a separate, year-long 
management review of the CFATS program that was initiated in 201 1 and completed around the 
time NPPD was commencing work on the Infrastructure Security Compliance Division memo. 
What prompted this management review, and was a separate report issued for this review? 

ANSWER: The tiering issue that was disclosed to me in June 201 1 began to more clearly shed 
light on the management challenges faced by ISCD. Assistant Secretary Keil and I, as a matter 
of due diligence, asked NPPD’s OCS to conduct a management review in December 2010; the 
results were available in a report issued in September 2011. 
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Contracts 


Question: Please provide for the record the number of noncompetitive contracts NPPD has 
entered into in fiscal year 2011, what is anticipated in 2012 and 2013. Include for each contract 
an explanation as to why a non-competitive contract was chosen. As part of this response, please 
clearly delineate other transactional agreements and those purchases made from the GSA 
approved listings. 

ANSWER: NPPD entered into 61 noncompetitive contracts in FY 201 1. No noncompetitive 
contracts were chosen for other transactional agreements or purchases made from the GSA- 
approved listings. NPPD plans to enter into at least 17 noncompetitive contracts in FY 2012. 

Due to budget, funding, and availability uncertainty, NPPD does not have an estimate for the 
number of noncompetitive contracts it will enter into during FY 2013. Please find attached 
tables providing additional details about these contracts. Due to security issues, information 
about selective acquisitions is provided in a separate table from other NPPD contracts. 

Question: In total, what volume of NPPD contract awards are made competitively? Please 
answer in dollar amount and percentage. 

ANSWER: NPPD awarded a total of 438 contracts competitively in FY 2011. These contracts 
totaled $181,399,000 and comprised 88 percent of contracts awarded that year. 
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Reception and Representation 

Question: How does NPPD plans to utilize its reception and representation expenses in 2013? 

To date, how much has been spent in 2011 and what is the plan for the remainder of the fiscal 

year? Please provide details on each expenditure. 

ANSWER: NPPD has spent a total of $3,676 to date in FY 2012. 

• $3 1 2 for a meeting for the President's National Security Telecommunications Advisory 
Committee (NSTAC). 

• $2,005 for DHS/NPPD coins for the Under Secretary to provide foreign dignitaries as 
mementos on his travels abroad. 

• $960 for a meeting (Enduring Security) and reception hosted by the Deputy Secretary. 

• $399 for a meeting (Infrastructure Security and DHS grant programs) with the Mayor of Los 
Angeles. 

• NPPD’s plan for the remainder of the fiscal year is to utilize the FY 2012 remaining balance 
available to support Advisory Committee meetings. 

Plans for FY 2013 reception and representation expenses include continued support to the 

Advisory Committee meetings, hosting of foreign dignitaries, and cybersecurity outreach efforts 

with the private sector. 


Bonuses 


Question: Please provide a table showing how much is requested in the 201 3 budget for 
bonuses for NPPD SES employees and NPPD non-SES employees. 

ANSWER: Please see the table below. 


NPPD Bonuses Budgeted in FY 2013 


if Appropriation 



■ 

A:..* 

Management & Administration 

$188,813 

$230,054 

$418,867 

Infrastructure Protection and 
Information Security 

$197,084 

$1,354,623 

$1,551,707 

Federal Protective Service 

$57,990 

$1,142,323 

$1,200,312 

Total 

$443,887 

$2,727,001 

$3,170,887 


Question: Please list all NPPD SES bonuses provided in 201 1 by position, office, and bonus 
amount. 

ANSWER: Please see the table below. 
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NPPD SES Bonuses in 2011 


Office 

Position Title 

2011 Bonus ($) 

cs&c 

Deputy Assistant Secretary, Cyber Security & 
Communications 

8,255 

cs&c 

Deputy Director, National Cyber Security Division 

14,242 

cs&c 

Director, Federal Network Security 

14,850 

cs&c 

Deputy Director, National Cyber Security Center 

8,737 

cs&c 

Director, US-CERT Operations 

8,008 

cs&c 

Director, Critical Infrastructure Cyber Protection and 
Awareness 

15,638 

cs&c 

Technology Officer, Cyber Security & Communications 

15,715 

cs&c 

Director, National Communications System 

7,617 

cs&c 

Director, Office of Emergency Communications 

7,215 

FPS 

Deputy Director, Federal Protective Service 

14,278 

FPS 

Senior Law Enforcement Liaison 

8,862 

FPS 

Assistant Director, FPS Operations 

6,000 

FPS 

Assistant Director, Northeast Regional Field Operations 

6,000 

FPS 

Assistant Director, Washington Metro Field Operations 

6,000 

IP 

Director, Sector Specific Agency Executive Management 
Office 

8,145 

IP 

Principal Deputy Assistant Secretary for Infrastructure 
Protection 

17,461 

IP 

Director, Partnership and Outreach Division 

8,785 

IP 

Deputy Assistant Secretary for Infrastructure Protection 

17,083 

ous 

Director, Budget, Finance and Acquisition 

14,156 

ous 

Director, Professional Development 

8,986 

ous 

Director, Resource Administration 

16,173 

ous 

Senior Counselor to the Under Secretary 

8,954 

RMA 

Director, Risk Management and Analysis 

8,970 

US-VISIT 

Deputy Director, US-VISIT Program 

16,135 

US-VISIT 

Director, US-VISIT Program 

8,920 


Question: Please list by office and pay grade level the number of NPPD non-SES employees 
who received a bonus or quality step increase (qsi) in 2010, the total bonus/qsi expenditures for 
the particular office and pay grade, and the total number of employees in the office and pay 
grade. 

ANSWER: Please see the table below. 


38 





87 



39 









































































































88 




rfi 




ous 

3 

1 


$1,300 

1 


4 

1 

mmmmm 

HHHHI 

SI HI 

OUS 

5 

2 


$914 


ous 

7 

1 

HHHHI 

■ ■ 

hhhhhi 

ous 

9 

6 

3 
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45 

30 

$76,316 

2 

ous 

14 

34 

22 



ous 

15 

33 

24 

$104,322 

2 
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iso -sr 

1 
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RMA 

9 


1 



RMA 

11 


3 



RMA 

12 


5 

$10,200 


RMA 

13 


13 



RMA 

14 


5 



RMA 

15 


7 

$24,684 

1 

r BB “™ i 
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US-ViSIT 

3 



$750 

. 

US-ViSIT 

4 

1 



hhhhh 

US-VISIT 

5 

6 

9 

$5,892 


US-VISIT 

7 

20 

1 

$1,200 


US-VISIT 

8 

2 

21 

$20,631 


US-VISIT 

9 

27 

38 

MK3EU 


US-VISIT 

11 

46 

32 

$44,150 


US-ViSIT 

12 

38 

49 

$80,538 


US-VISIT 

13 

50 

69 

$121,640 

1 

US-VISIT 

14 

77 

100 

$228,352 


US-VISIT 

15 

47 

76 

$185,285 

2 


mo*! 

■■■MO 




RMA was dissolved on 3/31/12, staff was transferred to Policy and other NPPD offices, 


Unobiigated Balances 

Question: Please provide unobligated balances within NPPD, by appropriation account, and 
when you anticipate that they will be expended. 

ANSWER: Please see the table below. 
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M*l‘l) Unobligated Balances 


\v 



1 Account 70 12 0566: ! 

Directorate Administration 

$13,338 

Obligate 99.8% by 9/30/2012 

A/S Cyber Security & 
Communications 

$195 

Obligate 99.8% by 9/30/2012 

A/S Infrastructure Protection 

$4,394 

Obligate 99.8% by 9/30/2012 

Subtotal 

$17,927 


■ ■ ! ! f - 1 ■! 

Account 70 12 0565: ] 

Infrastructure Analysis and 

Planninq 

$48,219 

Obligate 99.8% by 9/30/2012 

Sector Management and 
Governance 

$44,060 

Obligate 99.8% by 9/30/2012 

Reqional Field Operations 

$31,548 

Obliqate 99.8% by 9/30/2012 

Infrastructure Security Compliance 

$53,661 

Obligate 99.8% by.9/30/2012 

Cyber Security Coordination 

$3,339 

Obligate 99.8% by 9/30/2012 

US-CERT Operations 

$62,759 

Obligate 99.8% by 9/30/2012 

Federal Network Security 

$30,059 

Obligate 99.8% by 9/30/2012 

Network Security Deployment 

$21,976 

Obligate 99.8% by 9/30/2012 

Critical Infrastructure Cyber 
Protection & Awareness 

$25,861 

Obligate 99.8% by 9/30/2012 

Global Cyber Security 

Management 

$18,481 

Obligate 99.8% by 9/30/2012 

Business Operations 

$8,095 

Obliqate 99.8% by 9/30/2012 

Priority Telecommunications 

Service 

$32,820 

Obliqate 99.8% by 9/30/2012 

Next Generation Networks 

$17,706 

Obligate 99.8% by 9/30/2012 

Programs to Study & Enhance 
Telecommunications 

$6,807 

Obligate 99.8% by 9/30/2012 

Critical Infrastructure Protection 

$4,913 

Obligate 99.8% by 9/30/2012 

Office of Emergency 
Communications 

$36,609 

Obligate 99.8% by 9/30/2012 

Subtotal 

$446,913 


1 Account 70 12/13 0565: 

Infrastructure Security Compliance 

$19,155 

Obligate 90% by 9/30/2012, remaining 9.5% 
by 12/31/2012 

Network Security Deployment 

$110,838 

Obligate 90% by 9/30/2012, remaining 9.5% 
by 12/31/2012 

Subtotal 

$129,993 
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Account 70 11/12 0565: 

Identification and Analysis 

$343 

Obligate $250K by 9/30/2012, remaining 
balance for contingencies 

Coordination and Information 
Sharing 

$1,491 

Obliqate by 9/30/2012 

Risk Reduction (Mitigation 
Programs) 

$12,448 

Obligate by 9/30/2012 

US-CERT 

$36 

Remaining small balance for contingencies 

Strategic Initiatives 

$25 

Remaininq small balance for contingencies 

Outreach and Proqrams 

$112 

Remaining small balance for contingencies 

Priority Telecommunications 
Services 

$2 

Remaining small balance for contingencies 

Programs to Study and Enhance 
Telecommunications 

$65 

Remaining small balance for contingencies 

Critical Infrastructure Protection 
Programs 

$172 

Remaininq small balance for contingencies 

Next Generation Networks 

$67 

Remaininq small balance for contingencies 

Office of Emergency 
Communications 

$1,658 

Obligate by 9/30/2012 

Subtotal 

$16,420 


Account 70 X 0565: 



Office of Emergency 
Communications 

$1,607 

Obligate by 9/30/2014 
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Account 70X0521: 

US-V1SIT 

$4,150 

Obligate by 9/30/2012 

Account 70 12 0521; 



Obligate bv 9/30/2012 


US-VISIT 


Obligate by 9/30/2012 


Account 70 X 0542: 

Baste security 

$90,520 

Obligate by 9/30/2012 

Buiidinq-specific security 

$69,414 

Obligate by 9/30/2012 

Reimbursable Security Fees 
(contract guard services) 

$87,664 

Obligate by 9/30/2012 

Subtotal 

$247,598 


GRAND TOTAL 

$938,416 



Travel 


Question: Please provide for the record a table that shows all funds expended by NPPD political 
employees for travel in 201 1 . Include name of individual traveling, purpose of travel, location(s) 
visited, and total cost. 

ANSWER: Please see the table below. 

NPPD Travel - Political Employees 


Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

BE LAN D, 
MICHAEL 

INFORMATIONAL MTG 

10/11/2010 

10/13/2010 

CHICAGO, It 

$925.65 

BELAND, 

MICHAEL 

OTHER 

12/4/2010 

12/8/2010 

SAN DIEGO, CA 

$1,464.35 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

BELAND, 

MICHAEL 

OTHER 

11/29/2010 

11/30/2010 

CHICAGO, IL 

$737.17 

BELAND, 

MICHAEL 

CONFERENCE 

3/22/2011 

3/24/2011 

BOSTON, MA 

$756.17 

BELAND, 

MICHAEL 

SITE VISIT 

5/10/2011 

5/10/2011 

HAMILTON, NJ 

$292.27 

BELAND, 

MICHAEL 

CONFERENCE 

8/24/2011 

8/27/2011 

CONCORD, NH 

$701.91 

BELAND, 

MICHAEL 

SPEECH/PRESENTATION 

9/26/2011 

9/27/2011 

CHICAGO, IL 

$559.78 

Total, Michael 

Beland 

$5,437.30 


MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

10/3/2010 

10/6/2010 

SAN FRANCISCO, CA 

$1,525.54 

MCCONNELL, 

BRUCE 

CONFERENCE 

10/24/2010 

10/25/2010 

WILLIAMSBURG, VA 

$520.25 

MCCONNELL, 

BRUCE 

INVITATIONAL TRAVEL 

10/28/2010 

10/28/2010 

HARTFORD, CT 

$1,182.98 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

11/21/2010 

11/22/2010 

BOSTON, MA 

$441.17 

MCCONNELL, 

BRUCE 

INFORMATIONAL MTG 

12/16/2010 

12/16/2010 

NEW YORK, NY 

$39.27 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

2/15/2011 

2/17/2011 

SAN FRANCISCO, CA 

$1,152.17 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

2/6/2011 

2/9/2011 

LOS ANGELES, CA 

$886.77 

MCCONNELL, 

BRUCE 

FOREIGN TRAVEL 

1/9/2011 

1/14/2011 

BRUSSELS, FC 

$2,868.06 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

MCCONNELL, 

BRUCE 

FOREIGN TRAVEL 

5/10/2011 

5/14/2011 

NEW DELHI, FC 

$6,235.77 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

3/22/2011 

3/22/2011 

ATLANTA, GA 

$34.26 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

4/20/2011 

4/21/2011 

DENVER, CO 

$9.34 

MCCONNELL, 

BRUCE 

CONFERENCE 

4/25/2011 

4/25/2011 

SAN FRANCISCO, CA 

$514.22 

MCCONNELL, 

BRUCE 

FOREIGN TRAVEL 

5/24/2011 

5/28/2011 

NEW DELHI, FC 

$1,574.24 

MCCONNELL, 

BRUCE 

FOREIGN TRAVEL 

7/16/2011 

7/21/2011 

DEHLI, FC 

$7,777.10 

MCCONNELL, 

BRUCE 

CONFERENCE 

8/2/2011 

8/3/2011 

LAS VEGAS, NV 

$1,348.08 

MCCONNELL, 

BRUCE 

CONFERENCE 

9/7/2011 

9/7/2011 

CHICAGO, IL 

$633.27 

MCCONNELL, 

BRUCE 

SPEECH/PRESENTATION 

9/28/2011 

9/28/2011 

DALLAS, TX 

$751.93 

Total, Bruce 

McConnell 

$27,494.42 


BEERS, ROBERT 

CONFERENCE 

10/7/2010 

10/8/2010 

KNOXVILLE, TN 

$10.03 

BEERS, ROBERT 

FOREIGN TRAVEL 

10/5/2010 

10/9/2010 

DUBAI, FC 

$35.59 

BEERS, RAND 

FOREIGN TRAVEL 

11/29/2010 

11/29/2010 

MEXICO CITY, D.F., FC 

$1,583.65 

BEERS, RAND 

FOREIGN TRAVEL 

12/5/2010 

12/7/2010 

ANKARA, FC 

$7,823.07 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

BEERS, RAND 

OTHER 

12/10/2010 

12/11/2010 

EMMITSBURG, MD 

$141.01 

BEERS, RAND 

FOREIGN TRAVEL 

1/25/2011 

1/28/2011 

DOHA, FC 

$5,860.67 

BEERS, RAND 

FOREIGN TRAVEL 

3/7/2011 

3/11/2011 

ABU DHABI, FC 

$15,280.97 

BEERS, RAND 

FOREIGN TRAVEL 

6/20/2011 

6/23/2011 

PARIS, FC; 
AMSTERDAM, FC; 

THE HAGUE, FC; 
ROTTERDAM, FC; 
BRUSSELS, FC 

$8,522.97 

BEERS, RAND 

FOREIGN TRAVEL 

9/12/2011 

9/12/2011 

MONTREAL, FC 

$1,685.77 

Total, Rand Beers 

$40,943.73 


DURKOVICH, 

CAITLIN 

CONFERENCE 

10/7/2010 

10/8/2010 

KNOXVILLE, TN 

$1,389.32 

DURKOVICH, 

CAITLIN 

CONFERENCE 

11/29/2010 

11/30/2010 

CHARLESTON, SC 

$2,156.67 

DURKOVICH, 

CAITLIN 

FOREIGN TRAVEL 

6/5/2011 

6/11/2011 

BUDAPEST, FC 

$5,148.80 

DURKOVICH, 

CAITLIN 

INFORMATIONAL MTG 

8/25/2011 

8/25/2011 

KANSAS CITY, MO 

$560.42 

Total, Caitlin 

Durkovich 

$9,255.21 


REITINGER, 






PHILIP 

| CONFERENCE 

10/4/2010 

10/6/2010 

SAN FRANSICO, CA 

$1,831.85 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

REITINGER, 

PHILIP 

CONFERENCE 

2/15/2011 

2/17/2011 

SAN FRANCISCO, CA 

$3,183.83 

REITINGER, 

PHILIP 

CONFERENCE 

3/28/2011 

3/29/2011 

FARMINGTON, PA 

$240.33 

REITINGER, 

PHILIP 

SPEECH/PRESENTATION 

5/12/2011 

5/13/2011 

DALLAS, TX 

$1,199.17 

Total, Philip 

Reitinger 

$6,455.18 


SCHAFFER, 

GREGORY 

SPEECH/PRESENTATION 

10/18/2010 

10/20/2010 

TALLAHASSEE, FL 

$976.55 

SCHAFFER, 

GREGORY 

CONFERENCE 

12/5/2010 

12/6/2010 

ATLANTA, GA 

$792.67 

SCHAFFER, 

GREGORY 

INFORMATIONAL MTG 

11/30/2010 

12/2/2010 

BOULDER, CO 

$1,633.17 

SCHAFFER, 

GREGORY 

TRAINING 

ATTENDANCE 

2/3/2011 

2/4/2011 

EMMITSBURG, MD 

$277.69 

SCHAFFER, 

GREGORY 

CONFERENCE 

2/14/2011 

2/18/2011 

SAN FRANCISCO, CA 

$1,253.77 

SCHAFFER, 

GREGORY 

FOREIGN TRAVEL 

2/22/2011 

2/26/2011 

MOSCOW, FC 

$3,647.97 

SCHAFFER, 

GREGORY 

SPEECH/PRESENTATION 

4/8/2011 

4/9/2011 

SAN ANTONIO, TX 

$9.34 

SCHAFFER, 

GREGORY 

CONFERENCE 

5/8/2011 

5/11/2011 

ATLANTA, GA 

$1,317.17 

SCHAFFER, 

GREGORY 

CONFERENCE 

4/14/2011 

4/14/2011 

CHICAGO, IL 

$424.67 

SCHAFFER, 

GREGORY 

INFORMATIONAL MTG 

5/25/2011 

5/27/2011 

LOS ANGELES, CA 

$773.57 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

SCHAFFER, 

GREGORY 

CONFERENCE 

8/8/2011 

8/11/2011 

NASHVILLE, TN 

$1,010.38 

SCHAFFER, 

GREGORY 

SPEECH/PRESENTATION 

9/19/2011 

9/21/2011 

DOVER, DE 

$837.42 

SCHAFFER, 

GREGORY 

SITE VISIT 

9/28/2011 

9/30/2011 

IDAHO FALLS, ID 

$1,871.07 

Total, Gregory 

Schaffer 

$14,825.44 


KEIL, TODD 

INFORMATIONAL MTG 

10/5/2010 

10/11/2010 

DALLAS, TX 

$2,344.05 

KEIL, TODD 

CONFERENCE 

10/13/2010 

10/17/2010 

DALLAS, TX 

$1,452.64 

KEIL, TODD 

SPEECH/PRESENTATION 

12/4/2010 

12/8/2010 

SAN DIEGO, CA 

$1,818.57 

KEIL, TODD 

CONFERENCE 

11/12/2010 

11/14/2010 

NEW YORK, NY 

$1,327.25 

KEIL, TODD 

OTHER 

1/21/2011 

1/27/2011 

CHICAGO, IL 

$1,673.87 

KEIL, TODD 

SITE VISIT 

2/2/2011 

2/10/2011 

MINNEAPOLIS, MN 

$1,441.57 

KEIL, TODD 

CONFERENCE 

2/25/2011 

3/2/2011 

HOUSTON, TX 

$1,848.87 

KEIL, TODD 

SITE VISIT 

4/3/2011 

4/5/2011 

NEW YORK CITY, NY 

$1,083.27 

KEIL, TODD 

CONFERENCE 

4/11/2011 

4/12/2011 

PHILADELPHIA, PA 

$34.26 

KEIL, TODD 

SPEECH/PRESENTATION 

4/29/2011 

4/30/2011 

ELIZABETH, NJ 

$575.27 
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Traveler 

Purpose 

Begin Date 

End Date 

Destination 

Total Cost 

KEIL, TODD 

OTHER 

3/27/2011 

3/28/2011 

LOS ANGELES, CA 

$886.17 

KEIL, TODD 

SPEECH/PRESENTATION 

4/17/2011 

4/20/2011 

SEATTLE, WA 

$1,401.87 

KEIL, TODD 

SITE VISIT 

5/3/2011 

5/4/2011 

MILWAUKEE, Wl 

$692.67 

KEIL, TODD 

OTHER 

5/4/2011 

5/6/2011 

SAN DIEGO, CA 

$866.57 

KEIL, TODD 

CONFERENCE 

6/8/2011 

6/10/2011 

CHICAGO, IL 

$908.17 

KEIL, TODD 

CONFERENCE 

6/20/2011 

6/24/2011 

LAS VEGAS, NV 

$1,978.07 

KEIL, TODD 

CONFERENCE 

7/5/2011 

7/7/2011 

BOSTON, MA 

$932.17 

KEIL, TODD 

CONFERENCE 

8/23/2011 

8/25/2011 

NEW YORK CITY, NY 

$1,078.27 

KEIL, TODD 

INFORMATIONAL MTG 

8/31/2011 

9/1/2011 

OTTAWA, FC 

$1,524.77 

KEIL, TODD 

CONFERENCE 

9/20/2011 

9/22/2011 

ORLANDO, FL 

$842.67 

Total, Todd Keil 

$24,711.02 


NPPD Field Offices 


Question: Provide for the record a list of NPPD office locations as of September 30, 2011. 
Does NPPD plan to add any offices in 201 1 or 2012? 

ANSWER: Attachment A contains a list of office locations as of September 30, 2011. NPPD 
plans to add one office (Philadelphia, PA) in FY 2012 that is highlighted in red. 


49 



98 


QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE David Price 

Under Secretary Rand Beers 
National Protection and Programs Directorate (NPPD) 

Committee on Appropriations 
Subcommittee on Homeland Security 
FY 2013 Budget Request - NPPD 
March 1,2012 


Cyber Security Capability Improvements: 

Question: The 2013 budget requests $202 million for new cyber security capability 
improvements and the ability to transfer these funds to other Federal agencies. The justification 
explains that funding will be allocated to the highest priority cyber security vulnerabilities, based 
on quarterly Federal Information Security Management reporting, onsite assessments made 
during fiscal years 2011 and 2012, and US-CERT threat information. Under Secretary Beers, 
based on the information you have already been collecting, which agencies have the most 
significant vulnerabilities and capabilities most at risk? And what steps, if any, have you already 
taken to address those vulnerabilities? 

ANSWER: As evidenced in the Office of Management and Budget (OMB) FY 201 1 Federal 
Information Security Management Act (FISMA) report to Congress, the Department of 
Homeland Security (DHS) has made tremendous strides in improving agency cybersecurity 
defenses; however, more work remains. DHS has driven numerous improvements through a 
variety of activities, including: 

1 . Defining outcome-focused metrics and assessing agencies against those metrics to 
baseline their cybersecurity posture and measure ongoing improvements. 

2. Conducting CyberStat reviews of agencies, in partnership with OMB and the National 
Security Staff (NSS), and assisting them in addressing barriers to making progress more 
quickly. These activities have driven better accountability, focus, and ideas for 
eliminating barriers and improving defenses. 

3. Providing mechanisms such as technical reference architectures and blanket purchase 
agreements that assist agencies in overcoming technical and funding barriers. 

4. Providing detailed scorecards to agencies through the President's Management Council, 
highlighting their performance in key cybersecurity priority areas and targets to be 
achieved within upcoming fiscal years. 

5. Chartering and supporting technical Tiger Teams to improve agency performance in 
specific capability areas. 
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Following the OMB submission of the FISMA report to Congress, DHS reviews the agencies’ 
FISMA and Inspector General Reports. DHS then schedules CyberStat Reviews with some 
Departments. The CyberStat Review session allows participants to reach a consensus for 
corrective actions required by the selected Department that are designed to improve overall 
performance at the agency level. This activity is a combined review and planning effort 
involving OMB, NSS, and DHS to improve the security posture and resiliency of the selected 
Departments. This year, DHS has conducted seven CyberStat Reviews with the following 
Departments: United States Agency for International Development, Small Business 
Administration, U.S. Department of Agriculture, Office of Personnel Management, Department 
of Transportation, Department of Labor, and Department of Interior. 

Question: Recognizing that the cyber network is only as strong as the weakest link, why should 
we appropriate these funds to NPPD instead of providing them directly to the other Federal 
agencies, and include statutory language limiting the use of these funds only to correct their 
cyber security vulnerabilities and weaknesses in their networks? What are the pros and cons of 
your proposal compared to what I have just outlined? 

ANSWER: The purpose behind the Cybersecurity Capability Improvements funding request is 
to enable DHS to monitor, diagnose, and warn each agency about its specific cybersecurity 
vulnerabilities and weaknesses. Increasing, rapidly evolving threats to Federal networks need a 
faster, more focused response. DHS proposes to deploy proven continuous diagnostics 
technology, in use since 2003, which finds and permits network operators the ability to fix their 
worst cyber problems every three days. This approach automates what is now done manually 
once every three years. The DHS cyber diagnostic strategy will provide government-wide 
timely, targeted, and prioritized visibility into security issues so that agencies can fix their worst 
problems first. This substitution of capital for labor increases return on investment and 
cybersecurity results. Based on prior experience at the Department of State, continuous 
diagnostics trends, incidents reported to DHS’s United States Computer Emergency Readiness 
Team (US-CERT), and EINSTEIN data, when cross-correlated, will increase the capacity of 
DHS and each agency to reduce known risks. DHS will be able to inform agencies about what 
security measures need priority attention with a government-wide view toward risk, allowing for 
the most efficient local repairs. 

While providing these funds directly to other Federal agencies and requiring them to use the 
resources only to correct their cybersecurity vulnerabilities and weaknesses will ensure that the 
funds are not used for other competing information technology programs and projects, there is no 
way to ensure that the funds will be spent in a risk-based prioritized manner. Without a robust 
continuous diagnostics capability, agencies currently are not in a position to reduce known risks 
through the most efficient local repairs. The Department's proposed initiative will give the 
agencies the information they need to most effectively apply the funds that Congress does 
appropriate to them for the purpose of correcting their cybersecurity vulnerabilities and 
weaknesses. A uniform and interoperable approach to continuous diagnostics is critical if the 
Federal Government is going to truly understand government-wide and agency-specific 
cybersecurity posture. Funding the development of this capability through each agency risks the 
Government’s ability to achieve this uniformity and interoperability. In addition, it may risk the 
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timeliness of capability deployment and the ability of the Federal Government to obtain the most 
benefit for taxpayer dollars through bulk purchases, which will enable discounted purchasing. 

EINSTEIN 3 


Question: The Committee understands that completion of EINSTEIN 3, which will enhance the 
capabilities of the existing system, is rumored to be delayed as much as up to a full year. Can 
you explain the reason for the delay? How does this delay impact the capabilities of US-CERT 
and the entire DHS cyber security function? 

ANSWER: NPPD’s National Cybersecurity Protection System Program Management Office 
(PMO) is projecting initial operational capability in late August 2012, which is only 45 days later 
than its original schedule estimate. The PMO completed a 90-day design phase in Fall 2010 
through which essential data from the Internet Service Providers (ISPs) and the National Security 
Agency (NSA) was provided to DHS to better mitigate potential schedule and costs risks 
associated with the development and deployment of EINSTEIN 3. Based on the design phase, 
DHS entered into a sensor development Interagency Agreement (IAA) with NSA in February 
2011 and traffic aggregation development contracts with the ISPs in the 4 th quarter of FY 2011. 
Since the award of these contracts, the program has faced two slips that total 45 days. The first 
was a delay of 30 days in awarding contracts for commercial-off-the-shelf software, which was 
delayed primarily due to the unavailability of funds during the FY 201 1 Continuing Resolution. 
The second was a 15-day delay in finalizing system design. 

Since the above changes to the program schedule were made, DHS has initiated a new 
EINSTEIN 3 implementation plan in recent weeks to accelerate the delivery of intrusion 
prevention services to the .gov utilizing a Manages Security Services (MSS) service acquisition 
and delivery model. In this model, DHS will forgo the implementation of the NSA intrusion 
prevention system (IPS) sensor technology and acquire IPS as a service from the ISPs. This 
program change to the sensor technology will not change the requirements for the delivery of 
.gov traffic aggregation and segregation services nor the requirement to deliver a Top Secret - 
Sensitive Compartmented Information (TS/SCI) Mission Operating Environment (MOE). 
Collectively, the new program activities for the delivery of intrusion prevention capabilities are 
known as EINSTEIN 3 Accelerated (E 3 A). 

While the EINSTEIN 3 deployment will augment significantly the Department's ability to 
protect the .gov networks. US-CERT still is able to execute other critical mission requirements 
with tools currently deployed, such as EINSTEIN 1, EINSTEIN 2. and other analytics and 
information sharing tools. 

Question: The second large cyber security increase is $1 16.9 million for EINSTEIN 3 
(intrusion detection) and EINSTEIN 2.2 deployments (automated machine-to-machine 
interfaces). Of note, in the testimony we received, on page 9 Assistant Secretary Beers says 
about the EINSTEIN program: “The program will evolve its service offerings by migrating to a 
Managed Security Service (MSS) approach for intrusion-prevention services. The evolution of 
this service will be based on the convergence of a number of existing and near-term intrusion- 
prevention-services-related initiatives that include EINSTEIN 3 and the Joint Cybersecurity 
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Services Pilot (previously known as the DIB pilot). These efforts will ensure that Federal 
cybersecurity capabilities are efficiently keeping pace with cutting-edge technologies and 
adapting to emerging threats. Under the MSS solution, each internet service provider will 
provide its own intrusion-prevention services that will conform to certain security, assurance, 
and communication requirements provided by DHS.” This description appears to be different 
than how I was last briefed on EINSTEIN 3. How has the program evolved over the past year? 

ANSWER: The fundamental requirements of EINSTEIN 3 have not changed over the past year; 
the mechanism for how the capabilities will be provided is what has evolved. The Program’s 
EINSTEIN 3 strategy has been to deploy an initial set of intrusion prevention capabilities based 
on existing government-furnished equipment (GFE) sensor technology from NSA, and 
eventually to leverage commercial service offerings for that sensor technology and retire the 
GFE at the appropriate time. At OMB’s direction, DHS conducted an Analysis of Alternatives 
(AoA) to assess the cost-effectiveness of a Managed Security Services (MSS) solution, and the 
AoA concluded that an MSS-based approach provides a more viable long-term solution. Fiscal 
Year 201 3 is the timeframe in which DHS planned to begin transition from GFE to MSS. 

Since the above changes to the program schedule were made, DHS has initiated a new 
EINSTEIN 3 implementation plan in recent weeks to accelerate the delivery of intrusion 
prevention services to the .gov utilizing a Manages Security Services (MSS) service acquisition 
and delivery model. In this model, DHS will forgo the implementation of the NSA intrusion 
prevention system (IPS) sensor technology and acquire IPS as a service from the ISPs. This 
program change to the sensor technology will not change the requirements for the delivery of 
.gov traffic aggregation and segregation services or the requirement to deliver a Top Secret - 
Sensitive Compartmented Information (TS/SCI) Mission Operating Environment (MOE). 
Collectively, the new program activities for the delivery of intrusion prevention capabilities are 
known as EINSTEIN 3 Accelerated (E 3 A). 

EINSTEIN 2 


Question: While DHS funds EINSTEIN 2 (network intrusion detection) for 19 federal agencies, 
the agencies themselves have to do the engineering for their systems to accept this technology. 

So some federal agencies are very slow in transitioning their networks. For example, I think 
Commerce is at 8 percent. Which agencies are transitioning onto EINSTEIN 2 quickly and who 
is lagging behind? What are the reasons for those that are delinquent? 

ANSWER: The FY 201 1 Report to Congress on the implementation of FISMA covers agency 
progress through the end of 201 1. 

There are currently 18 Trusted Internet Connection Access Providers (TICAP). The Office of 
the Director of National Intelligence, originally designated as a TICAP, is being removed from 
the TICAP list because it has moved to the Department of Defense’s .mil network and is, 
therefore, no longer required to comply with the OMB Trusted Internet Connections (TIC) 
requirement. As of March 23, 2012, EINSTEIN 2 is deployed and operational at 16 of 1 8 
TICAPs. The two remaining TICAP agencies are the Department of Justice (DOJ) and the 
Department of Health and Human Services (HHS). The delay in the transition to EINSTEIN 2 
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for these two agencies is not due to their need to engineer their systems to accept this 
technology. Rather. DOJ and HHS have very specific legal, privacy, and civil liberties 
considerations that must be accounted for in their respective Memoranda of Agreement (MOA) 
due to the sensitive nature of the information that transits their networks. DHS is working 
closely with both of these agencies and expects that EINSTEIN 2 will be fully deployed and 
operational at all 18 TICAPs by the end of Calendar Year 2012. 

All remaining agencies are required to participate in EINSTEIN 2 through one of four Managed 
Trusted Internet Protocol Service (MTIPS) providers. As of March 23, 2012, EINSTEIN 2 is 
operational at all four MTIPs providers and is deployed at 29 MTIPs customer agencies. An 
additional 25 agencies have signed (MOAs) and are awaiting MTIPS service. Agencies may 
have both MTIPS and TICAP connections, but are counted only once. 

Early in the TIC/EINSTEIN programs, agencies frequently cited concerns about data handling, 
privacy impact, and agency-specific statutes as reasons why they could not participate in the 
TIC/EINSTEIN program. As agencies have experienced sophisticated cyber intrusions and 
gained an understanding of how the EINSTEIN program works, more agencies are now 
interested in participating in TIC/EINSTEIN. 

Now, agencies most frequently identify lack of resources as the reason for lagging. Lack of 
resources is especially acute in small and micro-agencies. DHS funds the EINSTEIN portion of 
TIC and MTIPS, but DHS does not fund the full suite of managed security services that are 
required as part of MTIPS. The MTIPS Internet service, including the managed security 
services, is more expensive than a basic Internet circuit. 

Organizational Change 

Question: Over the past year, the Committee has been aware of significant organizational, 
staffing and leadership changes at NPPD Directorate. There is concern that this persistent 
organizational change is slowing progress toward implementing programs and potentially 
preventing it from succeeding in its mission. What can be done to create greater organizational 
stability at Office of Cybersecurity & Communications as it is the front-line agency in the 
defense against persistent cyber attacks to federal and private systems and infrastructure? 

ANSWER: Due to the growing interdependence between physical and cyber infrastructure, the 
Department is examining ways to better align cyber security and physical infrastructure 
protection and resilience efforts. It is our belief that when we are done, NPPD will be better 
positioned to protect the Nation’s infrastructure - both cyber and physical - in a more 
comprehensive manner, and the need for continued organizational change will diminish. 
Additionally, we are in the process of filling a number of the vacant leadership positions within 
the Office of Cybersecurity & Communications with top-notch professionals. 

Cyber Security Intrusions 

Question: We continue to see a growing number of serious intrusions and attacks on our cyber 
networks, both on federal and private sector networks. In fact, cybercrimes are almost a 
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“common occurrence” now. Cyber attacks generally refer to criminal activity conducted via the 
Internet. These attacks can include stealing an organization’s intellectual property, confiscating 
online bank accounts, creating and distributing viruses on other computers, posting confidential 
business information on the Internet and disrupting a country’s critical national infrastructure. 
Recent well-publicized cyber attacks include hacks at several Federal agencies include Justice, 
Commerce and Census in the last 30 days alone. In the private sector, last summer hackers 
breached data in over 100 million Sony music and gaming accounts, shutting down these 
systems for days. We have seen recent breaches at Epsilon, Citibank, Boeing, and Google. And 
we have seen attacks from “authenticated users” at Lockheed Martin and RSA, which are 
particularly problematic because they are much more difficult to detect and stop intrusion since it 
appears to be a legitimate user that is accessing areas that they typically do not need to be in. Do 
you concur that cyber attacks are becoming much more commonplace? 

ANSWER: The frequency and sophistication of intrusions into critical infrastructure is likely on 
the rise. However, the actual number of intrusions into networks across the country each year is 
unknown because many of these breaches likely go unreported. 

Question: While 1 know you work closely with other Federal agencies to secure their systems 
and that NPPD was brought into the Justice Department attack as it was ongoing, what about for 
the Commerce and Census attacks? Please talk not only about the attacks but also what efforts 
you have underway with both of those agencies to secure their networks going forward. 

ANSWER: In December 2011, DHS worked with the Department of Commerce (DOC) to 
coordinate an effective interagency response. DHS provided tactical mitigation 
recommendations in response to a DHS-identified infection. In addition, the Federal Network 
Security branch within NPPD's National Cyber Security Division (NCSD) provided enterprise- 
level mitigation recommendations to address DOC’s broader cybersecurity posture issues. US- 
CERT currently has a full-time representative onsite at DOC to provide continuing support. 

Question: Typically NPPD is not always notified of cyber attacks in the private sector. How 
often does the private sector make you aware of these intrusions, particularly when the private 
sector may not want to make others aware of the hacking or vulnerabilities of their networks? 
What can you do to encourage the private sector to inform you of these attacks? 

ANSWER: The size and diversity of the private sector makes generalizations difficult and 
private sector responsiveness varies. Issues that may inhibit private sector reporting include 
concerns about exposure of proprietary data; fear of prosecution or regulatory action; and fear of 
negative publicity. As outlined above, DHS works actively to promote public-private sector 
collaboration and DHS leverages the Protected Critical Infrastructure Information Program to 
enhance the security of sensitive private sector information. 

The encouragement of private sector reporting of these attacks depends on a trusted collaborative 
relationship between DHS and the critical infrastructure and key resource (CIKR) entities. 

Private sector entities need to feel comfortable with reporting these incidents to DHS and that 
comfort comes from several factors, including that DHS has the expertise necessary to remediate 
the problem and that DHS will respond in a timely manner. NCSD’s Critical Infrastructure 
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Cyber Protection & Awareness branch has seen steady growth in industry seeking DHS’s help. 
We have seen demand rise for all of otir activities, including cybersecurity evaluations, requests 
for and participation in cyber exercises, control systems cybersecurity training, incident response 
and site assessments for control systems, information-sharing agreements, and other activities. 

DHS has worked hard to build and maintain these trusted relationships with the private sector 
over a number of years, and continues to work closely with CIKR entities to establish and 
improve these levels of trust. 

Wireless Network Management and Security 

Question: Last summer the Defense Information Systems Agency (DISA) announced that it 
planned to centrally manage and monitor the 1 million cell phones and other mobile gadgets 
DoD personnel use. At that time, Defense did not have a central cell phone services contract: the 
Pentagon, military services, and even individual commands negotiate separate contracts. This 
new structure would allow for there to be a centrally-managed contract for these services across 
the entire Defense Department; but many say the real payoff will be DoD’s ability to better 
protect against intrusions into their network through wireless devices - a real vulnerability I'm 
sure you would all agree. 

Since DHS has responsibility for securing internet connections for all non-military government 
agencies, is there a similar sort of effort in the works for DHS to, likewise, centrally manage 
contracts and security for wireless devices across the non-military government? Have there been 
discussions of the merit of this proposition, and could you share any advantages or disadvantages 
to this approach? 

ANSWER: Under the Clinger-Cohen Act and FISMA, each individual agency Chief 
Information Officer or “Head of Agency” is responsible for securing an agency’s IT 
infrastructure. The Department of Defense (DOD) has designated a central Chief Information 
Officer over all DOD components, including the Defense Information Systems Agency. 

DHS does not have the authority to centrally manage contracts for non-DHS agencies. Instead, 
DHS works with volunteer experts from all agencies, including the National Institute of 
Standards and Technology, the General Services Administration, and DOD, to identify the 
agencies with the best practices, develop common technical reference architectures, and identify 
areas needing additional research on new security measures. Previously, NPPD/NCSD worked 
with civilian agencies and industry experts to develop technical reference architectures for TICs, 
telework remote access, wireless local area networks, and e-mail gateways. NCSD currently is 
working with approximately 30 civilian agencies on a technical reference architecture for mobile 
security for tablets and smart phones. Each civilian agency will be able to include this 
architecture in its procurement activity. Recognizing the federated nature of civilian agencies 
and government procurement regulations, the common technical reference architecture is not 
intended to be a centrally managed cellular phone services contract. 
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Infrastructure Securin' Compliance Division flCSD) 

Question: Last fall NPPD conducted an internal review of the Infrastructure Security 
Compliance Division (ISCD), which is responsible for infrastructure protection, chemical 
facilities (CFATS) security, and the regulation of the sale or transfer of ammonium nitrate (AN), 
to name a few. This review was quite scathing. It discussed various challenges ISCD has 
encountered as it implements the CFATS and AN programs. These challenges include problems 
hiring, training, and managing staff; delays developing, implementing, and managing the CFATS 
and AN inspection processes; complications defining and articulating program mission and 
goals; and difficulties developing, managing, and overseeing internal processes to minimize the 
risk of waste, fraud, abuse, and mismanagement. The Subcommittee has asked GAO to review 
the report to make sure problems were limited to ICSD and not broader within NPPD. Many of 
the problems identified within ISCD are related to the hiring and development of staff to 
implement CFATS, including conducting inspections and the lack of policies and procedures to 
guide staff efforts to do their jobs. Why are these a challenge and to what extent do the staffing 
challenges and lack of program guidance identified by ISCD impede progress implementing the 
CFATS and Ammonium Nitrate programs? 

ANSWER: Staffing challenges and lack of clear policy and guidance in certain areas have had 
some impact on past Site Security Plan (SSP) reviews. ISCD has established an interim SSP 
review process that includes the development, refinement, and training in definitions and review 
procedures; a multi-layered review approach that still allows for expeditious review and that 
ensures consistency in application of standards; and a quality assurance procedure for reviewing 
and reporting on the effectiveness, efficiency, and consistency of reviews. ISCD is in the 
process of further refining a long-term review process and will incorporate lessons learned from 
the interim review process. 

Additionally, ISCD stood up a working group in September 2011 to review the current 
processes, procedures, and equipment used by ISCD’s inspectors and to update/develop 
additional materials and tools for the inspectors to accomplish all types of Chemical Facility 
Anti-Terrorism Standards (CFATS) inspections, including authorization inspections that occur 
before approval of an SSP. Based on the work of this group, ISCD plans to finalize updates to 
the internal inspection procedures later in fiscal year (FY) 2012. 

The Ammonium Nitrate Security Program has not been affected by these staffing and program 
guidance challenges. 

Question: ISCD’s report implies that some of the hiring, staffing, and procurement are outside 
of ISCD’s control; they could be the result of factors imposed on NPPD by DHS. Mr. Beers, to 
what extent do you believe outside factors, such as problems implementing Directorate-wide 
human capital and procurement procedures, may be impeding ISCD’s ability to resolve their 
problems? 

ANSWER: Since NPPD was delegated Human Capital Authority in December 2009, many of 
the hiring impediments that created staffing challenges have been addressed and streamlined. 
Based on anecdotal evidence, we have seen an increase in customer satisfaction as a result of a 
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Human Capital Office whose sole purpose is to provide human capital services tailored to and 
exclusively for NPPD and its missions. The Human Capital Office is working closely with ISCD 
to understand their requirements and to quickly address their needs. I do not believe that 
procurement procedures are impacting the ability of ISCD to meet their mission requirements. 
NPPD utilizes the Office of Procurement Operations (OPO) for its unclassified contracting and 
the Office of Selective Acquisitions (OSA) for classified contracting and both organizations 
provide services at a very reasonable cost. The procurement challenges identified by ISCD and 
addressed for corrective action include: (1) assessing the appropriate Federal and contractor 
program operations mix utilizing the DHS-wide Balanced Workforce Strategy Analysis Toolkit, 
an effort underway before the report was issued; (2) ensuring appropriate oversight of contractor 
performance by Federal staff through additional training or dedicated staff responsibility; and (3) 
reviewing contractor labor rates and required subject matter expertise to ensure that we are not 
overspending on contractor support requirements. Lastly, ISCD is developing an integrated 
acquisition plan to support its mission, which OPO and OSA will utilize to have a better 
understanding of the comprehensive contracting requirements for the program. 


Question: ISCD has developed an action plan to address many of the problems identified in the 
report. Are you confident that the action items identified will address the root cause of the 
various problems? If so why? If not, why not? 

ANSWER: Yes, NPPD is confident that the action plan will address the root causes of 
challenges. The action plan has been reviewed by NPPD and is briefed weekly to NPPD 
leadership in order to ensure that progress is being made. 

Question: When do you anticipate ISCD will be able to declare success addressing these 
problems and what mechanisms will NPPD use to measure progress? 

ANSWER: NPPD believes that the action plan already has shown measurable progress, 
especially in regard to the action items related to: analyzing staffing needs and realigning the 
organization for success; developing and implementing a plan to improve the SSP review 
process; forming an Inspector Tools Working Group; engaging with industry representatives in 
discussion of their suggested Alternative Security Program templates; and taking a number of 
steps to improve communications within ISCD. 

The action plan is a living document and each item’s progress and milestones are detailed, 
tracked, and updated by ISCD. The action plan administrator receives weekly updates from the 
action item coordinators; in turn, ISCD, IP, and NPPD leadership are briefed on a weekly basis 
on action plan progress and highlights. 

Regulating Ammonium Nitrate 

Question: As part of the Consolidated Appropriations Act of 2008, Congress required DHS to 
regulate the sale and transfer of ammonium nitrate by ammonium nitrate facilities to prevent an 
act of terrorism. NPPD is in charge of this regulation and it has been repeatedly delayed. Why 
has it taken so long for NPPD to regulate the sale and transfer of ammonium nitrate? When do 
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you anticipate a final regulation to be issued and what progress have you made in implementing 
the program thus far? 

ANSWER: The Department has been hard at work developing a comprehensive Ammonium 
Nitrate Security Program regulation based on this statute for several years. This work has 
included consultation with Federal and State security partners with a vested interest in securing 
the sale or transfer of ammonium nitrate, as well as with many private sector stakeholders. In 
addition, the complex composition of the potential regulated community (e.g., farmers, miners, 
etc.) warrants comprehensive evaluation prior to the Department’s promulgation of a final rule. 

The Notice of Proposed Rulemaking for the Ammonium Nitrate Security Program was published 
in the Federal Register on August 3, 2011, and the public was given 120 days to provide 
comment(s) concerning the proposed rule. Additionally, DHS held 12 public meetings during 
the 120-day comment period to brief the public on the proposed rule, listen to their concerns, and 
gather comments provided during those forums. The Department currently is evaluating the 
comments provided by the public, and is determining what responses will be appropriate to 
include in the final rule for the Ammonium Nitrate Security Program. The Department s intends 
to create a final rule that complies with the Secure Handling of Ammonium Nitrate provisions of 
the Homeland Security Act, ensures continued access by the public to ammonium nitrate for 
legitimate purposes, and improves the security of ammonium nitrate with minimal economic 
impacts. 

The Department continues to move forward with the rulemaking process, and expects to develop 
a final rule in a timeframe that ensures that DHS can consider and respond appropriately to the 
concerns raised during the public comment period and enables DHS to comply with applicable 
Federal rulemaking requirements and procedures. The Department must also properly plan, 
develop, and field information technology systems necessary to support the Ammonium Nitrate 
Security Program, which will impact the timeframe for implementation of a final rule. 

Question: What specific barriers does 1SCD face today in implementing the Ammonium Nitrate 
program and what are your plans for overcoming those barriers? 

ANSWER: The Department has not identified any specific barriers that would prevent the 
implementation of the Ammonium Nitrate Security Program, but anticipates that there may be 
some challenges with regard to available resources and a diverse stakeholder group that would be 
affected by the proposed rule. The Department is conducting proper planning to maximize 
efficient use of available funding, and to leverage existing expertise and capabilities within ISCD 
to support Ammonium Nitrate Security Program needs. 

Question: Are the barriers ISCD have encountered implementing the Ammonium Nitrate 
program similar or different than those encountered implementing the CFATS program? 

ANSWER: The Department has not identified any specific barriers that would prevent the 
implementation of the Ammonium Nitrate Security Program. 
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Question: The Subcommittee understands that some in DHS advocate that elements of the 
Ammonium Nitrate program be consolidated within CFATS, particularly with regard to 
inspection staffing and procedures. Do you believe elements of the two programs should be 
consolidated and, if so, why? 

ANSWER: The Ammonium Nitrate Security Program and the CFATS regulation are distinct 
and separate programs, as authorized by separate legislative enactments that impose different 
requirements on DHS and the regulated communities. 

To ensure the effective and efficient use of taxpayer funding, however, the Department may 
consider ways to leverage existing capabilities and maximize utilization of limited resources, 
both in funding and manpower. Therefore, ISCD is considering whether some future 
consolidation of staffing for inspection functions under the CFATS program and the final 
Ammonium Nitrate Security Program might be possible, it would be premature to speculate 
further on the possibility of future consolidation of the inspectors’ functions under these 
programs, however, especially since the Department is still developing a final rule for the 
Ammonium Nitrate Security Program. 

Question: Given the challenges identified implementing the CFATS programs by ISCD, what 
assurances can you provide that consolidating elements of the Ammonium Nitrate program with 
CFATS is appropriate? 

ANSWER: The Ammonium Nitrate Security Program is a distinct and separate program from 
CFATS. It would be premature to speculate on the possibility of consolidating any specific 
capabilities for the two programs at this time, however, especially since the Department is still 
developing a final rule for the Ammonium Nitrate Security Program. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Charles Dent 
Under Secretary Rand Beers 

Committee on Appropriations-Subcommittee on Homeland Security- 
FY 2013 National Protection and Programs Directorate Budget Request 

March 1,2012 


Testimony 

Question: Industry continues to express concern regarding implementation of Inherently Safer 
Technology will cause facilities to shoulder unmanageable economic and regulatory 
consequences on operations. Has the NPPD consulted with industry and facilities regarding the 
impact of the engineering concept of 1ST? If yes, please detail the unintended consequences and 
financial impact described by industry. 

ANSWER: On various occasions during the past few years, NPPD has discussed with members 
of the chemical industry the potential application of Inherently Safer Technology (1ST) concepts 
to reduce security risks associated with chemical facilities. During these conversations, some 
members of the chemical industry have expressed concerns that the imposition of certain 
potential 1ST solutions would be cost prohibitive and that the Federal government is not properly 
equipped to evaluate the potential impacts to their operations and end products. The Department 
believes that any potential future IST-related requirements could be designed to address both of 
these concerns. 
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Tuesday, March 6, 2012. 


U.S. COAST GUARD 

WITNESS 

ADMIRAL ROBERT J. PAPP, JR., COMMANDANT, U.S. COAST GUARD 

Opening Remarks: Chairman Aderholt 

Mr. Aderholt. Good morning. The Subcommittee will come to 
order. 

It is good to have you here, Admiral Papp. Thank you for being 
here. 

First let me say that we were all made painfully aware last week 
that the Coast Guard is inherently dangerous work. We all 
mourned the tremendous loss of the brave helicopter crew in Mo- 
bile Bay that occurred last Tuesday. 

Lieutenant Commander Dale Taylor, Lieutenant Junior Gray, 
John Cameron, Chief Petty Officer Fernando Jorge, and Petty Offi- 
cer Andrew Knight, they are far from being forgotten. 

And, Admiral, I understand there is a memorial service on 
Thursday that you will be attending and please let the family 
members know our thoughts and prayers are with them here in 
Washington. 

But we are not defined by the shadow of this tragedy. Rather, 
the Coast Guard best honors the memory of their fallen brothers 
by resolutely carrying out its vital mission in protection of this 
great Nation. 

In fact, last week was visibly bittersweet for the Coast Guard. 
Just days after that unexplained loss, the Coast Guard celebrated 
the production of its newest class of cutters, the fast response cut- 
ter, a modernized patrol boat that represents the strength of Amer- 
ican craftsmanship and the future of the world’s most capable 
Coast Guard. 

I was joined at that ceremony by some very proud American 
shipyard workers, and bold and active-duty service members, and 
by a man who is both grieving, yet also proud, Admiral Papp, who, 
as I say, is with us today and the Commandant of the United 
States Coast Guard. 

Admiral, again, we are very sorry for the loss of the service mem- 
bers and we thank you for being here to discuss the fiscal year 
2013 budget. And, again, our thoughts and prayers are with all the 
family members of those that lost their lives last week. 

No one can doubt your dedication to service, Admiral, or that of 
the active military and civilians that you command. But our chore 
here today is a challenging one. We are trying to make sense of the 
Coast Guard’s latest budget request, a proposal that, one, cuts over 
1,000 active-duty billets and decreases the military in strength to 
just over 41,000, decommissions two high endurance cutters, de- 
alt)) 
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commissions three 110-foot patrol boats, and terminates the high 
tempo patrol boat program, largely championed by this Sub- 
committee. 

It delays the acquisition of several key assets and squanders $30 
million in savings by dragging out the acquisition of two FRCs, fast 
response cutters, funded by this Subcommittee last year. 

In addition, the Coast Guard continues to assert that its eight- 
year-old mission need statement is the basis for requested invest- 
ments even though neither the budget for fiscal year 2013 nor the 
Coast Guard’s funding profile in the out-year supports the require- 
ments developed back in 2004. 

So instead of the Administration’s claimed support for front-line 
operations or for building capacity towards steady mission require- 
ments, this budget submission diminishes current near-term and 
future capabilities. 

To put it mildly, this is a budget that is challenging for us to ac- 
cept. We full well understand the difficulty you are facing bal- 
ancing a shrinking budget while also trying to take care of the 
Coast Guard families, sustaining operations with aging assets, and 
recapitalizing for the future. 

This is no small task in today’s fiscal environment. But the Con- 
gress has never supported a plan that so bluntly guts operational 
capabilities. Rather, we have repeatedly funded a rationalized mod- 
ernization program that minimizes gaps by phasing out antiquated 
cutters and aircraft while at the same time bringing new assets on 
line. 

I believe what is at stake is no less than the future of our Coast 
Guard. You appear to have arrived at a tipping point between the 
Coast Guard that you assert is needed and the agency this Admin- 
istration is actually willing to support. 

In my view, the Coast Guard cannot be short-sighted in its ap- 
proach to this challenge. Instead the service must approach these 
issues strategically by applying an updated look at capabilities and 
requirements within the confines of the budget proposed and its 
new realities. 

Admiral, we know you have a tough job. This is precisely why 
we are relying on you to explain how this budget meets our Na- 
tion’s needs for both fiscal discipline and robust security. 

Before I turn to the Admiral for his comments this morning and 
for his opening statement, first I would like to recognize the distin- 
guishing ranking member, Mr. Price, for a few remarks that he 
may have to make. 

[The information follows:] 
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The Honorable Robert Aderholt 
Committee on Appropriations 
Subcommittee on Homeland Security 

Opening Statement: 

Coast Guard FY 2013 Budget Request 

Witness: 

Admiral Robert Papp, Commandant 
10:00 PM | Tuesday | March 6, 2011 | 2359 RHOB 


Subcommittee will come to order [ gentle strike of gavel ] - 

As we all were made painfully aware just one week ago, the Coast 
Guard’s work is inherently dangerous. 

We all mourn the tremendous loss of the brave helicopter crew in 
Mobile Bay last Tuesday: Lieutenant Commander Dale Taylor, Lieutenant 
Junior Grade John Cameron, Chief Petty 7 Officer Fernando Jorge (hor - hay), 
and Petty Officer Andrew Knight are far from forgotten. 

. . . .But we are not defined by the shadow of this tragedy. . . .rather, 
the Coast Guard best honors the memory of their fallen brothers by 
resolutely carrying out its vital missions in protection of this great 
Nation. 

In fact, last week was visibly bittersweet for the Coast Guard - 
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Just days after inexplicable loss, the Coast Guard celebrated the 
production of its newest class of cutters: the Fast Response Cutter. ... a 
modernized patrol boat that represents the strength of American 
craftsmanship and the future of the world’s most capable Coast Guard. 

I was joined at that ceremony by some very proud American 
shipyard workers, emboldened active duty service members, and by a 
man who was both grieving yet also proud - Admiral Papp, the 
Commandant of the Coast Guard and our witness here today. 

Admiral, again, we are very sorry for the loss of your fellow service 
members and we thank you for being here to discuss the Coast Guard’s 
FY13 budget request. 


Admiral, no one can doubt your dedication to service. . .or that of the 
active duty military and civilians that you command. 

But, our chore here today is a challenging one - we are trying to 
make some sense of the Coast Guard’s latest budget request.... a proposal 
that: 

=> Cuts over 1,000 active duty billets and decreases military end-strength 
to just over 41,000; 
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=> Decommissions two High Endurance Cutters; 

^ Decommissions three 1 10-foot patrol boats; 

^ Terminates the high-tempo patrol boat program, largely championed by 
this Subcommittee; 

=> Delays the acquisition of several key assets; and 

=> Squanders $30 million dollars in savings by dragging out the 

acquisition of two Fast Response Cutters funded by this Subcommittee 
last year. 

In addition, the Coast Guard continues to assert that its eight-year 
old Mission Needs Statement is the basis for requested investments— even 
though neither the budget for FY13 nor the Coast Guard’s funding profile 
in the out-years support the requirements developed back in 2004. 

So, instead of the Administration’s claimed support for frontline 
operations or for building capacity towards stated mission requirements, 
this budget submission diminishes current, near-term, and future 
capabilities. 
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Admiral, to put it mildly, this is a budget that is challenging for us to 
accept. 

We full well understand the difficultly you faced in balancing a 
shrinking budget while also trying to take care of Coast Guard families, 
sustaining operations with aging assets, and recapitalizing for the future. 
This is no small task in today’s fiscal environment. 

But, the Congress has never supported a plan that so bluntly guts 
operational capabilities. Rather, we have repeatedly funded a rationalized 
modernization program that minimizes gaps by phasing-out antiquated 
cutters and aircraft while simultaneously bringing new assets on line. 

Admiral, I believe what is at stake is no less than the future of our 
Coast Guard - you appear to have arrived at a tipping point between the 
Coast Guard that you assert is needed and the agency this Administration 
is actually willing to support. 

In my view, the Coast Guard cannot be shortsighted in its approach 
to this challenge. Instead, the service must approach these issues 
strategically by applying an updated look at capabilities and requirements 
within the confines of the Budget Control Act’s new realities. 
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Admiral, we know you have a tough job - that is precisely why we 
are relying upon you to explain how this budget meets our Nation’s 
needs for both fiscal discipline and robust security. 

Before I turn to the Admiral for his statement, let me first 
recognize the distinguished Ranking Member for any remarks he wishes 
to make. 

### 
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Opening Remarks: Ranking Member Price 

Mr. Price. Thank you, Mr. Chairman. 

I, too, want to begin this morning by expressing my sympathy, 
the good wishes of this Subcommittee and the Nation to the Coast 
Guard and its families for the tragedy suffered last week in Mobile 
Bay. 

One of the pillars that makes America strong is that we are 
blessed by men and women in uniform who volunteer to safeguard 
us every day. To the Coast Guard and the men and women of the 
Department of Homeland Security, we offer our thoughts and pray- 
ers for the loss of these four individuals and our thanks for their 
brave service to the Nation. 

Today we are glad to welcome back the Commandant of the 
Coast Guard, Admiral Robert Papp, to discuss his agency’s budget 
request for fiscal year 2013. The Coast Guard is requesting $8.3 
billion. This does not factor in $254 million in overseas contingency 
operations that are included as a permissive transfer in the Navy 
budget. However, even when you factor that in, this request is 
lower than the current fiscal year. 

Like the rest of the Federal Government, you are being asked to 
do more with less. Your budget reflects your heavy reliance on 
human capital for all your activities. Sixty-five percent of your re- 
quest is tied to people and you will be letting about 1,070 personnel 
go in 2013. 

Admiral, in a recent speech, you stated that about two and a half 
billion dollars is required to properly replace the Coast Guard’s 
aging stock of ships, aircraft, and other property, yet the budget re- 
quests far less than that amount, $1.43 billion to be precise. 

Within this amount, you have had to make some tough decisions 
on which assets you need to keep on track by providing a healthy 
amount of funding this year, which ones can be delayed, requiring 
your personnel to continue to operate on aging and delapidated ves- 
sels or aircraft, and which new procurements will be added and 
which acquisitions you are holding outright. They are not easy 
choices. 

I am pleased to see the Coast Guard beginning the procurement 
of a new heavy icebreaker and requesting sufficient funds to com- 
plete the sixth National Security Cutter. But I am disappointed by 
a lack of funding for the seventh or eighth National Security Cut- 
ter, the lack of the advanced funding on those items. 

No doubt, you are well aware of the uproar this decision has 
caused and I, too, question it. If no additional national security cut- 
ters are procured after number six, we are effectively halving the 
Coast Guard’s largest cutter fleet at the same time that you plan 
to place one of the new national security cutters in Alaska for up 
to six months of the year, meaning you are going to have fewer cut- 
ters operating elsewhere. 

This certainly was not the plan when Deep Water was originally 
envisioned and a smaller national security cutter fleet was justified 
to Congress. So I expect we will want to delve into this topic today. 

Similarly, I have concerns about delays in the Fast Response 
Cutter. Your budget essentially overrides congressional direction. 
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In 2012, it requires you to procure six of these ships eliminating 
$30 million in cost savings that we anticipated. 

This change coupled with the decommissionings of three patrol 
boats in 2013 will result in approximately 13,000 fewer patrol boat 
operating hours next year. This is a troubling decrease that this 
Committee must weigh carefully the implications of, particularly as 
we see vast amounts of narcotics coming up through the Carribean 
and instability in Mexico as the Calderon administration comes to 
a close. 

Admiral, we value the work of the Coast Guard day in and day 
out. Many times we watch in amazement as you complete a tough 
rescue operation or an exceedingly difficult operation such as the 
break-in by an icebreaker to provide Nome, Alaska with the fuel 
they needed to last through the winter. 

And our hearts go out to you when we experience a tragic acci- 
dent like the one last week. We hold the men and women of the 
Coast Guard in the highest regard on this Subcommittee. 

Our job here today and through the appropriations process is to 
ensure that you have the resources necessary to fulfill your mission 
and that taxpayer dollars are allocated wisely. 

Admiral, I have no doubt that you share this point of view and 
look forward to working with you again this year. 

Thank you, Mr. Chairman. 

Mr. Aderholt. Thank you, Mr. Price. 

Admiral Papp, we look forward to your comments. 
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5/23/1 2 Price Statement at Hearing on the FY13 Budget for the Coast Guard 

Price Statement at Hearing on the FY1 3 Budget for the Coast Guard 

March 6th, 2012 




"First let me start by expressing my sympathy and the good wishes of this Subcommittee and the nation to the 
Coast Guard and its families for the tragedy suffered last week in Mobile Bay. One of the pillars that makes 
America strong is that we are blessed by men and women in uniform who volunteer to safeguard us every day. 
To the Coast Guard, and the men and women of DHS, we offer our thoughts and prayers for the toss of these 
four individuals and our thanks for their brave service to our nation. 

'Today we welcome back the Conmandant of the Coast Guard, Admiral Robert Papp, to discuss his agency's 
budget request for fiscal year 2013. For fiscal year 201 3, the Coast Guard is requesting $8.3 biflion; however, 
this does not factor in $254 million in overseas contingency operations (OCO) that are included as a permissive 
transfer in the Navy's budget Even when you fee tor fiat in however, this request is tower than the current fiscal 
year. 

"Like the rest of the federal government, you are being asked to do more with less. Your budget reflects your 
heavy refiance on human capital for all of your activities. Sixty five percent of your request is tied to people, and 
you will be letting about 1 ,070 personnel go in 201 3. 

"Admiral Papp, in a recent speech, you stated fiat about $2.5 billion is required to properly replace the Coast 
Guard's aging stock of ships, aircraft, and other property. Yet the budget requests fer less than that amount; 

$1 .43 billion to be precise. Within this amount, you have had to make some tough decisions on which assets 
you need to keep on track by providing a healthy amount of funding this year; which ones can be delayed, 
requiring your personnel to continue to operate on aging and dilapidated vessels or aircraft; which new 
procurements will be added; and which acquisitions you are halting outright. 

'While I am pleased to see the Coast Guard beginning the procurement of a new heavy icebreaker and 
requesting sufficient funds to complete the sixth National Security Cutter (NSC), I am disappointed by a lack of 
funding proposed for the seventh or eighth NSCs. No doubt you are well aware of the uproar this decision has 
caused, and I too, question it. If no additional NSCs are procured after number 6, we are halving the Coast 
Guard's largest cutter fleet at the same time that you plan to place one of the new NSCs in Alaska for up to six 
months of the year, meaning you have fewer cutters working elsewhere. That certainly was not the plan when 
Deepwater was originally envisioned and a smaller NSC fleet was justified to Congress. I expect we will delve 
into this topic today. 

'■Similarly, I have concerns about delays in the Fast Response Cutter (FRC). Your budget essentially overwrites 
Congressional direction in 20 1 2 that requires you to procure 6 of these ships, eliminating $30 million in cost 
savings that we anticipated. This change, coupled wifi the decommisionings of three patrol boats in 201 3, will 
result in approximately 1 3,000 fewer patrol boat operating hours next year. This is a troubling decrease that this 
Committee mist carefully weigh the implications of particularly as we see vast amounts of narcotics coming up 
through the Caribbean and instability in Mexico as the Calderon Administration comes to a close. 

"Admiral Papp, we value the work the Coast Guard does day in and day out. Many times I watch in 
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5/23/12 Price Statement at Hearing on the FY13 Budget for the Coast Guard 

amazement as you complete a tough rescue or an exceedingly difficult operation, such as the break in by 
* icebreaker to provide Nome, Alaska with the fitel they needed to last through the winter. At the same time, my 
heart goes out to you when we experience a tragic accident, like the one just last week. 

"We hold the men aid women of the Coast Guard in the highest regard on this Subcommittee. Our job here 
today and through the appropriations process is to ensure that you have the resources necessary to Mill your 
missions and that taxpayer dollars are allocated wisely. Admiral Papp, I have no doubt that you share this point 
of view, and I look forward to working with you this year." 


democrate.appropriations.hous8.gQv/in<tex.php?view=artid8&catid=6e%3Apress-reteases&id=933%3 . . . 
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Opening Statement: Commandant Papp 

Admiral Papp. Thank you, Mr. Chairman and Mr. Price. 

And I am going to divert from my notes here for just a moment 
and give you a sincere thanks for the expressions of sympathy for 
the crew of the 6535. 

You know, there are times when there is only one person in the 
Coast Guard who can take on certain duties. One of those is when 
we lose members of our family. 

I went over to Mobile on Friday afternoon and I met with the 
parents of Lieutenant Commander Taylor and Lieutenant Junior 
Grade Cameron, hugged their moms. Everybody shed a few tears. 
We chatted a little bit and then I went around and spoke to the 
shipmates of Chief Petty Officer Jorge and Petty Officer Knight as 
well. 

I will return there on Thursday to speak at the memorial service 
when I will see Mrs. Taylor and her two sons, age 7 and 4, remain- 
ders of the families and other representatives and also our greater 
Coast Guard family in the Mobile area. 

There is only one person who can do that. There is only person 
who is called upon to do that in times of stress and passion and 
emotion and that is the Commandant of the Coast Guard who 
speaks in those events. 

Likewise, there is only one person who can come up here and tell 
you what my service needs are and that is the Commandant as 
well. 

And the emotion and the passion that I feel for my service is only 
strengthened by those events of the last week and redoubles my 
commitment to come up here and give you candid assessments of 
what I can do within the limits of the budget, what my best advice 
is for spending every nickel of that budget to provide the best serv- 
ices possible for our country. 

For 222 years, the Coast Guard has faithfully served this Nation 
and we have weathered many storms in the past and we have 
adapted to operate at times of peace and conflict and continually 
respond to meet emerging maritime challenges. 

Today is no different. The Coast Guard men and women are con- 
fronting a diverse array of challenges in the maritime environment, 
whether it is transnational smuggling, illegal fishing on the high 
seas, increasing human activity driven by economic opportunity of 
an ice-diminished Arctic Ocean, and piracy to name a few. 

Just over this past weekend, Coast Guard Cutter Northland was 
on patrol off South America when its embarked helicopter sighted 
a vessel with three outboard engines and numerous bales visible on 
deck. 

We call that a go fast vessel. It is a smuggling method, and it 
refused to stop even after the helicopter fired warning shots. The 
helicopter gunner then fired into the go fast engines to disable it 
and the cutter Northland’s boarding team went aboard and recov- 
ered 1,600 kilos; that is nearly 2 tons, of pure cocaine worth an es- 
timated street value of $42 million. 

If we had not interdicted this cocaine, it would have made its 
way into South America and through Mexico and would have been 
broken down in much smaller loads for transport and sale. It 
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makes that significantly harder for land-based law enforcement to 
interdict. 

And as it travels north through Central America and Mexico, it 
creates a cascading wave of destabilization, crime, and social harm 
that spills across our southwest border and into our streets. 

[Chart] 

Admiral Papp. I placed a paper chart up there that shows the 
threat vectors and the maritime trade routes that approach our 
country, a maritime Nation that depends upon those trade routes 
for 95 percent of our trade, about $700 billion of our gross national 
product. 

As you can see, illicit trafficking is just one of the many maritime 
threats that our Nation is facing. And if we do not have the tools 
to confront these threats, they pose a significant risk to our eco- 
nomic prosperity. 

This is why responsibly rebuilding the Coast Guard and pro- 
viding our hard-working Coast Guard men and women with the 
tools they need to do the job remains my top budget priority. 

Now, the good news is that since 9/11, because of your support, 
we have undertaken numerous steps to mitigate the risk in our 
ports and our inland waterways and along the coast, the near shore 
region as I refer to it. 

We have heavily invested in new small boats, more capable air- 
craft, and the personnel to operate them. We have also deployed 
Rescue 21, the distress communications system, through the conti- 
nental United States. 

We have unified our field commands through the creation of sep- 
arate commands to bring together our response and prevention ac- 
tivities. We have enhanced our regulatory inspection and compli- 
ance programs and we have built out highly effective, deployable 
specialized forces that can deploy between the ports for security. 

We have also strengthened our partnerships with many federal, 
state, and local agencies that we operate alongside. 

In other words, although there is always more work to do, in my 
nearly 40 years of service, I am proud to say that our shore, boat, 
and patrol forces in our ports and along the coast are in the best 
shape that I have ever seen them. 

But the last place that we want to confront maritime threats is 
in our ports or near our coast. We prefer to push those threats out 
in the offshore region, as far off our coast as possible. There is only 
one agency within the United States Government that has the au- 
thorities and the capabilities to do that and that is the United 
States Coast Guard. 

So back to the Cutter Northland, which is an example of that. 
The condition of our offshore forces, especially our major cutter 
fleet, is a much different story than our shore-based forces. Despite 
the best efforts of our crews and the support of this committee, the 
state of our major cutter fleet, most of which is in excess of 40 
years of age, is deeply concerning. 

Our legacy high-endurance cutters are only achieving 70 percent 
of their programmed underway hours and more than 50 percent of 
the time, they are sailing with debilitating casualties. 
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Compounding this challenge is that the United States Navy, 
whom we partner with to patrol the offshore regions like the tran- 
sit zone, is also reevaluating its fleet size. 

Navy ships such as the Perry class frigates have served us well 
in the past in the counter-drug mission, but they are leaving the 
service. This is also a cause for concern because the key to inter- 
dicting threats offshore is maintaining a persistent presence with 
cutters. 

If we do not have major cutters that are capable of operating 
independently in the transit zone and along the trade routes, we 
cannot mount a response. It is that simple. 

Last year, more than 700 metric tons of cocaine moved through 
the western hemisphere transit zone, but despite having actionable 
intelligence, almost once per week, the drugs were on the water en 
route to Central America. We lacked an available major cutter to 
disrupt and interdict these smugglers. 

Other maritime threats are on the rise. The expanding global 
population is placing pressure on our fishing stocks and increasing 
the demand for fossil fuels. As a maritime Nation and an Arctic 
Nation, we require major cutters to patrol and ensure the steward- 
ship of these and other deep sea resources. 

This is why we must continue to build major cutters such as the 
sixth National Security Cutter, which is in this budget, as quickly 
as possible. And I am extremely grateful to the Secretary and the 
President for giving their support for number 6 in this budget. 

Doing this lowers our costs, maintaining momentum that has al- 
lowed us to put National Security Cutters 4 and 5 on contract for 
nearly the same price. 

There are at least two other reasons why our recent acquisitions 
have been very successful: your strong support and our highly ca- 
pable acquisition workforce. 

Today we are poised to build ships and aircraft like never before. 
And many of our acquisition programs are mature. We have over- 
come learning curves, taken advantage of opportunities, and are 
reaping the benefits of a refined production process and trained 
builders. 

In order to deliver our new assets as fast and inexpensively as 
possible, we must keep these production lines going. 

Beyond major cutters, we have also delivered the first Fast Re- 
sponse Cutter and we have 11 more on order. We have delivered 
13 maritime patrol aircraft. At least two arrived ahead of schedule. 
And we have also delivered 83 of our new medium-size response 
boats. 

The ships and aircraft we are building today will define the 
Coast Guard’s capability for the next 50 years, the capability we 
need to remain true to our motto, Semper Paratus, always ready, 
as we enter our third century of service to the Nation. 

So thank you for the opportunity to come up here and testify this 
morning and I look forward to answering your questions. 

[The information follows:] 
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INTRODUCTION 


Good morning Mr. Chairman and distinguished members of the Committee. Thank you for the 
continuing support you have shown to the men and women of the United States Coast Guard, 
including the funding provided in the Fiscal Year (FY) 2012 Consolidated Appropriations Act to 
recapitalize the aging fleet and sustain front-line operations. 

This year marks our 222 nd year of protecting Americans on the sea, America from threats 
delivered by the sea and the sea itself. Throughout this period, our unique authorities, capable 
assets and determined personnel have adapted to meet the Nation’s evolving maritime safety, 
security and stewardship needs. We are locally based, nationally deployed and globally 
connected. 

1 am here today to discuss the Coast Guard’s FY 201 3 Budget Request. Before discussing the 
details of the request, I would like to take this opportunity to discuss some of the Coast Guard’s 
recent operational successes, our value and role in the Department of Homeland Security, and in 
service to the Nation. 

Over the past year. Coast Guard men and women - Active Duty. Reserve, Civilian and 
Auxiliarists alike - continued to deliver premier service to the public. In the Midwest, Coast 
Guard Disaster Assistance Response Teams were among the first responders to residential areas 
impacted by severe flooding. In the Western Caribbean. Coast Guard Medium Endurance 
Cutters and Seagoing Buoy Tenders interdicted and supported the multi-agency recovery of Self- 
Propelled Semi-Submersible vessels. These “drug subs’’ are designed for one specific purpose - 
to deliver multi-ton loads of pure cocaine bound for our shores, streets and schools. While the 
use of drug subs is increasingly popular in the Eastern Caribbean, these interdictions mark the 
first time we have encountered drug subs in the Western Caribbean. In the Arctic, the Coast 
Guard icebreaker HEALY and her crew broke their way through 800 miles of Bering Sea ice to 
enable the Motor Vessel Renda to deliver 1.3 million gallons of fuel to the 3,600 people of 
Nome, Alaska after extreme weather and ice formation precluded safe delivery of this vital 
commodity. 

Last year, the Coast Guard responded to 20,510 Search and Rescue cases and saved over 3,800 
lives; seized over 75 metric tons of cocaine and 1 8 metric tons of marijuana destined for the 
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United States; seized 40 vessels, detained 191 suspected smugglers; conducted over 10,400 
annual inspections of U.S. flagged vessels; conducted 6,200 marine casualty investigations; 
conducted more than 9,000 Port State Control and Security examinations on foreign flagged 
vessels; and responded to 3,000 pollution incidents. 

I am pleased to advise you that the Coast Guard recently accepted delivery of the lead Sentinel 
Class Fast Response Cutter, the BERNARD C. WEBBER. Sixty years ago, on February 1 8, 
1952, Boatswain's Mate First Class Webber and his three-man 36-foot motorized lifeboat crew 
rescued 32 souls, one by one, from the 503-foot Tank Vessel Pendleton after it broke in two in a 
Nor’easter off Cape Cod featuring 60-foot seas, 70-knot winds and blinding snow. Petty Officer 
Webber’s seamanship, courage and leadership serve as an enduring reminder of the Coast 
Guard’s value to the Nation. 

The FY 2013 Budget represents a critical inflection point - the ships, boats and aircraft we are 
investing in today are vital to ensuring the Coast Guard remains ready to respond to maritime 
threats and hazards, well into the future. Indeed, these resources will not just shape, but in a 
large part will define the Coast Guard’s next fifty years of capability. We are also exercising 
resource and operational stewardship while simultaneously preparing for the future. We recently 
completed a review of doctrine, policy, and our operations and mission support structure to 
ensure we are focusing resources and forces where they are most needed. This prioritization is 
reflected in our FY 2013 budget submission, which focuses on balancing current operations with 
our need to recapitalize for the future. However, we must do so in a manner that sustains our 
capability to safeguard lives, protect the environment and facilitate safe and secure commerce 
throughout our Maritime Transportation System - a system which carries 95 percent of all U.S. 
foreign trade and accounts for nearly $700 billion of the U.S. gross domestic product and 51 
million U.S. jobs. 


The Coast Guard’s value and role: 

• We protect those on the sea : leading responses to maritime disasters and threats, ensuring a 
safe and secure Maritime Transportation System, preventing incidents, and rescuing those in 
distress. 

• We protect America from threats delivered bv sea : enforcing laws and treaties, securing our 
ocean resources, and ensuring the integrity of our maritime domain from illegal activity. 

• We protect the sea itself : regulating hazardous cargo transportation, holding responsible 
parties accountable for environmental damage and cleanup, and protecting living marine and 
natural resources. 
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FY 2013 REQUEST; 

In recognition of the current fiscal environment, the Coast Guard’s FY 2013 Budget strikes the 
optimal balance between current operations and investment in future capability to sustain the 
Coast Guard’s ability to execute its missions, and address the most pressing operational 
requirements. This budget request includes investment in new assets which are critical to ensure 
the Coast Guard remains capable of carrying out its missions today and well into the future. 
Accordingly, the Coast Guard’s FY 2013 Budget priorities are to: 


• Responsibly Rebuild the Coast Guard 

• Efficiently Preserve Front-line Operations 

• Strengthen Resource and Operational 
Stewardship 

• Prepare for the Future 

Highlights from our request are included in Appendix I. 

Responsibly Rebuild the Coast Guard 
The Coast Guard continues to focus resources on 
recapitalizing cutters, boats, aircraft, and Command, 

Control, Communications, Computers, Intelligence, 

Surveillance, and Reconnaissance systems, critical to 
sustaining the ability to accomplish missions well into 
the future. This budget request fully funds the sixth 
National Security Cutter, strengthening the Coast 
Guard’s long-term major cutter recapitalization effort to replace its aged, obsolete High 
Endurance Cutter fleet as quickly as possible. The FY 2013 investments are critical to replacing 
and sustaining aging in-service assets, and are key to maintaining future capability. 

Efficiently Preserve Front-line Operations 

To ensure the Coast Guard remains ready to meet the Nation’s safety and security requirements, 
the FY 2013 Budget request provides a balance between sustaining ffont-line operational 
capacity and rebuilding the Coast Guard. The FY 201 3 Budget provides funding to operate and 
maintain Coast Guard assets and sustain essential front-line operations. Key investments include 
funding the operation of new assets delivered through acquisition programs and investment in 
military workforce pay and benefits. 

Strengthen Resource and Operational Stewardship 

The FY 2013 Budget meets essential mission needs while simultaneously preparing for new and 
exigent demands. Through a comprehensive internal review of doctrine, policy, operations and 
mission support structure, the Coast Guard has focused resources and forces where they are most 
needed, while recognizing the current fiscal challenges. The FY 201 3 budget also proposes 
administrative and programmatic reductions to improve efficiency and service delivery, while 
continuing investment in Coast Guard activities that provide the highest return on investment. 

Prepare for the Future 

The Coast Guard continuously identifies and prepares for emerging maritime threats facing the 
Service and the Nation. The FY 2013 Budget request recognizes the criticality of the Arctic as a 
strategic National priority, given increasing presence and interest by other Nations, the 
preponderance of natural resources available in this region, and increasing maritime commercial 
and recreational activity. 



The Coast Guard Cutter WAESCHE conducts 
at-sea refueling operations for the first time in 
the ship's history. 
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CONCLUSION 


The role of the Coast Guard has never been more important. As we have done for well over two 
centuries, we remain “Always Ready ” to meet the Nation’s ever-broadening maritime needs, 
supported by the FY 201 3 request. I request your full support for the funding requested for the 
Coast Guard in the President’s FY 2013 Budget. Again, thank you for the opportunity to testify 
before you today. I am pleased to answer your questions. 
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CAPITAL INVESTMENT PLAN, SUBMISSION OF 

Mr. Aderholt. Thank you, Admiral Papp. 

Let me start off with the fiscal year 2012 conference agreement, 
which of course, as you know, directed the submission of the capital 
investment plan with the submission of the fiscal year 2012 budget. 

However, as we sit here today, almost a month after the budget 
was submitted, we still have not seen the Coast Guard’s invest- 
ment plan. The requirement for the CIP, or the capital investment 
plan, was in bill language. That was signed into law by the Presi- 
dent. It was carried in both houses, the House and the Senate bill, 
and certainly did not appear just out of thin air. 

The requirements were not new or overly burdensome. They are, 
in fact, requirements for information that you as the Commandant 
should already have in order to provide the needed oversight for 
your acquisition program. 

Admiral Papp, I must be honest. The failure is unacceptable to 
this Subcommittee. 

Why has the Coast Guard failed to comply with the law and 
right now this morning, we need to know when we can receive this 
report? 

Admiral Papp. Sir, I take responsibility for that failure. You are 
absolutely right. It is relatively new for us, but that is not an ex- 
cuse. I have discovered that it is still within my headquarters and 
I commit to you to have it out of Coast Guard headquarters by the 
end of the week for review by the Administration. 

Mr. Aderholt. Okay. So when do you expect that we can receive 
it? 

Admiral Papp. Well, we will have to work with the Administra- 
tion to see how quickly we can push it through there. But we will 
wrap it up in terms of my portion of it and forward it on within 
the next week. 

Mr. Aderholt. And there is $75 million that is withheld from 
the operating account, from your operating account, until the re- 
port is submitted. 

So you can assure us your commitment to take the statutory re- 
quirements very seriously and submit the report and also avoid 
that something like this would happen in the future? 

Admiral Papp. Yes, sir. That $75 million certainly is a great in- 
centive for me because we need each and every nickel that we have 
in our budgets. And I commit to you to do a better job on it and 
get it to you as soon as possible. 

Mr. Aderholt. Thank you, Admiral. 

The President’s budget includes funding for the sixth NSC which 
has been referred to earlier, but that does not provide any funding 
in the out-years for the NSC number seven and number eight, nor 
does the funding profile show the shutdown of costs associated with 
the program. 

Is the program of record for eight NSCs still a relative require- 
ment? 

Admiral Papp. Yes, sir. And I have confirmed that with our Sec- 
retary. She has stated that it is still the program of record. 

This year, our acquisition budget, our acquisition portion of the 
budget — although our overall budget is reduced by about 4 per- 
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cent — the 2013 budget represents a 20 percent reduction in our ac- 
quisition monies. 

That has caused us to look across our entire portfolio. And, quite 
frankly, we are ordering the minimum production level in almost 
every project that we have including the National Security Cutter. 

I acknowledge right up front that in the 5-year plan, there are 
zeros next to seven and eight, but the Secretary remains com- 
mitted. That is the program of record. 

And I think given the constraints of the Budget Control Act, we 
are going to have to look at each and every asset in every portfolio 
in each and every year as we go forward and work doubly hard to 
justify whatever we can get to spend on those projects. 

NATIONAL SECURITY CUTTERS: PRODUCTION 

Mr. Aderholt. In order to maintain the current production rate, 
when does the Coast Guard need funding to begin construction of 
the NSC 7? 

Admiral Papp. NSC 7 would be within the 2014 budget, which 
is what we had programmed in order to keep the flow at the ship- 
yard in proper sequence and to get the — under the original con- 
struct, if you go back to the 2012 budget submission, we were look- 
ing at year 2014 and 2015 for NSCs 7 and 8 in order to keep the 
flow going and also make room in the budget for starting the Off- 
shore Patrol Cutter. 

I would like to add that I am a fairly optimistic guy, so as I look 
at the plan, one of the things I have been talking in many venues 
about is the need for recapitalizing our icebreaker fleet as well. So 
a positive note in looking ahead is that we are starting to get 
money now to recapitalize our icebreaker program. 

But there are a lot of portfolios there. There are diminishing re- 
sources in the acquisition fund and in our budget. And as we go 
from year to year, I suspect it is going to be a battle to look at each 
and every one of those items and either justify or reprioritize 
spending within any given budget year. 

Mr. Aderholt. Where would the number seven and number 
eight NSCs be located? 

Admiral Papp. The hulls themselves? 

Mr. Aderholt. Yes. 

Admiral Papp. My planned lay-down or at least the plan that I 
have approved within Coast Guard headquarters for planning is 
NSCs 1 through 4 are going to be in Alameda, California. Let me 
correct that. NSCs 1 through 3 are in Alameda, California. Then 
we go to 4 and 5 in Charleston, South Carolina. NSC 6 goes back 
to Alameda. Then NSCs 7 and 8 go to Honolulu for the lay-down. 

NATIONAL SECURITY CUTTERS: OPTIONS IF NOT FUNDED 

Mr. Aderholt. I know my time is running out, but let me ask 
you one last thing. If you do not get the funds for the NSC 7 and 
8, what will that mean for your legacy fleet? 

Admiral Papp. Well, we would have to look at all the options that 
are available. One option might be keeping some of the 378-foot, 
high-endurance cutters on active duty. That presents a challenge. 

Just 2 years ago, I am sorry, 3, 4 years ago now, when I was the 
Atlantic Area Commander, I had to shut down both Dallas and 
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Gallatin, the two ships that are home ported in Charleston. We 
found major structural problems in both ships that made them un- 
safe to go to sea. 

The Commandant at the time and under my recommendation, 
decided to reactivate those ships. It took us $20 million and 2 years 
to get Gallatin back into shape. If I was confronted with that deci- 
sion today as Commandant, we would not spend the money. We 
would just decommission the ship or lay it up because it is just un- 
safe to send people to sea in. 

The remainder of the ships that we have in service right now are 
rapidly approaching that as well. We only get about $1 million per 
year in sustainment funds for each one of those ships. If you spend 
$20 million on one ship or you spend $2 million on one ship, it 
comes at the expense of other ships and other programs, which 
worsens their condition as well. 

So it is a risky proposition going forward trying to keep the Ham- 
ilton class 378-foot, high-endurance cutters in service because they 
are just increasingly expensive each year. 

But if the NSC program is curtailed, I need to look at what the 
options are to keep some of those ships in the budget, which would 
push them up into the 50-year range by the time we probably look 
at decommissioning them. 

Mr. Aderholt. Thank you. 

Mr. Price. 

BUDGET CHALLENGES, MEETING 

Mr. Price. Thank you, Mr. Chairman. 

Let me continue to ask you a few questions about the national 
security cutter and in particular what some of the budget tradeoffs 
are that you have been dealing with. 

This is a real quandary. You have put the production funds in 
for number six. Number seven and eight are deferred. That is 
something like $1.6 million that would be required for those re- 
maining two cutters. 

I assume there is a tradeoff here against the procurement of a 
heavy icebreaker against the investments in fast response cutters. 

What kind of decisions have you had to make as you consider 
these competing needs and then related to that, of course, is what 
this does to your missions? 

Obviously when you combine the at least temporary halt in pro- 
curement with the decision to operate in Alaska with one cutter up 
to six months a year, you are talking about fewer cutters working 
and a reduced number of operations. 

Are we crossing the line here between the increased efficiency, 
of course, that we have been looking for with really a smaller fleet 
that is not able to carry out essential missions? 

Admiral Papp. Mr. Price, there is no doubt there are challenges 
there. My job, however, is twofold. 

First of all, I have looked at the — well, actually, three, but the 
second two are sort of combined. My first thing is to look at our 
current threats. 

And as I said in my opening statement, “Where are the current 
threats?” We have illegal migration, threats to our fisheries, illegal 
drugs, all things that need to be intercepted and dealt with on the 
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high seas. There is only one agency in the government that can do 
that, that has the legal authorities and the capability to do that. 
That is the United States Coast Guard. 

In order to do that, you need sturdy ships that can be out there 
on a sustained basis. That is why I continue to say that my highest 
risk is on the high seas and having major cutters to be able to deal 
with that. 

The second and third thing is “What are future threats going to 
be?” That is a little harder to analyze, but I think that given our 
200-year history, if you look back, there are a lot of the same 
threats, whether it is piracy, smuggling, or other things. They are 
consistent in the maritime environment and I suspect that for the 
next 40 years, they will remain that way, too. 

So as you look out for 40 years, what do you give priority to build 
out over in the near term that is going to last us for the next 40 
years because I am not building just for the next budget year? My 
responsibility as Commandant is to build for the next 40 years. 

Another emerging threat is the Arctic. I have said that in many 
venues around town and around the country. We need to recapi- 
talize our icebreaker program as well. 

So as a, once again, relatively optimistic guy, I am looking at the 
fact that we have acknowledged that the program of record is eight 
national security cutters. We are getting money for an icebreaker 
and I think rightly so. 

Each and every year, the Secretary and I are going to have to 
look at the — next year or this coming year, we are going to have 
to look at the 2014 budget and decide what we can do. 

And I have not gotten my budget guidance yet, but I will express 
my concerns, give her my best professional advice as the Com- 
mandant, and we will work our way forward in future year budg- 
ets. 


POLAR icebreakers: plan for operational additions 

Mr. Price. Those arctic priorities obviously loom very large. 
Could you spell that out a bit exactly what the dimensions of that 
task are, the work we are going to be doing in the arctic? What is 
impacting that? What is creating this situation? What kind of 
change is underway here in terms of the way we should assess our 
arctic mission? 

Admiral Papp. Yes, sir. 

You know, a lot of people think because of whatever your opin- 
ions on global warming are, you know, there is more open water, 
but the ice refreezes just as we saw this year. And actually it 
makes it a little more dangerous because we are getting increased 
human activity up there. 

But there is still ice and there will be for the foreseeable future. 
Nome is a great example of that. They waited too long to get the 
fuel shipment in there and then the ice started forming. And we 
needed our only national icebreaker to break in the fuel tanker to 
get into Nome. 

I find myself, I am sorry — I find our country at risk by only hav- 
ing one operational icebreaker right now. So we within the Coast 
Guard are working as hard as possible to get Polar Star back on 
line in 2013, which will give us two operational icebreakers. And 
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then we have probably a 10-year window to proceed with starting 
to recapitalize with a replacement icebreaker and perhaps another 
one in the future. 

But my responsibility is to meet the immediate threat, which we 
have done by keeping Healy operational and restoring Polar Star. 
And now I have to be thinking about the future, which is building 
a new icebreaker that will last us another 40 years. 

Mr. Price. And international presence in the arctic, is that a fac- 
tor you are thinking? 

Admiral Papp. Yes, sir. As we look at all the activity up there, 
the North Sea Route above Russia is going to become more useable 
than the Northwest Passage over the North American continent 
sooner rather than later. 

There are already Russian ships that are going to be transiting 
through the Northern Sea Route coming down through the Bering 
Strait. 

The Chinese are constructing icebreakers. And if you read any of 
their literature, there is an intention on them to assert that they 
have some claim up there on behalf of the rest of the world. 

So the United States needs to be able to maintain a sovereign 
presence. And I think the Navy would postulate that they have 
submarines that can go underneath the ice cap. But at the end of 
the day, you need someone on the surface. You need an icebreaker 
that can be able to operate up there as we increase our human ac- 
tivities and respond to challenges and emergencies that might come 
up similar to Nome. 

Mr. Price. Thank you, Mr. Chairman. 

Mr. Aderholt. Mr. Carter. 

Mr. Carter. Thank you, Mr. Chairman. 

And, Admiral, I thank you for being here. You have got tough de- 
cisions ahead of you to make. 

You know, we have a saying in Texas that when it comes to ham 
and eggs, the chicken is involved, but the pig, he is committed. 

Admiral Papp. Right. 


DRUG INTERDICTION 

Mr. Carter. And we are pretty committed to being involved in 
what is going on with the border. And, you know, our governor has 
put state resources on the border as have many of the other gov- 
ernors for that matter. 

And I have been very involved with the Coast Guard and I am 
impressed with the Coast Guard. And I have seen their operations 
in drug interdiction down there. 

The way I view what is happening on the border, especially with 
this cocaine war that you just described for us just a few minutes 
ago with those tons of cocaine that come into this country is that, 
you know, the border patrol is playing defense and it is hard, tough 
defense. 

You guys are our offensive weapon that are going down there. 
And you are in the field and you are doing a good job at it. 

And I am very concerned about these cuts that we are talking 
about that both the chairman and the ranking member have al- 
ready brought up, the high-endurance cutter, the terminating pa- 
trol boat, high tempo, high maintenance program. These things 
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concerns me in that we are losing our offense in the drug war. We 
are going to be restricted in our offense in the drug war. 

And I have got some familiarity, thanks to this committee going 
to Alaska. We were able to see the top end of this war that is going 
on, and what you have to face with these people that are taking 
a high-risk doing this Northwest Passage cruises up there in the 
north. 

And when we were in Alaska, we were told this is dangerous 
business. Our cutters were weak. If something happened and one 
of the cruise boats got caught in the ice, response would be almost 
impossible. We do not have the either air or sea assets to reach 
them. 

We saw what happened in Nome, which, by the way, you are to 
be congratulated on. I think you did a great job pulling that off. 

And I recently was with a Coastguardsman who took my daugh- 
ter to the White House Christmas party and several of the folks 
from Alaska came up to him and thanked him for what the Coast 
Guard accomplished in Nome. So you are to be commended for that 
operation. You did a good job in a tough situation. 

But reducing these assets like this, to me it is a mistake. And 
so let’s start with the drug interdiction. 

Do you think we have the resources in 2013 and the next few 
years to continue our operations at the level we have been doing 
it so that we can effectively have an offense against the enemy, and 
in my opinion, the most important war we are fighting? 

Admiral Papp. A qualified yes, sir. And I qualify that by saying, 
for instance, we are down on the maritime border, both on the Cali- 
fornia side and the Texas side where Mexico meets the United 
States. 

In fact, yesterday, we interdicted two Mexican launches. The 87- 
foot patrol boat Albacore stopped two launches. They were carrying 
marijuana. 

And, frankly, all we are seeing for the most part on the Cali- 
fornia side and the Texas side are marijuana shipments by the 
maritime. We are not picking up any of these small cocaine loads. 

Where the cocaine is coming across is on the border, on the land 
border. In fact, as a stark contrast, I was in El Paso just a few 
weeks ago. I went down to the border crossing. And they were cele- 
brating because they had just stopped a car and found a brick of 
cocaine in a rocker panel, a brick of cocaine. And that was cause 
for celebration. 

Well, we found 54 bales of cocaine, which has about 50 bricks 
each in this stop by the Northland I was telling you about. 

So what is the more effective way of stopping cocaine coming into 
our country? It is pushing it offshore, pushing it down toward 
South America when we can intercept the multi-ton loads before 
they get broken down into rocker panels inside cars coming across 
the border, which is a much harder solution to stopping the drugs. 

We stop somewhere between 100 and 150 tons of pure cocaine in 
the maritime transit zone. The entire U.S. law enforcement estab- 
lishment across all the lower 48 states picks up about 40 tons in 
a given year. That is millions of people picking up about 40 tons, 
a couple Coast Guard cutters stopping 100 or more tons. 
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So our patrol boat hours, I am concerned about them. But to be 
truthful, by the end of 2013, we are going to have seven of our new 
Fast Response Cutters. We will be back up. We will close that gap 
on patrol hours over the course of the year. 

But in order to fit within this budget, we have eight FRC crews 
onboard already. We have the people already. And in an ideal 
budget environment, I would love to have those new crews while 
we still have the old crews and then wait until those new crews 
are in the boats and actually out there. Then we could decommis- 
sion the ship. 

I do not have that luxury anymore, so I have to let some of them 
go so we can hold the ones we have for the new patrol boats. And 
by the end of 2013, we will be back up there. 

In fact, as we speak today, we have 114 total patrol boats out 
there. By the end of 2013, we will have 118 patrol boats out there 
and seven of those will be our new Fast Response Cutters, which 
we are going to get 20 percent more underway opportunities with. 

So is it a risk? There is always a risk, but I am comfortable ab- 
sorbing that risk in the patrol boat arena. But, once again, the big 
risk is the large offshore cutters, which are becoming increasingly 
unreliable and which pick up those multi-ton loads. 

Mr. Carter. Well, I for one, as the other gentleman here ex- 
plained, I am concerned about this. I have always thought since I 
have been on this subcommittee since 2004, that the Coast Guard 
was the shining light in the Homeland Security Department. And 
I want to keep it that way. 

I think we have got to start squeezing this thing and try to fig- 
ure out a way to keep our Coast Guard well equipped and current. 

Admiral Papp. And, sir, if I could qualify. I want to say one of 
the good things about this Department is the fact that CBP [U.S. 
Customs and Border Protection] and the Coast Guard work to- 
gether. I am not diminishing what they do at the border. 

Mr. Carter. I know you are not. 

Admiral Papp. They do a great job at the border, but that is their 
challenge. They are more challenged because they get those loads 
that come into Mexico and consequently we have it pretty well cov- 
ered because if they are not bringing the cocaine around by the 
maritime route, they are trying to bring it across the land border. 

Mr. Carter. Well, according to the fiscal year 2013 budget, the 
Coast Guard will be at a five-year low for drug interdiction capa- 
bility. We have to get that up. That is the war that 40 to 50 thou- 
sand people have lost their lives over the last ten years in Mexico. 
Now, they may not be U.S. citizens, but they are still human 
beings. And each one of those lives lost matters to me. They are 
my neighbors. 

And this is a serious fight. And if you can stop it down close to 
its source, like you said, it will maybe lighten the load that we 
have to carry on the border and hopefully start saving some lives. 

I am for getting as many assets in the hands of the Coast Guard 
as we can. 

Thank you, Mr. Chairman. 

Admiral Papp. And, sir, we are not carrying out this battle by 
ourselves either. Yes, I want to have the ships to be able to do that, 
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but I have met with Admiral Sinez in Mexico to continue working 
together and cooperatively. 

I am going down to Colombia this month to meet with the Co- 
lombian Navy. I went to London and met with the First Sea Lord 
because they provide assets down there. 

We are trying to leverage our partners as well as we can, but all 
of them are facing budget constraints. England is going to take 
their ships out of there. Of course, Colombia and Mexico are 
stretched as well and we are losing our Navy assets. 

So we may end up being the only ones holding the bag down 
there. That is why I am so insistent that we need to recapitalize 
our major cutter fleet. 

Mr. Carter. I thank you, sir. 

Mr. Aderholt. Mr. Dent. 

TRANSITIONAL WORKER IDENTITY CREDENTIALS: USE AT CHEMICAL 

FACILITIES 

Mr. Dent. Thank you, Mr. Chairman. 

Thank you, Admiral Papp, for being here. 

And I have always said, you know, the Coast Guard does re- 
markable work given the limited number of assets and resources 
it does have. You and everybody certainly in the Coast Guard real- 
ly deserve to be commended. 

Unlike my colleague from Texas, I do not have any clever bacon 
and eggs metaphors today that we are dealing with, cannot think 
of one, but, nevertheless, thanks for your service. 

I want to talk about TWIC. I am sure you are aware that some 
of the chemical industry have advocated the use of TWIC, 
Transportion Worker Identification Credential, for their personnel 
requirement under the CFATS program. 

We have been asking for the Administration’s position on this 
proposal and I have asked and I have offered to work with DHS 
on legislation should it be necessary. 

One question we have been asking, though, is how many employ- 
ees at these facilities actually have a TWIC card already. I do not 
know. And you may not be able to answer that at this point. 

Admiral Papp. I cannot. I am sure we can trace that down. I 
know the numbers of facilities. I certainly do not know the num- 
bers of workers, but we could probably figure that out. 

Mr. Dent. If you could find that out, that would be very helpful 
for the committee if you could. 

Admiral Papp. Certainly. 

[The information follows:] 

Response: MTSA facilities are statutorily exempt from CFATS and the Coast 
Guard does not perform inspections on non-MTSA CFATS-regulated facilities. The 
Coast Guard has no means to confirm how many workers are employed at chemical 
facilities covered under CFATS and who currently hold a valid TWIC card. The 
CFATS program is managed by the Infrastructure Security Compliance Division in 
the National Protection and Programs Directorate’s Office of Infrastructure Protec- 
tion. I’ve been advised by NPPD that they do not maintain a registry of the number 
of employees at CFATS-regulated facilities who hold a TWIC card. An extensive 
data collection effort would be required to gather this information. 
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CHEMICAL FACILITIES: OVERLAPPING REGULATIONS 

Mr. Dent. But to put some scale on this whole situation, do you 
know how many chemical facilities covered under CFATS are also 
covered under the Maritime Transportation Security and Safe 
Ports Act? Do you have any idea what percentage? 

Admiral Papp. I do not. I know there is an overlap and we are 
continuously working to diminish that overlap. In fact, the Infra- 
structure Security Compliance Division has granted almost 400 ex- 
emptions to CFATS facilities that are also MTSA facilities. 

They come to us to gain verification and we are working as hard 
as we can to eliminate that redundancy where we can and just to 
keep them pure MTSA facilities. So that work is ongoing. 

Mr. Dent. Yeah. I would be curious if your staff could also fol- 
low-up on that. 

Admiral Papp. Yes, sir. 

[The information follows:] 

Response: Facilities that are regulated under the Maritime Transportation Secu- 
rity Act (MTSA) are exempt from the Chemical Facility Anti-Terrorism Standards 
(CFATS) regulation. Thus, there are no facilities where CFATS and MTSA apply to 
the same footprint of a facility. In some cases, there may be an area of a chemical 
facility that is engaged in maritime activities and that is regulated solely under 
MTSA. Some of these facilities, however, may have other non-maritime areas out- 
side of the MTSA footprint (i.e., that are not regulated under the MTSA regula- 
tions), and that may be regulated under the CFATS regulations. Through our har- 
monization work with the Infrastructure Security Compliance Division in the Na- 
tional Protection and Programs Directorate’s Office of Infrastructure Protection, we 
jointly estimate that there may be as many as 400 facilities where some portion of 
the facility is regulated under MTSA and another portion of the facility is covered 
by CFATS. 

TRANSITIONAL WORKER IDENTITY CREDENTIALS: READERS 

Mr. Dent. That would be very helpful to the committee as well. 

I also understand that a good number of TWICs are going to be 
expiring, meaning that all those maritime employees will then go 
back to enrollment sites and enroll as if they are first-time appli- 
cants. 

Given that the readers are still not deployed, is the Administra- 
tion looking at anything to address that situation? 

Admiral Papp. Yes, sir, absolutely. Mr. Pistol from TSA [Trans- 
portation Security Administration] approached me probably about 
2 months ago now and we identified the problem. We have put to- 
gether a working group. 

In the Coast Guard, we are extremely concerned over our mari- 
ners and not creating duplicative, redundant processes for them, 
and we are going to try to work toward a solution that will mini- 
mize the impact on those people who have to go in for the renew- 
als. 

Mr. Dent. Understood. And without these readers, essentially 
TWIC is — it really is not much more than just a flash pass and it 
is a pretty expensive one, too, at that. 

Do you have any idea what the time line is for the TWIC reader 
rule? 

Admiral Papp. Yes, sir. We just got the reader report and now 
we are in the process of coming up with the regulation and the pro- 
posed rules. And that is going to be about a year process to work 
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that through Coast Guard headquarters and then through the Ad- 
ministration. 

Mr. Dent. Thank you for that. 

And the reader pilot started in August of 2008. That was about 
a year later. The final rule was supposed to be published by August 
2010. 

Can you give us any sense of the timing on that issue? 

Admiral Papp. As I said, my most recent read on it is now that 
we have the report, we are working through the final rule, and that 
process should take about a year to get completed. 

Mr. Dent. Port security TWIC reader projects is going to expire 
as I understand it. TWICs are expiring. Are we looking at another 
five years? 

Admiral Papp. For the 

Mr. Dent. For the expiring TWICs. 

Admiral Papp. I do not know, sir. We will provide you an answer 
for the record on that. 

Mr. Dent. And, finally, I guess my time is about up, can you 
help us understand some of the challenges to finalizing this rule 
and if you can tell us when it is going to be done? 

Admiral Papp. Now that we have the reader report, there is no 
obstacle for us proceeding forward. It is just the time involved and 
writing the final rule and getting that through the Administration 
and published. 

Mr. Dent. Thank you, and appreciate your service and everybody 
in the Coast Guard. 

Admiral Papp. Thank you, sir. 

MISSION NEED STATEMENT, UPDATE OF 

Mr. Aderholt. Thank you, Mr. Dent. 

Admiral, the budget you have presented to us today claims to 
support the 2004 mission need statement. This study was con- 
ducted over eight years ago when Deep Water was the plan for re- 
capitalizing the aging Coast Guard fleet. And program funding was 
plentiful. 

Since then, many things have changed. Deep Water as a single 
program no longer exists and the fiscal reality of record deficits has 
forced our Nation to refocus on needs versus our wants. 

Other departments, such as Defense, have taken this to heart 
and made an attempt at resetting the future. While we may not to- 
tally agree with what their proposals are, at least they do have a 
plan. It is imperative that the Coast Guard do the same. 

Even Secretary Napolitano has stated in front of this Sub- 
committee just a few weeks ago that the 2004 mission need state- 
ment needs to be updated. 

This is not a call for more studies that detail the mix of fleet. 
You have done many of those over the past few years. This is a 
new look at the mission’s requirement that the various studies 
build for. 

When do you plan to follow the Department of Defense example 
by laying out a new strategy for the future to reflect today’s fiscal 
realities? 

Admiral Papp. Well, we have taken three looks at the fleet mix 
over the last couple of years. We have Fleet Mix Analysis I, which 
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was in an unconstrained environment. We did Fleet Mix Analysis 
II, which was a more constrained fiscal environment. And then we 
just recently completed the Department of Homeland Security Cut- 
ter Study. 

Each and every one of those studies comes back. I would inter- 
pret it to be validating the fleet mix that we designed, that we 
came up with in the mission need statement, in other words, the 
eight National Security Cutters and the 25 Offshore Patrol Cutters. 

There is nothing that invalidates that. You can look at different 
ways of spending different mixes between the ships. The challenge 
that I am confronted with right now is when you look at those dif- 
ferent mixes of ships, you are looking at an Offshore Patrol Cutter 
that we do not know what it is going to be right now. 

We do not know what the funding will be 5 or 6 or 10 years from 
now. We do not know what that ship is going to turn out to be. 
We are very hopeful that it will be a very capable ship. 

The only thing that we know for sure right now is what the Na- 
tional Security Cutter is, which is a stable, predictable project that 
we have met the learning curve on. We have a stable price on it 
and we know that the ship is performing. We have three of them 
out there that are doing an outstanding job. It is an outstanding 
ship. 

So we will continue to work with the Secretary. If we go back to 
looking and revising the mission need statement, it has to be based 
upon our strategy. 

The Secretary recently signed off on a Department of Homeland 
Security white paper that talks about the strategy, talks in broad 
terms about what the Coast Guard does in terms of providing lay- 
ered security. 

We have further amplified that with a document that I signed off 
on just a couple of weeks ago: our Coast Guard publication 3.0, 
which is how we conduct Coast Guard operations. 

Because we build multi-mission units, what we end up doing is 
within our strategy. What we have to do is we take those resources 
that we are able to get and then we apply them against the highest 
need, the highest priority mission on any given day. 

So at the end of the day, it is resources against the priorities. A 
for instance is these cutters that I talk about that are down there 
interdicting drugs. If we just need them for interdicting drugs, that 
would be one thing. 

But when we have something like the Haitian earthquake, hu- 
manitarian response, these cutters get diverted to do that as well. 
If we have a mass migration from Haiti or from Cuba, those cutters 
get diverted and are able to operate there as well. 

So I do not think we have ever been in a state in the Coast 
Guard where we have enough resources to do everything that is 
called upon within our strategy. What we need to do is balance 
those resources that we have asked for within our portfolios 
against the highest threats on any given day. 

Mr. Aderholt. Does the Coast Guard plan to look at require- 
ments? Again, the studies did not address requirements for mis- 
sions. 

Admiral Papp. I am not sure what is meant by that statement, 
sir. 
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Mr. Aderholt. As far as the plan to look at what is actually re- 
quired for the long term. 

Admiral Papp. Well, I think the 2004 mission need statement 
looked at all the mission requirements that we had, the numbers 
of hours, number of ships, aircraft time, et cetera, and then came 
up with a plan, a balanced plan of fleet production and mission re- 
quirements. 

I have nothing that has diminished any mission requirements 
that we have, so I would say from my professional view, the re- 
quirements in the mission need statement should still adequately 
fulfill those requirements that we have out there. 

FLEET INTEROPERATION WITH NAVY 

Mr. Aderholt. I think the concern is because of eight years. Let 
me go on. 

The Secretary in her budget hearing and the budget justification 
for the Department of Homeland Security submitted, suggested 
that future strategy for the Coast Guard is dependent upon the 
Navy’s force lay-down which we have already known includes the 
decommission of all the frigates. 

If this is truly part of the Coast Guard’s plan, how are you en- 
gaging the Navy on Coast Guard requirements and how many of 
these decisions impact the future of Coast Guard acquisitions? 

Admiral Papp. Going back even further, we have a national fleet 
plan. The successive Commandants and Chiefs of Naval Operation 
have looked at our ship building programs. 

At a time when budgets were rising, it was a little easier to look 
at that and now I think both the Chief of Naval Operations and 
I have to take a strong look. 

I think what the Secretary has suggested is a good stewardship 
issue. Under Title 14, she and I both share a responsibility to make 
sure that the Coast Guard fleet is adequately prepared to inter- 
operate with the Navy when called upon. 

So it is right for her to go to Secretary Panetta and Secretary 
Mabus, for me to meet with the Chief of Naval Operations and 
make sure that we are not building ships or other assets that are 
duplicated by the Navy. 

Now, I meet regularly with the Chief of Naval Operations, some- 
times a couple times a week, and we also have Navy/Coast Guard 
staff talks that look at these things. 

The Navy provides us support on each and every one of those 
ships. I think it is something, to the tune of about $50 million per 
National Security Cutter, that they provide equipment on those 
ships that helps to make us interoperable with the Navy and they 
provide annual funding to us for the support and maintenance of 
that equipment as well, as well as updates as the ship ages. 

So this is an ongoing discussion that we have had with regularity 
in the past. It is becoming more important now as we are facing 
constrained budgets. And I applaud the secretary for wanting to 
step forward and meet with the Navy and with the Secretary of De- 
fense to make sure that as both of us expend our funds, we are 
spending it on the right resources. 

Mr. Aderholt. My time has expired. 

Mr. Price. 
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AVIATION SAFETY ASSESSMENT ACTION PLAN 

Mr. Price. Thank you, Mr. Chairman. 

Commandant, I would like to turn to the area of aviation and 
safety, obviously an area that you have given very intense atten- 
tion to since you became the commandant. 

Between 2008, 2010, the Coast Guard had a series of accidents 
resulting in a loss of 14 aviators and marine safety and security 
team members. That was a high and unprecedented accident rate. 

You have focused on this very sharply when you came on board. 
You required an aviation stand-down to review safety operations 
and you have implemented recommendations from these assess- 
ments. 

For a year and a half, the Coast Guard did not have major mis- 
haps. However, we are all aware that last week we had another 
tragic incident in Mobile Bay with four aviators perishing. 

I wonder if you could review for us this morning briefly the find- 
ings from the aviation safety assessment you completed in 2010 
and tell us what progress to date you have made in implementing 
these recommendations and also based on your initial reviews what 
you can tell us about the crash last week. 

Was the cause in any way similar to what you had found in ear- 
lier crashes when you conducted the stand-downs? How does this 
incident compare with those to which you have been attending? 

Admiral Papp. Thank you, Mr. Price, and let me address the 
Aviation Safety Assessment Action Plan, the ASAAP as we call it. 

And I commissioned that just shortly after becoming Com- 
mandant and put two of our most senior aviators in charge of that, 
people that I trust without a doubt. 

And what we found was that each one of the accidents that oc- 
curred, and we lost 14 people over 2 years in five accidents — each 
accident was different, but there were some consistent themes. And 
a lot of it went to the heart of our aviation community. 

The differences over the last 10 years as opposed to the history 
of our aviation program is that we went in our aircraft because we 
started getting a lot of money post 9/11; we started upgrading our 
aircraft. We went from a basic H65. We are up to — alpha, bravo, 
charley. We are now up to a delta model and the H60, we are up 
to tango model. 

So there were rapid changes in technology that our pilots were 
adapting to. There were rapid additions of mission sets. In other 
words, we did not do as much airborne use of force, rotary wing air 
intercept. 

In the past, before 9/11, all they did was search and rescue for 
the most part: go out, hover, rescue swimmers, bring back. We in- 
creased their mission set as well. 

And I think because of the high tempo — what I have interpreted 
the report to say, because of the high tempo of operations, our pi- 
lots tended to get complacent during routine operations. 

If you look at the consistencies between a lot of our accidents, it 
is in transits. It was either during training, which perhaps it took 
a little bit of an edge off because it was not a real-world crisis, 
search-and-rescue case or moving a helicopter from point A to point 
B. 
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That is very troubling to develop complacency. And that all leads 
you back to a question of leadership, involvement by the com- 
manding officers at the air stations, involvement by the senior avi- 
ators in terms of mentoring the newer aviators, and also crew re- 
source management within the aircraft when they are in flight. 

And we are confident that those were the issues and we have 
gone through an education process, sending out our senior leaders 
to each and every air station, and promulgating new guidance for 
our leadership in terms of what we are looking for in our leaders 
and our commanding officers and their responsibilities and holding 
people accountable for those actions as well. 

And as you note and as I am very pleased, it has actually been 
closer to 19 months since our last accident and I am grateful for 
that because we never want an accident in any way, shape, or 
form. 

As far as the CG-6535 accident of last week, it would be pre- 
mature of me to comment at this point because we simply do not 
know. 

We had one of our most experienced instructor pilots from the 
training center at Mobile flying that night. He was training a new 
pilot, but the new pilot was at the end of his syllabus, was doing 
his last test flight before transitioning to this aircraft. 

We do not know whether it might be mechanical, whether it was 
pilot error. We just do not know at this point. There is a full range 
of possibilities, but it would be unfair for me to make a judgment 
on what it was in this particular case. 

Suffice it to say we are looking at this very, very closely. We first 
of all want to make sure that there is no mechanical issue that 
might be fleet wide that we would be concerned about. 

But we have a great team of experts down there who have been 
put together to analyze this completely. We will reconstruct the air- 
craft. We have recovered about 90 percent of it right now. But our 
most urgent mission right now is finding the fourth member of the 
crew, Petty Officer Knight, who is still missing down there. 

Mr. Price. Thank you. 

Thank you, Mr. Chairman. 

Mr. Aderholt. Mr. Carter. 

POLAR icebreakers: addressing needs with smalt, fleet 

Mr. Carter. Thank you, Mr. Chairman. 

Admiral, as I said, I had the pleasure of going up and being with 
the Coast Guard in Alaska. And we discussed this icebreaker situa- 
tion and that we currently have one operational icebreaker. 

And from what I understand, the presence that we need to have 
in the Arctic Ocean is an important presence to the national secu- 
rity of this country, but it also has implications because a lot of 
people believe there are an awful lot of petroleum assets up there 
in the north. 

And the competition between the Russians, potentially the Chi- 
nese, and others to try to lay claim to the whole Arctic by their 
presence is part of international law. As I understand it, if it is un- 
defined, you can claim it by presence. 

And the Russians are putting a lot of presence right now up in 
the Arctic Ocean; isn’t that right? 
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Admiral Papp. Well, sir, that would be true under what we used 
to call customary international law, which is what we all operated 
under one time. But since the enactment of the Law of the Sea 
Treaty, which we have not acceded to, all the other countries have 
acceded, all the other maritime countries in the world have acceded 
and signed on to this treaty. So what Russia is doing up there is 
they are operating under the concepts of that treaty, and they are 
doing bottom surveys and other things so they can lay claim, under 
the treaty, to extended outer continental shelf claims. 

Now, we’re doing similar things right now. In fact, that was what 
Healy was doing up there last summer, along with the Canadian 
icebreaker, Louis St-Laurent. They were surveying the bottom, and 
mapping it out so that at such time as we accede to the treaty and 
we have proper venue to be able to lay a claim, we can establish 
our claim for the outer continental shelf, as well. 

But what Russia’s doing right now is in compliance with the Law 
of the Sea Treaty, 

Mr. Carter. Oh, I understand that. But, I guess the question is, 
they’re up there with adequate icebreaker capacity. We actually 
had to call on them for assistance, as I understand it, and along 
with the Swedes from time to time, to get icebreaker capacity up 
in the Arctic. They’re not the most reliable partners in the world. 
Is relying on foreign nations for polar icebreakers a good policy, in 
your opinion? 

Admiral Papp. Well, I don’t want to point fingers at anybody. It 
would be easy to, but some of the fingers would come back to the 
Coast Guard, as well. The deplorable state that we find our ice- 
breaker fleet in is a combination of things, some of which was 
transferring the operational money for the icebreakers out of the 
Coast Guard to the National Science Foundation, and the National 
Science Foundation thought that their money was better spent 
leasing foreign icebreakers. 

The first year they leased a Russian icebreaker and it broke 
down. We had to send Polar Star, one of our polar icebreakers, 
down to break it out. Consequently, our two major polar ice- 
breakers have atrophied. They are inactive right now, inoperable. 
Polar Star is being restored, but it will take us still a number of 
months before she’s ready. 

This year, they went to lease an icebreaker from Sweden called 
the Oden, and they were going to use that to break out McMurdo, 
down at the South Pole. At the last moment, Sweden came through 
and said, “No, we need Oden for our own duties back home,” and 
they were left without an icebreaker. 

The National Science Foundation came to me and asked for 
Healy. I refused because Healy is the only icebreaker that we have 
that’s operational, and she’s actually in pretty good shape, and was 
committed to operations in the Arctic. And I wanted to make sure 
if something came up, I didn’t know if Nome was going to come up 
at the time, but if something came up we would have our one oper- 
ational icebreaker available. I was just lucky on that particular 
one. 

So, Healy’s okay. She’s been up there for almost 8 months now, 
and is going to need a good yard period to get her back into shape. 
She’ll be back up there next summer. Then Polar Star will be ready 
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in 2013, and that will give us a bridging strategy for the next 10 
years. 

So, that’s why I’m encouraged that we see funding coming up for 
an icebreaker, but I’d like to make the case, and this is Papp’s 
opinion, that an icebreaker ought to be a shared cost across the 
government. The National Science Foundation needs it. The De- 
partment of Defense, from time to time, needs it. Yes, the Coast 
Guard needs it, but this is something that really begs for an across- 
government response and I would say sharing, as well. Maybe even 
industry needs it, which gains the benefit of having those ice- 
breakers up there to provide security and sovereignty. 

Mr. Carter. That’s a pretty good concept. I’d like to explore that 
a little bit because we can’t operate if we get any emergencies up 
there that we can’t respond to, and just the fact that people are, 
we just had two, two cruise ship disasters in the last month and 
a half, two months. One of them, all of the electricity went out. 
That wasn’t as near as bad as the one that flipped over on the side. 

But, those people are driving those cruise ships through that 
Northwest Passage now. 

Admiral Papp. Oh, yes, sir. 

Mr. Carter. And that’s an awful lot of people. We could have in 
an awful lot of trouble. 

Admiral Papp. Yeah. We focused on icebreakers. But to be truth- 
ful, sir, I’m more concerned about the short sight infrastructure. 
I’ve been up to Barrow twice now. I actually stayed in Barrow over- 
night last year. There’s no infrastructure there. We couldn’t find; 
I had a travel party of 12. We couldn’t find hotel rooms. We stayed 
in a dormitory, that old dew line station up there that the Air 
Force runs. 

Plus, if you want to do search and rescue, you’ve got to position 
some helicopters up there. There’s no hangar space for my heli- 
copters right now. There’s no VHF communications, no distress 
monitoring system up there. People who go up there don’t under- 
stand how little there is in terms of infrastructure to support them. 

Now, next summer Shell is going to be up there with about 600 
people on 33 ships and two drilling rigs. That’s going to be an in- 
crease of 600 people and 33 ships over what was up there last sum- 
mer. That creates challenges for me: search and rescue, potential 
for pollution, the potential for security. There are environmentalist 
groups that will seek to disrupt Shell’s operation. These are all 
mission sets for the United States Coast Guard. There’s no other 
agency that can do it, and we don’t have any shore infrastructure 
up there. 

So, if you don’t have shore infrastructure, what do we do? Just 
like I said. You send a major cutter to Haiti for the earthquake. 
You’re going to send a major cutter up there, which gives us a mo- 
bile command and control platform, a flight deck that can launch 
helicopters, and a stern ramp that can launch boats. And we have 
what amounts to a Coast Guard sector right there, except it’s 
afloat. 

Mr. Carter. We’ve got a lot of work to do. 

Admiral Papp. Yes, sir. 

Mr. Carter. Thank you, Admiral. 
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NATIONAL SECURITY CUTTERS: FY 2013 BUDGET 

Mr. Aderholt. It is obvious that you have no intention to fully 
fund the NSC. The budget cuts, the planned buy for the FRC from 
the six that was appropriated in FY 12, to just four, which actually 
squanders $30 million in savings. The FY 13 budget only requests 
two cutters, again, delaying the capability and the squandering of 
savings. 

The question to you, Admiral, is how do you justify losing the 
savings, and delaying the Navy capacity, when you’re also decom- 
missioning patrol boats and plan to terminate the high tempo high 
maintenance program? 

Admiral Papp. The only way I can explain it, sir, is just like my 
wife and I have a budget and we’ve got to live within it, the Coast 
Guard’s got a budget and we have to find a way to live within it. 
I’m using my best judgment on each and every one of those projects 
on how to keep them going. 

Now, as I said, I don’t characterize it as canceling others in order 
to build the National Security Cutter. We need the National Secu- 
rity Cutter, as well, and if we push that off — one estimate we did 
last year, if you push it off as much as a year — you increase that 
by about $50 million on that ship if you push it off. 

So, I’m intent on getting number 6 in the 2013 budget. What 
that requires is to go to minimum ordering in each one of the ap- 
proved acquisition projects that we have, including the National 
Security Cutter, and that’s the best I can do. That’s my best rec- 
ommendation on how to keep our acquisition projects going within 
the constraints that we find ourselves. 

POLAR ICEBREAKERS: FY 2013 BUDGET 

Mr. Aderholt. It was mentioned, and it has been mentioned 
several times here this morning, but the FY 13 budget includes $8 
million to initiate the acquisition of the polar icebreaker. What 
does the $8 million fund? What is the acquisition strategy? 

Admiral Papp. The $8 million will be basically the start. I mean, 
we have no staff on board right now devoted to designing, building, 
and acquiring an icebreaker. So the first thing you have to do is 
you have to bring on, I mean, we have program staff. In other 
words, the people who develop policy can’t start developing the re- 
quirements that we have. But then you have to have an acquisition 
staff that starts setting up and complying with all the many, many 
Federal acquisition rules there are in order to get this project 
going, and that’s the up front money to start the project. 

OFFSHORE PATROL CUTTERS: PROJECTED OPERATION DATE 

Mr. Aderholt. The budget again delays the Offshore Patrol Cut- 
ter, OPC, with estimates that we will not have an OPC operational 
until 2020, 2022, which is, of course, years after they started initial 
planning back in 2004. 

Is there any way to accelerate this program to allow for a faster 
recapitalization of our 18 cutter fleet? 

Admiral Papp. I’d be reluctant to do that, sir, and I’ve talked to 
my people and I think our projected date now is having that ship 
in the water in 2020. Now, I mean, we may be quibbling over 
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terms, whether it’s fully ready for operations or whatever else. But 
I’m projecting 2020 for having it in the water and we’re looking at 
going into production in 2017, which is reflected in the Capital In- 
vestment Plan. 

When I came in as Commandant, I realized that this was the 
most expensive project that the Coast Guard has ever taken on in 
history. These 25 ships are a significant investment, and I also un- 
derstood looking out at the horizon and seeing in the storm clouds 
that restricted budget is coming up that we needed to build a ship 
that was affordable. We rescrubbed the requirements. We have bat- 
tled ourselves within the Coast Guard to make sure we’re asking 
for just exactly what we need. Nothing more, nothing less. And I 
have said three things to my staff as we’ve gone forward: afford- 
able, affordable, affordable. 

And I’m very pleased to say that just last week the Department 
reviewed, and we passed a major milestone with acquisition deci- 
sion event number 2, which validated our requirements for the type 
of cutter that we’re looking for, and we are ready to go toward pre- 
liminary and contract design work this next year. 

AIRCRAFT, 21 C-27J: TRANSFER FROM AIR FORCE 

Mr. Aderholt. The Air Force has announced plans that it is re- 
tiring the brand new fleet of 21 C-27J aircraft, which may provide 
the Coast Guard with affordable options for additional medium 
rights to fly that aircraft. 

Is the Coast Guard reviewing this as another option for our mari- 
time surveillance, and are you currently talking to the Air Force 
about a potential transfer? 

Admiral Papp. Yes, sir. I’ve already started that. I talked to Gen- 
eral Schwartz, the Chief of Staff of the Air Force, just within the 
last week. 

This is intriguing for me and as soon as I heard that, our staff 
started taking a look at a business case analysis on this. Now, his- 
torically, the C27 was one of the aircraft that Integrated Coast 
Guard Systems looked at when we started the Deepwater project 
as our medium-range aircraft solution. It, I believe, was one of the 
finalists. It was at the time a Lockheed product, and Lockheed was 
one of the lead system integrators. But the solution they came up 
with was that the cost of the aircraft. The HC144, which we 
bought, actually has lower life cycle costs and that’s what drove us 
to buy the CASA. 

However, like I told you, my sense of optimism — Sometimes 
things fall in your laps and if we can get free aircraft, basically free 
from the Air Force, we might be able to come up with a plan that 
will allow us a mix of the CASAs, a mix of the C27s, and oh, by 
the way, that might put some extra money in our budget that we 
can devote to some of these other projects. 

So this is very attractive to me, but we’re just in the preliminary 
stages right now. The C27 uses the same engines as the C130J, so 
we already have a logistics systems for the engines for that air- 
craft. So there’s potential. I’m optimistic, and we’re going to con- 
tinue the discussions and I have a briefing that’s working its way 
up to me, I think within the next week or so, which will present 
the business case analysis. 
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Mr. Aderholt. Okay. Mr. Price. 

AIR STATION CLOSURES, IMPACT OF 

Mr. Price. Thank you, Mr. Chairman. Admiral, your 2013 budg- 
et proposal would close two seasonal air stations, in Muskegon, 
Michigan, and Waukegan, Illinois. As I understand it, to com- 
pensate for these closures you are proposing to transfer three H60 
helicopters to Traverse City. Two from Air Station Clearwater, and 
one from Air Station Elizabeth City. 

You’ve indicated that with the larger helicopters in Traverse City 
you’ll be able to respond to all searches and rescues in western 
Michigan and in the Chicago area. I’d like to have you elaborate 
on that. If a critical search and rescue event occurs in the Chicago 
area after you close these two nearby seasonal air stations, how 
quickly can you respond from Traverse City, which is something 
like 224 flight miles away? 

Admiral Papp. Thank you, Mr. Price. I speak on this subject with 
personal experience. I was the Ninth District Commander, which 
is our Great Lakes command, and I was continuously challenged 
year-round by the inability of Air Station Traverse City to respond 
to a lot of the cases that we had to do, because it’s not just Lake 
Michigan, it’s also Lake Superior. They have to fly all the way 
down to Duluth, and I’ve flown in those small helicopters up there. 
You have to stop and refuel midway before you can get down into 
lower Lake Superior. In fact, when you fly from Traverse City or 
the Air FACS down to southern Lake Michigan, oftentimes you 
have to refuel because they’re small helicopters with limited endur- 
ance. 

The other challenge is in a major portion of the year, you’ve got 
icing conditions up there, and the H65, the current helicopter, is 
not designed to deal with icing conditions. The H60 is a much more 
substantial helicopter. It more than doubles the search time. It has 
more on-station time. It can go further, and it has deicing to pro- 
tect my people and to be able to respond better operationally. The 
H60 is a better aircraft for Air Station Traverse City, I am con- 
vinced. 

The only way you can support that is by eliminating what are 
really redundant Air FACS that are only open for about 3 months 
of the year. We used to have Air Station Chicago. It was decommis- 
sioned because the Navy closed down the field that was down 
there. We chose to set up an air facility at Muskegon, and then we 
were required to open up one at Waukegan as well. They’re redun- 
dant. 

The other thing I would add there is people isolate looking at the 
aircraft response. We also have four Coast Guard boat stations in 
southern Lake Michigan, and we have recapitalized them with 
three quarter of a million dollar boats. Six of them, which have 
very fast response times, can deal with heavy weather. In any 
search-and-rescue case you have a combination of surface assets 
and air assets. So when I look at the lay down of the increased ca- 
pable boats that are down there, plus the H60s, I’m comfortable 
that we can still provide proper response time for search-and-res- 
cue cases in southern Lake Michigan. 
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Mr. Price. So there are variables involved here apart from the 
simple response time? 

Admiral Papp. Yes, sir. 

Mr. Price. What is that simple response time, though? What are 
we talking about in Traverse City? 

Admiral Papp. Our search-and-rescue manual requires us to have 
a helicopter on scene within 2 hours. We can continue to meet that. 
The H60 is a faster aircraft in terms of having longer endurance 
time, and we can continue to meet that requirement down in south- 
ern Lake Michigan. 

Plus, there are times when you have aircraft in the air already 
that can be diverted for cases, as well. We frequently have aircraft 
out there that are on other missions, and can be diverted for search 
and rescue. We also have the boats that can get out there even 
quicker than the aircraft can from the stations. 

Mr. Price. What’s the impact, by the way, on Elizabeth City to 
lose one H60? What kind of fleet does that leave there? 

Admiral Papp. It will leave three H60s there, which is its basic 
allocation of aircraft. The extra aircraft that was there, the fourth 
one, was positioned there by my predecessor to serve the Maritime 
Security Response Team. It’s their offshore team that we used to 
take down non-compliant vessels, and the H60 is not an adequate 
aircraft for that, nor do we have the training in place to be able 
to do vertical insertion with that particular helicopter. So that one 
helicopter that was used solely for training is part of what will go 
up to Traverse City. 

Meanwhile, for the MSRT, I’m talking to the Chief of Staff of the 
Air Force and also General Dapse and the National Guard to come 
up with dedicated Department of Defense resources that are 
trained at vertical insertion and will be able to work with that 
team to take them offshore. We are also developing — As a follow 
along to this document, we’re developing the doctrine for how we 
do advanced interdiction at sea. 

Mr. Price. All right. Thank you, Mr. Chairman. 

POLAR icebreakers: funding increases 

Mr. Aderholt. We mentioned extensively the polar icebreaker, 
and the funding profile shows $120 million in FY 14 which is a sig- 
nificant increase from the $8 million you requested in FY 13. The 
funding profile then continues to climb, totaling over $800 million 
through FY 17. 

Does that include incremental funding? 

Admiral Papp. For the construction of the ship itself? 

Mr. Aderholt. Right. 

Admiral Papp. Yes, sir. Absolutely. 

Mr. Aderholt. Does the Coast Guard intend to fund the develop- 
mental program or get the data from, through the data rights from 
a foreign source? 

Admiral Papp. That will be up to our acquisition folks in terms 
of how we approach this particular project. One of the things that 
we have found recently that works for us is going to proven designs 
that are out there. The Finns are, I think, the leaders in the world 
in terms of ice breaking right now. 
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The last icebreaker that we built, which was the Mackinaw, up 
on the Great Lakes, was basically a Finnish design that was adapt- 
ed by Marinette Marine, and I suspect any shipyard in this country 
that will build one will be looking toward designs that are overseas 
right now, rather than going to the drawing board coming up with 
a brand new design. 

AIRCRAFT, 21 C-27J: BUSINESS CASE ANALYSIS 

Mr. Aderholt. Going back to the C-27J aircraft, can you provide 
the Committee with a business case analysis for the C-27J? 

Admiral Papp. Yes, sir. As I said, it has not been presented to 
me yet so I would be reluctant to commit to you when I could pro- 
vide that, and of course, I would have to brief the Department on 
that, as well. But we would be happy to provide that as we go for- 
ward and send people up here to do some briefings on it. 

OFFSHORE PATROL CUTTERS: CAPABILITY 

Mr. Aderholt. Okay, and there has been discussion as to the ca- 
pability of the OPC with the objective design being more capable 
than threshold capacity. 

What is the current planned capacity of the OPC, and what capa- 
bility tradeoffs are you considering? 

Admiral Papp. The driving one, as I said, is affordability. But 
having said that, and I’m not trying to be funny here, but the sea- 
keeping capability, being able to operate in sea state 5, is probably 
most important to us right now, because with fewer National Secu- 
rity Cutters — at least fewer than the High Endurance Cutter that 
we have right now — None of our Medium Endurance Cutters, the 
210-foot and 270-foot cutters that we have, can operate in the Gulf 
of Alaska and the Bering Sea, and they do not have the long legs 
to be able to send them out on some of the longer deployments that 
we do in the Pacific. 

So it has to be able to launch aircraft and boats in sea State 5, 
which is standard ops up in the Bering Sea, and also have endur- 
ance that will be able to keep it out there on station. I believe it 
was 45 days we were looking for, without refueling. 

Mr. Aderholt. Okay. Mr. Price. 

PERSONNEL CUTS 

Mr. Price. Thank you, Mr. Chairman. Admiral, let me ask you 
about your personnel reductions that are involved in this budget 
proposal. As I understand, you would be losing about 1,070 per- 
sonnel, almost all by attrition if the 2013 budget request was 
passed as is. I know a large portion of those attritions are due to 
the decommissioning of aging assets. That leaves uncertain, at 
least in my mind, about these replacement assets coming on the 
line and how the personnel transfers would occur. Also, the reduc- 
tion eliminates a high tempo crewing strategy for the patrol boats, 
which would result in a dip in patrol ladders next year. 

That seems particularly concerning as you redeploy large cutter 
assets to the Arctic and reduce small cutter hours in the source of 
transit zones. 
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So, I wanted to ask you a couple of questions about this per- 
sonnel issue. I believe the estimate is that about 500 of these re- 
ductions would occur as assets are being decommissioned. That’s 
the number of Coast Guardsmen that would be let go as their as- 
sets are being decommissioned. What is the potential for rede- 
ploying this, these personnel to other assets so that we don’t have 
a steep drop in operating hours? 

Secondly, can you address the patrol boat high tempo operations? 
How would eliminating those affect your counternarcotics oper- 
ations in the Caribbean and Pacific, because we’re seeing lots of 
drugs still coming in there. In fact, an influx of drugs is increasing 
in some areas, and it would seem particularly problematic as the 
Calderon administration nears the end of its tenure in Mexico. 

Admiral Papp. The 1,000-person figure is a little bit of a red her- 
ring. As I said earlier, actually my count is about 700 people are 
lost because of the decommissioning of various assets. But on the 
other hand, as I also stated, we have brought on many replacement 
crews to crew the new assets that are coming on. For instance, we 
only have three National Security Cutters right now. But we actu- 
ally have four crews already on the books. That fourth crew, it 
takes a while to put them through industry training, new equip- 
ment, everything else, to prepare them so that when the ship is de- 
livered they are trained up and ready to go. So you ideally like to 
have those crews on in advance. 

We only have one Fast Response Cutter that’s actually in the 
water and ready to be commissioned. But we have 10 crews already 
paid for that are awaiting their ships to be able to crew them. 

Aircraft, I think we have, of our HC144 aircraft, we have, I 
think, 14 or 16 crews already purchased that are on budget. So, we 
have in advance bought the crews for the new assets that are com- 
ing on. As I said earlier, as well, ideally in an unconstrained budg- 
et environment, you’d love to keep all the old crews and their as- 
sets until you absolutely have that new ship and that new crew, 
or that new aircraft and that crew on line and ready to go before 
you decommission the old ones. 

As a part of the budget constraints that I have right now, I no 
longer have that luxury and I have to let those older crews go now, 
because I already am paying for new crews that are on the books 
that are going to be on those new assets. 

In the FY 2013 budget, yes, we are losing the high tempo, high 
ops patrol boats. We’re decommissioning three of the patrol boats, 
and we will have a short-term loss in hours over the course of that 
year. But by the end of the year we’ll have seven FRCs on line that 
will take advantage of those crews that we’ve already bought, and 
they give us an increase of about 20 percent in terms of underway 
hours, and we will close some of that gap by the end of FY 2013. 

I’m willing to take that risk in the near shore environment where 
the patrol boats operate because I’m not seeing the threat there. 
We’re stopping the threat much further offshore in terms of mi- 
grants and drugs, and so I am comfortable with our coverage in the 
near shore region. Plus, we produced 73 patrol boats in the last 10 
years, our 87-foot patrol boats. It wasn’t too many years ago that 
we only had about 75 patrol boats total in the Coast Guard and 
now we’re up where we have 114 patrol boats on hand right now. 
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When we build out the FRC fleet ultimately we’ll end up with 131 
very capable patrol boats. 

So once again, where I see the risk is in the offshore. Our older, 
major cutters are out there stopping the threats in the offshore, but 
they’re getting increasingly expensive to maintain. So that’s why I 
favor devoting my budget authority, what head room I have, to con- 
tinuing the purchase of those major cutters. 

Mr. Price. As you describe the situation I realize I’m not entirely 
clear about how the overlap works between these crews that have 
been at work for a long period of time, these assets that are being 
decommissioned and the training of the new crews, and how do you 
achieve at a minimum of personnel loss and training loss as you 
make these transitions? I suppose it’s obviously desirable that 
there be a seamless transition to the new assets coming on board. 
But when that isn’t the case, what’s, what kind of approach do you 
take? 

Admiral Papp. Well, we have personnel policies and controls in 
place that help us deal with that, and I’m confident that most of 
the 1,000 people that we’re talking about in terms of this reduction, 
which ultimately will not leave until we’re into fiscal year 2013, we 
can deal with through attrition and modifying our recruiting in 
terms of bringing people on. 

So we’re not going to kick 1,000 people out on the street. This 
is something that’s going to be managed that we will, you know — 
We will reduce the numbers of people who are coming into our 
training center at Cape May, at the Coast Guard Academy, and 
that is reflected also as well as we’ve cut back on some of our re- 
cruiting billets, simply because we’ve got people lined up, waiting, 
wanting to come into the Coast Guard. We can afford to accept a 
couple of year reduction in terms of our recruiting billets. 

Now there’s 220 positions in there that effectively are empty, 
right now. We put a hiring freeze on at Coast Guard headquarters 
because I want Coast Guard headquarters to feel some of this pain 
if we’re going to lose people. But the reality is many of these are 
billets that went unfilled for a year or more and were not hired 
into, and we placed a hiring freeze in. So we’re trimming off what 
I consider to be some excess that we had at Coast Guard head- 
quarters. 

So, this is manageable, this 1,000. Would I love to keep the 
1,000? Sure, I would. Any Service Chief wants to keep as many 
people and as much money as they want. But, I’m trying to live 
reasonably and responsibly within the budget I’ve been given, and 
we can manage this. 

Mr. Price. Finally, let me just ask you quickly. There are other 
staffing reductions in other areas as you’re beginning to tell us. In- 
telligence staff to the tune of maybe 57 positions. Armed use of 
force missions, air station personnel. Are any of those categories 
that are worthy of special honor that give you particular 

Admiral Papp. Not particularly. Once again, as I said, I’m a 
Service Chief. I’ll take anything that anybody gives me and will 
make it work. But, what I’ve been given is a top line that I’ve got 
to live within, and we’ve got 10 years of experience since 9/11 right 
now. Although we built up a lot of areas over that 10 years, now 
is our time to start refining and seeing where we have a little put, 
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some puts and takes, whether it’s intelligent airborne use of force. 
We’ve found that we’ve devoted a lot of money and people and re- 
sources to that, and we’re not finding the utility of it in all loca- 
tions. 

So what we’re doing is we’re identifying a couple of locations 
where we will train them so that we have them available, but we 
don’t need to train every air station to do airborne use of force. 

Going back to our discussions on aviation safety, we don’t want 
to overburden our aviators with multiple missions that we’re not 
getting a return on investment on. So I think it’s good, after 10 
years, since 9/11, to be taking a look at things and seeing what we 
can afford to do, what are the most important things for us to be 
doing, and making those responsible decisions. 

Mr. Price. Thank you, Mr. Chairman. 

Mr. Aderholt. Thank you, Mr. Price, and again, thank you, Ad- 
miral, for being here today, and for your testimony. Again, our 
thoughts and prayers are with the families that lost their loved 
ones last week in Mobile Bay, and we would ask that you extend 
our condolences to them on Thursday. 

So with nothing further on the agenda, we will stand adjourned. 

Admiral Papp. Thank you, Mr. Chairman. 
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Maintenance Backlogs 

Question: Please provide a prioritized list of the unfunded, backlogged maintenance needs for cutters and 
aircraft. 


ANSWER: The following tables are the Coast (iuard's Maintenance Backlogs, both deferred maintenance and 
other emergent unfunded maintenance needs, separated by surface and aviation. 


Cutter Depot Maintenance 
Availabilities 

Includes both maintenance availabilities (dry- 
dock/dockside); will be deferred and amounts 
de-scoped from current year availability work 
due to inability to fund complete maintenance 
requirements. 

$ 18,376,000 

45 

Boat Depot Maintenance 
Availabilities 

Availabilities will be deferred. 

$ 2,331,000 

30 

Cutter Engine Overhauls 

Hourly -based overhaul intervals will be 
exceeded for some cutters. Condition will be 
closely monitored, but risk of failure increases 
when exceeding programmed interval 
recommendations. 

$ 1,505,000 

45 

Small Boat Inventory 

Includes engine rotatable pool shortfalls for 25’ 
RB-S and 47' MLB. 

$ 9,769,000 

30 

Cutter Inventory 

Includes 1 75' WLM Z-drives and other 
inventory replenishment required to prevent 
future loss in cutter availability due to delay in 
parts availability. The lack of appropriate 
inventory levels for certain parts will lead to 
reduced asset availability. 

$ 10,243,000 

45 

Patrol Boat Hull and Structural 
Topside Preservation and 
Habitability Projects 

Combination of topside preservation and 
habitability projects to be accomplished 
coincident with cutter/vessel depot maintenance 
availabilities. 

S 410,000 

30 

'Fime Compliant Technical 
Orders 

Development and implementation of fleet-wide 
engineering/configuration changes to in-service 
cutters to mitigate obsolescence, improve safety', 
or increase overall supportability of current 
missions. 

$ 16,031,000 

45 


Total Cost: 

S 58,665,000 
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( ! } 11-60 Tail Kotor Blades 

Funds H60 T ail Rotor Blades 

S6.200.000 

41 

(21 Inventory Needs 

Based off Q1FY12 Deferred Maintenance 



Repairables 

Includes H65 Main Gearbox, Cl 30 Engine, 

Cl 30 Propeller, and H60 Engine overhauls 

$12,825,518 

41 

Rotables 

Includes HC144 Engine modules, C130 
Transmitters, Cl 30 Weather radar, & Multi 
platform communications gear. 

$35,993,576 

41 

(3) H-60 External Fuel Tanks 

Funds 120-gallon and 80-gallon tanks to retain 
H60 endurance/range. 

$5,600,000 

41 


Total Cost: 

S 40,619,094 



Aging Cutter Fleet 

Question: With the delay of the Offshore Patrol Cutter, what are the plans for life extensions of the current 
cutter fleet by type? 

ANSWER: The Offshore Patrol Cutter is expected to perform the missions currently performed by 210’ and 
270’ Medium Endurance Cutters (MECs). 

MECs are currently undergoing a Mission Effectiveness Project (MEP). The puipose of the MEP is to provide 
cost-effective and selected equipment upgrades and enhancements to increase cutter reliability, improve mission 
effectiveness, and reduce future maintenance costs. Additionally, corrosion issues affecting the hull are also 
addressed. 


The 210’ MEC MEP (14 hulls) was completed in FY 2010 and the 270' MEC MEP is currently ongoing with 
the last cutter scheduled for completion in FY 2014. The Coast Guard’s most effective methodology to 
comprehensively assess the condition of the ship and identify potential additional service life is a Ship Structure 
and Machinery Evaluation Board (SSMEB). SSMEBs are planned for post-MEP cutters. In fact, the 270’ 
SSMEB is ongoing and the 210’ SSMEB will be completed in FY 2013. Using the information from the 
SSMEBs, the Coast Guard will implement a plan to maximize cutter operational life and mission effectiveness 
to continue to maintain operational capability. 

Furthermore, the Coast Guard has moved to a newer, more flexible, efficient logistical management system. As 
a result, the Coast Guard is able to better track and plan maintenance and logistics support of the MECs; 
allowing appropriate resource allocations to occur to support the fleet. 

National Security Cutter Acquisition 

Question: The President's budget includes funding for the sixth National Security Cutter but does not provide 
any funding in the out years for NSC #7 and #8. Is the program of record for 8 NSCs still a relative 
requirement? 

ANSWER: While NSCs remain a critical component of the Coast Guard’s fleet, it is appropriate to continue to 
assess the balance of our Service’s assets and how we might achieve the same or better long-term capability 
with an alternative mix of assets. We will also coordinate with Department of Defense and other partners to 
build complementary, non-redundant capabilities in the FY14 Budget and beyond. 
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Question: How do you justify a program of record for 8 NSC’s when there is no funding in the budget? 

ANSWER: The 2013 President's Budget includes full fundingfor NSC-6. As required under P.L. 112-74, a 
future-years Capital Investment Plan (CIP) is transmitted with the Budget to Congress, but the CIP and the 
Program of Record are developed through separate and distinct processes. The Program of Record is 
periodically reviewed as part of DHS oversight of component’s major acquisition programs. In light of the new 
Department of Defense Strategy, DHS is reviewing the Coast Guard’s major cutter acquisition programs in 
2012. This review will be informed by the fleet mix analyses and all other studies completed to date, as well as 
trade-offs necessary to fund requirements within a constrained top-line. 

Question: In order to maintain the current production rate, when does the Coast Guard need funding to begin 
construction of NSC #7? 

ANSWER: In consideration of the new Department of Defense Strategy and the recent Cutter Fleet Study 
focusing on USCG's major cutter acquisitions, the need and timing for funding the remaining two NSCs within 
the next five years is currently under review. 

Question: If NSC #7 and #8 are not funded, what is the funding requirement for shutdown? 

ANSWER: If National Security Cutter (NSC) #6 was awarded and completed as the final Cutter in the Class, 
the funding requirement for shutdown would be approximately $45 million. 

2004 Mission Needs Statement 


Question: When does the Coast Guard plan on updating the eight-year old mission needs statement so it 
reflects today’s fiscal realities? 

ANSWER: The Coast Guard continuously monitors current threats, challenges, and the operating environment. 
Since the 2004 Mission Needs Statement, DHS/ USCG have completed more recent reviews of specific 
requirements such as the DHS Cutter Fleet Study and the High Latitude Study Mission Analysis Report. The 
most current strategy is articulated in Publication 3.0-Operations, which was released in February 2012. These 
reports include specific analyses of the fleet/asset requirements and mix needed to perform USCG's missions, 
and the strategy to accomplish the missions through operations. By design, the Mission Needs Statement is 
intended to articulate the Service’s Mission needs, and therefore since it does not address specific assets 
requirements to meet these missions, is independent of fiscal considerations. 

National Fleet Plan 


Question: As discussed in the hearing, what is the timeline to update the National Fleet plan? 

ANSWER: The Commandant and Chief of Naval Operations meet regularly to discuss issues of importance to 
the Sea Services. As such, the Coast Guard and the US Navy are currently collaborating on a Revision to the 
Cooperative Strategy for 21st Century Seapower which will closely coordinate the complementary Department 
of Defense and Department of Homeland Security seapower strategies and policies. Although not a fleet plan, 
it is anticipated that this review will be completed by the beginning of 2013. 
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Shore Infrastructure in Alaska 


Question: What are the challenges for vessels and aviation as it relates to shore infrastructure in Alaska? How 
much is requested to address these challenges in FY13 and what are the remaining projects that need to be 
funded? 

ANSWER: There are many challenges for vessels and aviation assets as it relates to Alaska operations, 
particularly in the Arctic with the vast distances, limited permanent infrastructure and lack of piers, hangars and 
insufficient lodging. The Coast Guard has no base nor any existing infrastructure located within the Arctic 
Circle. While DOD has some historical footprint in the region, those facilities, if available, would require 
significant improvements and remediation to prepare them for Coast Guard use. 

The Coast Guard requested $5 million to recapitalize and expand a Forward Operating Location (FOL) in Cold 
Bay, AK and $1.2 million to replace existing fuel tanks and fueling systems at a refueling site in Sitkinak, AK. 

The Coast Guard is still investigating the best way to support long-term mission requirements for afloat, shore 
and aviation assets in support of Arctic operations on the North Slope of Alaska. Once this work is complete, 
funding for critical operational needs will be requested in future years. 

Defense-Activity Funding 

Qnestion: How much detense-activity funding is requested for FY 2013? If funding is requested, why was this 
amount not included in the detail table accompanying the budget submission? 

ANSWER: The 2013 Budget provides $340,000,000 in the Coast Guard’s Operating Expense Appropriation 
for defense-related activities. In addition, the Budget provides up to $254,461,000 for Coast Guard activities 
supporting Combatant Commander request for forces in support of Overseas Contingency Operations. 

The Coast Guard’s defense-related activity funding is reflected in the Operating Expenses Justification of 
Proposed Legislative Language. The provision to transfer funding from Navy to Coast Guard for Overseas 
Contingency Operations is reflected in the table on CG-OE-40. 

Transportation Worker Identification Card 

Question: How many employees at facilities covered by the Chemical Facilities Anti-Terrorism Standards 
(CFATS) regulation have a TWIC already? 

ANSWER: DHS currently has no means to confirm how many workers are employed at chemical facilities 
covered under CFATS and who also hold a valid TWIC card. The CFATS program is managed by the 
Infrastructure Security Compliance Division in the National Protection and Programs Directorate's Office of 
Infrastructure Protection. NPPD does not maintain a registry of the number of employees at CFATS-regulated 
facilities who hold a TWIC card, nor does the Transportation Security Administration maintain a registry of 
TWIC holders that work at covered chemical facilities. 

Question: If you cannot answer to the previous question, how many facilities covered under CFATS are also 
covered under the Maritime Transportation Security Act (MTSA)? What percentage? 

ANSWER: Per the Department of Homeland Security (DHS) Infrastructure Security Compliance Division 
(ISCD), as of February 14, 2012, CFATS covers 4,464 high-risk facilities nationwide; of these 4,464 facilities, 
3,693 are currently subject to final high-risk determinations and due dates for submission of a Site Security 
Plans or an Alternative Security Program. A precise number of facilities covered under both statutes cannot be 
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provided. However, to date, 366 exemptions for MTSA-regulated facilities have been granted per Section 550 
of the FY 2007 DHS Appropriations Act. 

Question: I understand that a good number of TWICs are going to begin expiring - meaning that all those 
maritime employees will need to go back to TW1C enrollment sites and enroll as if they are first time 
applicants. Given that the readers still are not deployed, is the Administration looking at anything to address 
that? 

ANSWER: Yes, the Administration is examining the Transportation Worker Identification Credential (TWIC) 
expiration issue. 

In the meantime, to fully leverage the security benefits of the TWIC, the Coast Guard has deployed 
approximately 300 multi-use biometric handheld readers to field units and training commands nationwide. The 
use of these readers serves as the primary means of TWIC verification during Coast Guard compliance 
activities. 

Question: Without readers, the TWIC is nothing more than a flash pass - an expensive one at that. What is the 
timeline for the TWIC reader rule - both issuing a Notice of Proposed Rulemaking and issuing a final rule? 

ANSWER: Additionally, the Coast Guard has deployed approximately 300 biometric-enabled hand-held 
readers to training and field units in order to leverage the full security benefits of the TWIC during facility 
inspections, security spot checks, vessel inspections, and law enforcement boardings. These readers enable 
Coast Guard personnel to not only verify that the credential is valid, but also match the individual to the 
biometric fingerprint stored on the card and determine whether or not the certificates on the card have been 
revoked via the Canceled Card List. So far, the Coast Guard has verified more than 213,000 TWICs through 
handheld readers. 

The Coast Guard is working diligently to publish the Transportation Worker Identification Card (TWIC) Reader 
Notice of Proposed Rulemaking (NPRM). An Advanced Notice of Proposed Rulemaking (ANPRM) on the 
TWIC reader requirements was published in the Federal Register on March 27, 2009. The ANPRM comments 
have been analyzed along with pilot data, and together they will assist in developing the NPRM. It is difficult 
to predict when the final TWIC reader requirements to use biometric readers aboard vessels and facilities might 
be implemented, as the Coast Guard is required to review, analyze, and take public comments into account 
before any final TWIC reader requirements can be implemented. For this reason, the Coast Guard does not 
have a precise date for publication of the TWIC reader rulemaking project, but the Service anticipates it will 
publish prior to the end of 2012. 

Question: The reader pilot started in August 2008 - more than a year late. The final rule was supposed to be 
published by August 2010. Port security grant funding for TWIC reader projects is going to expire. TWICs are 
expiring. What is your best projection for when TWIC readers will actually be required and deployed? 

ANSWER: As noted in the above response, it is difficult to predict when the final TWIC reader requirements 
might be implemented, as the Coast Guard is required to review, analyze, and take public comments into 
account before any final TWIC reader requirements can be implemented. However, the following background 
information is provided regarding the way forward with the rulemaking project and the ability for facilities and 
vessels to compete for grant funding. 

The Coast Guard is working diligently to publish the TWIC Reader Notice of Proposed Rulemaking (NPRM). 
An Advanced Notice of Proposed Rulemaking (ANPRM) on the TWIC reader requirements was published in 
the Federal Register on March 27, 2009. The ANPRM comments have been analyzed along with pilot data, and 
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together they will assist in developing the NPRM. For this reason, the Coast Guard does not have a precise date 
for publication of the TWIC reader rulemaking project. 

The FY 2012 Port Security Grant Program (PSGP) Funding Opportunity Announcement was developed 
keeping TWIC as a program priority and allowing the purchase of readers and associated infrastructure (e.g., 
cabling, wiring, fiber optics, etc.). Regarding FY 2012 grant applications that have TWIC-rdated projects, the 
PSGP will prioritize and fund TWIC-related infrastructure projects over the purchase of card readers, as the 
reader requirements are being developed in the rulemaking project mentioned above. 

Question: Substantively, what are some of the challenges USCG is facing in finalizing this rule? What are the 
reasons for delay? 

ANSWER: There were a number of sources of substantive input the Coast Guard had to consider in 
formulating the policy approaches that underpin this rule. Among these sources were the public comments 
received in response to our Advanced Notice of Proposed Rulemaking (ANPRM) on Transportation Worker 
Identification Credential (TWIC) reader requirements (and associated public meeting). Additionally, the 
Security and Accountability for Every (SAFE) Port Act of 2006 required us to promulgate this rule based on the 
findings of a mandated pilot program. DHS, through the Transportation Security Administration (TSA), Coast 
Guard, and DHS Science and Technology conducted the pilot program to test TWIC readers in geographical 
locations and operational environments throughout the country. Data collection for the pilot program was 
completed on May 31, 201 1 . The Coast Guard is diligently working to publish a notice of proposed rulemaking 
(NPRM), and the Coast Guard is required to hold at least one associated public meeting. The Coast Guard 
expects the NPRM to generate substantive public comments, which must be analyzed, considered, and 
addressed in the final rule. 

The Security and Accountability For Every (SAFE) Port Act of 2006 required the Secretary of the Department 
of Homeland Security (DHS) to conduct a pilot program to test the business processes, technology, and 
operational impacts required to deploy Transportation Worker Identification Credential (TWIC) readers. DHS, 
through the Transportation Security Administration (TSA), Coast Guard, and DHS Science and Technology 
conducted the pilot program to test TWIC readers in geographical locations and operational environments 
throughout the country. TSA’s report on the reader pilot program was delivered to Congress last month, and the 
Coast Guard is now incorporating the results of the pilot in our rulemaking for electronic readers in the 
maritime environment. As noted in the report’s findings, there are many challenges with implementing this 
security feature in a maritime environment. The Coast Guard is examining these lessons learned in an effort to 
develop an effective rulemaking project that will enhance security at our nation’s ports, facilities, and on board 
vessels. 

The pilot program encountered start-up and execution delays. Some reasons for delay included: 

• TWIC readers were not readily available for testing until mid-2008 which delayed the 
commencing of the TWIC reader pilot program; 

• TWIC reader pilot participants were responsible for completing their TWIC reader plans and 
installations through contracts with vendors and system integrators; 

• Ports revised earlier estimates with TWIC reader installation; and 

• Voluntary nature of the pilot program and rules surrounding port security grant program limited 
the Government’s ability to influence their pace. 

The Coast Guard is working aggressively to finalize the rule and publish it as soon as possible. This rulemaking 
will apply requirements in a risk-based fashion to leverage security benefits and capabilities. An Advanced 
Notice of Proposed Rulemaking (ANPRM) on the TWIC reader requirements was published in the Federal 
Register on March 27, 2009. The ANPRM comments have been analyzed along with pilot data, and together 
they will assist in developing the Notice of Proposed Rulemaking (NPRM). It is difficult to predict when the 
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final TWIC reader requirements to use biometric readers aboard vessels and facilities might be implemented, as 
the Coast Guard is required to review, analyze, and take public comments into account before any final TWIC 
reader requirements can be implemented. The Coast Guard anticipates this rulemaking project will publish 
prior to the end of the year. 


C-27J Aircraft 


Question: Is the Coast Guard reviewing the C-27J as another option for maritime surveillance - and are you 
currently talking to the Air Force about a potential transfer? 

ANSWER: The Coast Guard has previously established that the C-27J meets die key performance parameters 
of a Medium-Range Surveillance Maritime Patrol Aircraft, however in its current state, the aircraft would 
require maritime missionization to meet all Coast Guard requirements. The Coast Guard is conducting a cost 
analysis to identify the feasibility and specifically what funding would be required to operate the aircraft as part 
of the Coast Guard fleet; the Coast Guard has communicated our potential intent to the Air Force. 

Question: Can you provide the Committee with the business case analysis for the C-27? 

ANSWER: A business case analysis is currently in progress and will be provided to the Committee once it has 
been completed and reviewed by the Administration. 

Question: How may a transfer impact the current program of record for the H-144 and the C-130J aircraft? 

ANSWER: If all 21 C-27’s were acquired, a notional recapitalized fixed-wing aircraft fleet could include 19 
C-130Js, 18 HC-144As, and 21 C-27s; resulting in change to the C-130H/J and HC-144 Program of Record. 

Reception and Representation Funds 

Question: How does the Coast Guard plan to utilize its reception and representation expenses in FY13? 

ANSWER: The Coast Guard will utilize reception and representation expenses in FY 2013 to facilitate 
development and maintenance of relationships with other countries and organizations that enhance Coast Guard 
mission effectiveness. The funds will be distributed to, and centrally managed by, the Office of the 
Commandant in order to ensure the funds are properly utilized in accordance with federal statute. 

Specifically, the funds will be utilized to pay for receptions at senior official quarters (Commandant, Vice- 
Commandant, Chief of Staff, Deputy Commandant for Operations, and Area Commanders) where these 
individuals will host heads of foreign Coast Guards, Navies, and military organizations, as well as to build 
partnerships with other entities and federal agencies outside of the Department of Homeland Security. Coast 
Guard senior officials will also use these funds to purchase nominal representational items to present during 
official travel. 

Question: To date, how much has been spent in FY12, and what is the plan for the remainder of the fiscal 
year? Please provide detail for each expenditure. 

ANSWER: $3,426 has been expended to date, as identified in the attached table. The plan for the remainder of 
the fiscal year is to utilize reception and representation expenses to facilitate building/maintaining relationships 
with other countries and organizations as necessary. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Norm Dicks 

Admiral Robert J. Papp, Jr., United States Coast Guard 

Committee on Appropriations 
Subcommittee on Homeland Security 
FY 2013 Budget Request - U.S. Coast Guard 
March 6, 2012 


Polar Icebreakers 


Question: Admiral Papp, as you know, the Polar Star is expected to return to service soon; however, the Polar 
Sea , the Coast Guard’s other remaining heavy polar icebreaker, remains in drydock pending decommissioning. 
Given the considerable need for additional icebreaking capacity, is the Coast Guard considering returning the 
Polar Sea to service? How much would it cost the Coast Guard to return the vessel to service? How would that 
cost compare with what we currently spend to hire foreign icebreakers to do this work? 

ANSWER: The Coast Guard is not considering returning the POLAR SEA to service. POLAR SEA was 
placed in an “inactive pending decommission” status in November 2011, based on its current mechanical state, 
cost to repair, and expected end of service life of 2014. The Coast Guard plans to complete the 
decommissioning and transfer the ship to MARAD for disposal by the end of 2012. 

The estimated cost to repair the existing casualties to POLAR SEA, return it to operations, and extend its 
service life by seven to ten years is estimated to cost $100 million. This estimate excludes recurring operational 
costs. 

The Coast Guard has not hired foreign icebreakers; the National Science Foundation executes the contracts for 
foreign icebreakers. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Ander Crenshaw 

Admiral Robert J. Papp, Jr., United States Coast Guard 

Committee on Appropriations 
Subcommittee on Homeland Security 
FY 2013 Budget Request - U.S. Coast Guard 
March 6,2012 


Cuba and Offshore Drilling 

Question: Cuba's offshore development so close to the United States raises implications for U.S. policy 
focusing on oil spill risks and the status of U.S.-Cuban cooperation on preparedness and response in the case of 
a major oil spill. The Deepwater Horizon oil spill in the U.S. Gulf of Mexico heightened concerns about oil spill 
risks and raised the potential of U.S.-Cuban engagement regarding a potential oil spill in Cuban waters. 
However, the prospects for addressing these concerns are complicated by longstanding U.S. policy to isolate 
communist Cuba. In light of oil spill concerns, there has been increased congressional and public interest on the 
status of oil spill preparedness and response and coordination between Cuba and the United States. Can you 
share your assessments of our current oil spill preparedness and response and coordination between Cuba and 
the United States? 

ANSWER: The U.S. is prepared to respond to a spill event in the offshore environment of Cuba. The Coast 
Guard coordinated and participated in an interagency and intergovernmental team to identify the risks, and the 
strategies for responding to those risks. The team identified the equipment available and appropriate to respond 
if a spill event were to occur. The team established mechanisms domestically in the U.S. and multi-laterally 
across the Northern Caribbean to support coordination of efforts if an event was to occur. As with any 
preparedness effort, we continue to pursue sustained engagement of these activities to sustain and continuously 
improve our plans and preparedness across the region. 

Under the National Oil and Hazardous Substances Pollution Contingency Plan, the Coast Guard is the federal 
lead for response in the maritime waters of the U.S. Beginning in 2010 when it became apparent that drilling 
would begin in Cuban offshore waters, the Coast Guard began coordinating at the national, regional and local 
levels to ensure the nation’s preparedness to respond in the event of a resulting spill. 

Guided by the National Security Staff and the Department of State, the Coast Guard engaged with the 
International Maritime Organization (IMO) to initiate a multilateral planning forum focused specifically on 
addressing such a spill. Through that initiative, the Coast Guard is engaging in ongoing multilateral technical 
coordination with five Caribbean nations (Bahamas, Cuba, Curacao, Jamaica, and Mexico). This conduit 
allows the Caribbean nations to discuss oil spill prevention, preparedness and response issues and to gain an 
understanding of current and planned offshore drilling operations throughout the Caribbean, including Cuba. 

The first IMO sponsored workshop was held in the Bahamas December 7-9, 201 1, the second IMO sponsored 
workshop was held in Curacao January 3 1 - February 2, 2012, and the third is planned for April 11-13, 2012, in 
Jamaica. 
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Cuba and Offshore Drilling 

Question: It is my understanding that the Obama Administration has been making efforts to prepare for a 
potential oil spill in Cuban waters that could affect the United States. Can you tell us the level of engagement 
that the U.S. Coast Guard has had with state, local, and other federal agencies to ensure that area contingency 
plans covering Florida are adequate? 

ANSWER: Domestically, the U.S. Coast Guard’s planning efforts are conducted under the National Oil and 
Hazardous Substances Pollution Contingency Plan (NCP). The Coast Guard develops and maintains 
contingency plans that will be activated if an oil spill occurs in the waters of a neighboring nation, yet threatens 
to impact U.S. waters, adjoining shorelines, or our natural resources. In preparation for the near-term North 
Cuba Basin oil exploration and future offshore oil exploration in Bahamian waters, the Coast Guard updated its 
national, regional and local area plans in preparation for an oil spill response in the Caribbean region through a 
collaborative effort with a host of federal, state, local, and private entities. 

National Level Plans: 

The NCP is managed by the National Response Team (NRT) - a body comprised of the 15 primary federal 
agencies with the Environmental Protection Agency (EPA) as the chair and the Coast Guard as Vice-Chair. 
With regard to Cuban offshore drilling, the NRT Preparedness Committee is actively canvassing member 
agencies to validate existing environmental, hydrologic, oceanographic and relevant risk data in the Caribbean 
and mid-Atlantic that has proven valuable in planning efforts. 

Regional Level Plans: 

The NCP mandates the establishment of Regional Response Teams (RRT) that include regional representatives 
from the 15 primary federal agencies and from each state in the region. RRT IV is responsible for planning and 
preparedness in the Straits of Florida and the South Atlantic coast (areas of potential immediate impact in the 
event of a Cuban offshore incident). RRT IV, chaired by Coast Guard District Seven (D7), is proactively 
working with the State of Florida, coastal communities and the private sector to monitor developments, to 
improve planning strategies, and to identify and address gaps or shortfalls in equipment and personnel 
capabilities. An Offshore Response Plan has been developed by D7 to address the unique characteristics of oil 
spill response in the Florida offshore environment. The plan creates an Offshore Response Command structure 
that is accountable to the FOSC to address all aspects of offshore pollution response from a foreign source. 

This plan includes the capability to liaise with foreign governments and corporations to address communication 
and coordination issues inherent with international response efforts. 


Together with State and local partners, the USCG maintains Area Contingency Plans (ACP) which include 
Geographic Response Plans and Tidal Inlet Protections Strategies. The ACPs have been recently updated in 
response to the planned drilling in the Northern Caribbean. 

Cuba and Offshore Drilling 

Question: It is my understanding that U.S. agencies have also engaged with officials from Repsol, which has 
provided information regarding its plans related to drilling and oil spill response. The company offered U.S. 
agencies an opportunity to inspect the Scarabeo-9 oil rig. Did the Coast Guard have an opportunity to inspect 
the rig? In your opinion, did the rig met or adhere to U.S. regulations and the highest industry standards when 
conducting its exploratory drilling in Cuban waters as portrayed by Repsol? 

ANSWER: Yes. 

Two Coast Guard inspectors with qualifications to examine a foreign flag Mobile Offshore Drilling Unit 
(MODU) attended the rig in the waters of Trinidad and Tobago on January 6, 2012 for the purpose of 
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examining the rig for compliance with applicable MODU standards (i.e., those standards the Coast Guard would 
apply if the rig were to operate in U.S. waters). 

Coast Guard inspectors inspected the performance of safety equipment, such as: dynamic positioning (DP) 
systems; emergency generators; lifesaving equipment; firefighting systems and equipment; hazardous locations; 
and electrical equipment. In addition, crew licenses, DP operator's documentation, and records of emergency 
crew drills were reviewed. 

Inspectors determined the Scarabeo 9 substantially conformed to the standards set forth in the International 
Maritime Organization Code for the Construction and Equipment of Mobile Offshore Drilling Units (IMO 
MODU Code). If destined for U.S. waters, it would have passed the exam and likely have been issued a 
Certificate of Compliance. 

Six minor deficiencies were noted and can be corrected through a few minor equipment repairs, some labeling, 
and equipment repositioning. In fact, some of the items identified were as a result of new construction 
conditions. The Coast Guard expects the flag state (Bahamas) and class society (Det Norske Veritas) to follow 
up appropriately on these items. 


Cuba and Offshore Drilling 

Question: In light of the potential dangers, the United States and Cuba are not parties to a bilateral agreement 
on oil spills. Are you comfortable with current engagement with the Cuban government over these matters or 
do you believe that further U.S.-Cuban government engagement is warranted in order to maximize preparedness 
and response in the event of a major spill? 

ANSWER: The Coast Guard international engagement in preparation for response to a potential oil spill 
originating in foreign waters is based in the U.S. Government’s participation in the Convention on Oil Pollution 
Preparedness, Response and Co-operation, 1990 (OPRC Convention) and the Cartegena Convention. The 
OPRC Convention provides a global framework for international cooperation in combating major incidents or 
threats of marine pollution. The IMO has established a technical working group and a Regional Emergency 
Information and Response Center in Curasao focused on supporting international cooperation for combating 
spill events in the Caribbean. The United States, Bahamas, Cuba, and other regional countries are parties to the 
Cartagena Convention, its Oil Spill Protocol and the regional Caribbean Island Oil Pollution Response and 
Cooperation Plan. Similar to the OPRC Convention but on a regional basis, the Caribbean Plan is focused on 
threats to Caribbean islands (including U.S. territories), and provides for cooperative response in the event of a 
major oil spill incident that exceeds the response capability of a national government or oil industry. 

The proximity of neighboring countries and the likelihood that an event emanating from an offshore unit could 
lead to trans-boundary pollution possibly impacting neighboring countries necessitates multi-lateral planning. 
Guided by the National Security Staff (NSS) and the Department of State (DOS), the Coast Guard engaged with 
the International Maritime Organization (IMO) to initiate a multilateral planning forum focused specifically on 
addressing such a spill. Through that initiative, the Coast Guard is leading ongoing multilateral engagement 
with five other Caribbean nations (Bahamas, Cuba, Curacao, Jamaica, and Mexico). This conduit allows the 
Caribbean nations to discuss oil spill prevention, preparedness and response issues and to gain an understanding 
of current and planned offshore drilling operations throughout the Caribbean, including Cuba. The first IMO 
sponsored workshop was held in the Bahamas December 7-9, 201 1, the second IMO sponsored workshop was 
held in Curacao January 31 - February 2, 2012, and the third is planned for April 1 1-13, 2012, in Jamaica. This 
engagement strategy has provided significant benefit and has provided the U.S. government with up to date 
knowledge of the status of drilling operations throughout the Caribbean, including Cuba. Although the USCG 
currently maintains bilateral Contingency Plans with Canada and Mexico, those borders are isolated from other 
nations, and so bilateral agreements are appropriate. Because any spill in the Northern Caribbean will affect 
multiple nations, multilateral engagement is the preferred forum for preparedness discussions. Sustained 
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engagement through these existing venues will be important to our ability to maintain and improve 
preparedness going forward. 


Cuba and Offshore Drilling 

Question: If there were a spill, what are the barriers to allowing U.S. technology from being quickly deployed 
due to our long-running trade embargo with Cuba? 

ANSWER: The primary barriers to deployment will be notification and situational awareness. Regarding 
mobilization and deployment of equipment, while the preferred option is always for the spiller to act, the Coast 
Guard has also obtained licenses from the Office of Foreign Assets Control and the Bureau of Industry and 
Security to ensure the ability to direct all response actions and assets to respond to a spill originating from a 
Cuban source. Therefore, as circumstances warrant, we will initiate immediate response. 
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FEDERAL EMERGENCY MANAGEMENT AGENCY 

WITNESSES 

CRAIG FUGATE, ADMINISTRATOR, FEDERAL EMERGENCY MANAGE- 
MENT AGENCY 

ROSS ASHLEY, EXECUTIVE DIRECTOR, NATIONAL FUSION CENTER AS- 
SOCIATION 

JEFF CAYNON, PRESIDENT, HOUSTON, TX, PROFESSIONAL FIRE- 
FIGHTERS ASSOCIATION (IAFF LOCAL 341), REPRESENTING THE 
INTERNATIONAL ASSOCIATION OF FIREFIGHTERS 
JOHN M. HOLMES, DEPUTY EXECUTIVE DIRECTOR, PORT OF LOS AN- 
GELES, REPRESENTING THE AMERICAN ASSOCIATION OF PORT AU- 
THORITIES 

JIM MULLEN, PRESIDENT, NATIONAL EMERGENCY MANAGERS ASSO- 
CIATION, DIRECTOR, WASHINGTON DEPARTMENT OF EMERGENCY 
MANAGEMENT, REPRESENTING NATIONAL EMERGENCY MANAGERS 
ASSOCIATION (NEMA) 

MICHAEL DEPALLO, DIRECTOR AND GENERAL MANAGER, PORT AU- 
THORITY TRANS-HUDSON (PATH) CORPORATION, REPRESENTING 
THE AMERICAN PUBLIC TRANSIT ASSOCIATION 

Opening Remarks: Chairman Aderholt 

Mr. Aderholt. The hearing is called to order. 

Good morning. Today we welcome the Administrator of the Fed- 
eral Emergency Management Agency, FEMA, Craig Fugate, to dis- 
cuss his agency’s budget request for fiscal year 2013. 

After the conclusion of discussion with Administrator Fugate, we 
will convene an additional panel of stakeholder organizations. 

I want to make a brief opening statement in order to allow more 
time for Members to ask questions and to proceed with our second 
panel as well. 

Administrator Fugate, first of all, thank you for the work that 
you do and the hundreds of FEMA personnel who were deployed 
in my home State of Alabama last April and beyond following the 
devastating tornadoes that impacted us. They are still there help- 
ing our communities pick up the pieces today, and we very much 
appreciate all the work that FEMA and your agency has done. 

As recently as this past weekend, we again saw devastation that 
was brought by severe weather. And, once again, we looked to 
FEMA to assist our state and local responders as it is needed. 

We thank you, the dedicated folks who are on the ground and for 
all their hard work. 

Before we begin, I want to touch briefly on several issues which 
we will discuss at length a little bit later in the hearing. 

With respect to disaster funding, we want to know — will the dis- 
aster relief fund be solvent through the remainder of this year and 
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the next, and will FEMA complete all recovery projects for disas- 
ters that happened last year before the end of fiscal year 2013? 

Grant reform, we want to know — how will grant reform work and 
how will FEMA allocate funding under the new framework? Will 
you provide funding to high-risk urban areas, port authorities, and 
transit agencies as you have in the past or will it be provided solely 
to states for distribution? 

Furthermore, if allocations are dependent upon a State’s threat 
and risk assessment, will you provide guidance on the process that 
you announced over a year ago? 

These questions and others must be answered as your proposal 
is considered. And as you continue to engage Congress on this mat- 
ter, I strongly encourage you to reach out to State and local stake- 
holders that will be impacted by these proposed changes. 

Mr. Fugate, these are some issues with which you are very famil- 
iar. You have seen these issues from the local, State, and now Fed- 
eral level. I look forward to your thoughts on these problems and 
what progress you have made in the last year, as well as the chal- 
lenges that remain. 

As your written testimony will be placed in the record, I ask you 
to take five minutes or so to summarize it for the Committee. But 
before you begin, I would like to call upon the Ranking Member, 
Mr. Price, for his opening comments. 

[The information follows:] 
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The Honorable Robert Aderholt 
Committee on Appropriations 
Subcommittee on Homeland Security 

Opening Statement: 

Federal Emergency Management Agency (FEMA) 
Fiscal Year 2013 Budget 

Witness: 

Administrator Craig Fugate 
10:00 AM | Wednesday | March 7, 2011 1 2362-A RHOB 


Hearing is called to order [ gentle strike of gavel ] - 

Good morning. Today we welcome the Administrator of the 
Federal Emergency Management Agency (FEMA), Craig Fugate, to 
discuss his agency’s budget request for fiscal year 2013. After the 
conclusion of discussions with Administrator Fugate, we will convene a 
panel of witness from stakeholder organizations. 

1 will make a brief opening statement in order to allow more time 
for Members to ask questions and to proceed with our second panel 
today. 

Administrator Fugate, I want to first thank you and the hundreds of 
FEMA personnel who deployed to my home state after the devastating 
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tornadoes last year - and are still there today helping communities pick 
up the pieces. 

As recently as this past weekend, we again saw the devastation 
wrought by severe weather - and once again we look to FEMA to assist 
our State and local responders, as needed. We thank you - and those 
dedicated folks on the ground - for your hard work. 

Administrator Fugate, before we begin, I want to touch briefly on 
several issues which we will discuss at length later in the hearing. 

With respect to disaster funding, we want to know - 

=> Will the Disaster Relief Fund be solvent through the remainder of this 
year and the next - and will FEMA complete all recovery projects for 
disasters that happened last year before the end of FY13? 

And on grant reform, we want to know - 

=>How will grant reform work and how will FEMA allocate funding 
under a new framework? 


=> Will you provide funding to high-risk urban areas, port authorities, 
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and transit agencies as you have in the past... or will funding be 
provided solely to states for distribution? 

=> Furthermore, if allocations are dependent upon a State's threat and 
risk assessments, when will you provide guidance on the process that 
you announced over a year ago? 

These questions and others must be answered as your proposal is 
considered. And as you continue to engage Congress on this matter - 1 
strongly encourage you to reach out to the State and local stakeholders 
that will be impacted by the proposed changes. 

Administrator Fugate, these are issues with which you are very 
familiar. You have seen these issues from the local. State and now 
Federal level. I look forward to your thoughts on these problems and 
what progress you have made in the last year, as well as the challenges 
that remain. 

As your written testimony will be placed in the record, I ask that 
you take no more than five minutes to summarize it for the Committee. 
But before you begin, I would first like to recognize Mr. Price, our 
distinguished Ranking Member, for his opening remarks. 

### 
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Opening Remarks: Ranking Member Price 

Mr. Price. Thank you, Mr. Chairman. 

Administrator Fugate, I am glad to welcome you back to our Sub- 
committee today. The work that the Federal Emergency Manage- 
ment Agency does is critical to helping our country prepare for, 
mitigate against, and recover from disasters. In 2011 alone, we had 
99 major disasters, so that is a heavy job and one you have per- 
formed admirably. 

When you arrived at FEMA, the agency was in a rebuilding 
mode trying to recover not just lost capacity but the lost confidence 
of the American people. Your leadership in this critical government 
function has brought us full circle. 

The contrast between the nearly universal acclaim that FEMA 
has received in the wake of Hurricane Irene and the heartbreaking 
images of Americans left stranded in the wake of Hurricane 
Katrina could not be more striking. This confirms that much of the 
lost capacity we witnessed following Hurricane Katrina has been 
rebuilt and I commend you for these efforts. 

At the same time, FEMA was spread thinly, responding to a 
record number of extreme disasters, and your agency was and is 
facing significant financial challenges. Your chief financial officer 
should be complimented for his efforts to recover money from 
closed-out disasters and to better track expenditures to keep the 
disaster relief fund in the black throughout the end of fiscal 2011. 
As we both know, this was touch and go right up until the end. 
Hopefully with the new disaster funding mechanism Congress 
passed as part of the Budget Control Act, we will now have more 
long-term stability to fund critical disaster relief needs. 

Principally we are here today to discuss your 2013 budget. The 
request for FEMA is $10.2 billion of which $6.1 billion is for the 
disaster relief fund. That request is five percent less than 2012, 
largely reflecting a $1 billion reduction in the disaster relief fund 
based on your reduced estimate of catastrophic and non-cata- 
strophic needs for 2013. 

Within your budget request, I am pleased to note significant in- 
creases for FEMA grants, albeit against a base which has been sig- 
nificantly reduced in the last two years. This funding is tied to a 
significant reorganization of the State and Local Grant Program. 
Your new national preparedness grant proposal has raised many 
questions as to how it will work, how you will award funds to 
maintain core capabilities nationwide, while also bolstering secu- 
rity investments to buy down risk and who may be left out. Today 
I hope you will be able to provide more clarity on how you envision 
this block grant to work if approved. 

It also worries me that your request substantially reduces fund- 
ing for the Emergency Food and Shelter Program when states and 
localities remain on shaky financial footing. 

Your request continues to lowball funding in my view for the 
flood hazard mapping and Risk Analysis Program which if adopted 
would cut funding for this program by 60 percent in two years 
when we all know that flooding is the most frequent and costly nat- 
ural hazard in the United States. 
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And it eliminates funding for pre-disaster mitigation efforts even 
when this program continues to receive far more requests for fund- 
ing and meritorious requests than has been appropriated. 

So, Mr. Chairman, I hope we can work together to address these 
problems as we develop our 2013 funding recommendations. 

And, Administrator Fugate, I want to thank you for your service 
to our country. I look forward to a productive discussion today and 
to continuing to work together to build a more resilient Nation. 

Thank you. 

Mr. Aderholt. Thank you, Mr. Price. 

Mr. Fugate, we look forward to your comments and, again, thank 
you for being here. 

[The information follows:] 
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Opening Statement of Ranking Member David Price 
Federal Emergency Management Agency (FEMA) FY2013 Budget Hearing 
March 7, 2012 / 10:00 am 

Administrator Fugate, I am glad to welcome you back to our Subcommittee. The work 
the Federal Emergency Management Agency (FEMA) does is critical in helping our country 
prepare for, mitigate against, and recover from disasters. In 201 1 alone, we had 99 major 
disasters, so that is a hefty job and one you have performed admirably. 

When you arrived at FEMA, the agency was in a rebuilding mode, trying to recover not 
just lost capacity, but the lost confidence of the American people. Your leadership of this critical 
government function has brought us full circle. The contrast between the nearly universal 
acclaim that FEMA has received in the wake of Hurricane Irene and the heart-wrenching images 
of Americans left stranded in the wake of Hurricane Katrina could not be more striking. This 
confirms that much of the lost capacity we witnessed following Hurricane Katrina has been 
rebuilt. I commend you for these efforts. 

At the same time FEMA was spread thin responding to a record number of spring 
disasters, your agency was also facing a significant financial challenge. Your Chief Financial 
Officer should be complimented for his efforts to recover money from closed out disasters and 
better track expenditures to keep the Disaster Relief Fund in the “black” through the end of fiscal 
year 2011. As we both know, this was touch-and-go right up until the end. Hopefully, with the 
new disaster funding mechanism Congress passed as part of the Budget Control Act, we will 
now have more long term stability to fund critical disaster relief needs. 

Principally, however, we are here to discuss your 2013 budget. The request for FEMA is 
$10.2 billion, of which $6.1 billion is for the Disaster Relief Fund (DRF). This request is 5 
percent less than 2012, largely reflecting a $1 billion reduction in the DRF based on your 
reduced estimate of catastrophic and non-catastrophic needs for 2013. 

Within your budget request, I am pleased to note significant increases for FEMA grants, 
albeit against a base which has been significantly reduced in the last two years. But this funding 
is tied to a significant reorganization of the State and Local Grant Program. Your new National 
Preparedness Grant proposal has raised many questions as to how it will work, how you will 
award funds to maintain core capacities nationwide while also bolstering security investments to 
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buy down risk, and who may be left out. Today 1 hope you will be able to provide more clarity 
on how you envision this block grant to work, if approved. 

It also worries me that your request: 

• substantially reduces funding for the Emergency Food and Shelter Program when 
states and localities remain on shaky footing; 

• continues to low ball funding for the Flood Hazard Mapping and Risk Analysis 
program, which, if adopted, would cut funding for this program by 60 percent in 
two years when we both know that flooding is the most frequent and costly 
natural hazard in the United States; and 

• eliminates funding for pre-disaster mitigation efforts even when this program 
continues to receive far more requests for funding than has been appropriated. 

Mr. Chairman, I hope that we can work together to address these problems as we develop 
our 2013 funding recommendations. 

Administrator Fugate, I want to thank you for your service to our country. I look forward 
to a productive discussion today and to continuing to work together to build a more resilient 
nation. 
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Opening Statement: Administrator Fugate 

Mr. Fugate. Well, thank you, Mr. Chairman and Ranking Mem- 
ber Price, Members. 

First, you know, I think this is the fourth time now I have pre- 
sented the budget for FEMA and on the basis of the work that was 
done in the Budget Stabilization Act, we are requesting the funding 
for the DRF [Disaster Relief Fund] on the basis of what we esti- 
mate our total costs will be including the previous catastrophic dis- 
asters as well as the activity that we would expect in fiscal year 
2013. 

The overall budget request again is a reduction. Part of that is 
reflected in what we have looked at to reduce costs of the fiscal 
year 2013 response. That does not do much. We see that many of 
the costs expended in the last year for 2011 on the large-scale dis- 
asters are those expenses that we expect will be paid out in this 
year, and, therefore, there will be further reductions based upon 
the long-term rebuilding. 

So we are prorating this out on the basis of what permanent 
work we expect to continue in these open catastrophic disasters as 
well as factoring in the cost for the responses that we would expect. 

Again, the caveat is that in future catastrophic disasters, there 
may be requirements for additional funds, but this is based upon 
the known universe of open disasters as well as the expected reoc- 
curring workload that we would see in a typical year. 

So those are rather significant milestones in that area. The other 
part of our budget does show reductions including reductions in our 
base budget, which is actually reflected more in the efficiencies 
that we have been striving to achieve. 

We had to make decisions about programs to reduce or eliminate. 
We took an approach that said that, rather than taking percentage 
cuts across all programs, we would look at those programs that 
would either be eliminated in its entirety or significantly reduced 
while keeping other programs funded to accomplish their mission. 

And this will result in some people saying that their programs 
got cut. But an example is pre-disaster mitigation, which we have 
recommended not to fund this year, we currently have a backlog 
of $174 million in open projects that are still yet to be completed. 

That does not count the dollars that are out there in mitigation 
on disasters in Section 404, which is also a rather significant in- 
vestment in mitigation. 

So it was not an easy choice to make. But in looking at those 
areas that we felt that we had the need to make reductions, given 
that much of the activities are still moving forward on that backlog 
as well as the 404 dollars that are out there, we made that rec- 
ommendation. 

As far as the consolidation of grants, Mr. Chairman, I am not 
going to spend a lot of time here because I know we want to do 
this as Q and A. We are recommending an increase in that from 
last year, but we are looking at consolidating those grants and 
looking at more flexibility. 

I think we are trying to move a program that oftentimes was put 
into various identified areas of funding that did not always nec- 
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essarily coordinate well or look at what were the needs as a Na- 
tion. 

And because of the President’s issuance of the presidential policy 
directive on a national preparedness in establishing a goal, we are 
looking at how do we fund, not just jurisdiction by jurisdiction and 
the threats they face, but how do we build capability to serve the 
Nation, how do we build capability that is a shared responsibility 
at all levels of government to respond to catastrophic incidents. 

And we have seen examples in the recent tornadoes this year 
and last year that show much of that response was contributed to 
by previous investments in Homeland Security, which meant that 
teams available closer to their neighbors could respond to their mu- 
tual aid — urban search and rescue teams, communication vehicles, 
incident management teams that previously had to come from the 
Federal Government or further away. This both speeds up the re- 
sponse but also leaves national resources available for the next cat- 
astrophic disaster. 

So our strategy here is to change the dialogue from funding each 
jurisdiction on the basis of threats to each State, threats to urban 
security areas, and threats ongoing. We recognized that, but how 
does that contribute to national capability because we can look at 
various scenarios that were overwhelmed? 

Even in the best prepared state, the best prepared city, where is 
that help coming from and are we making investment strategies 
targeted toward national preparedness goals and those areas that 
our capabilities that we see as necessary to be in a position to pre- 
vent an event, or in the event something happens, to rapidly sta- 
bilize it? 

And so by combining the grants and putting more emphasis on 
the outcomes and using threat-based and hazard-based rec- 
ommendations to look at what capabilities we have and where gaps 
occur and the best strategy to fund that, it does not lend itself to 
each jurisdiction trying to determine itself. 

We need to really look at this more collectively and go “How do 
we build that capability among our shared resources and utilize the 
tools that state governments already have and many local jurisdic- 
tions participate in, which is the emergency management system’s 
contact between states as well as in-state mutual aid?” 

So this change is really, I think, starting that dialogue of how 
we build against a national picture versus jurisdiction by jurisdic- 
tion and then doing that by consolidating the grants, putting more 
emphasis on the outcomes and the measures to support those in- 
vestment strategies that would be more directed by a national pre- 
paredness goal. 

With that, Mr. Chairman, I will stop because I know we have a 
lot of questions and I want to make sure we have the time as you 
requested. 

[The information follows:] 
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I. Introduction 

Good morning Chairman Aderholt, Ranking Member Price, and distinguished Members of the 
Subcommittee. My name is Craig Fugate, and I am the Administrator of the Federal Emergency 
Management Agency (FEMA). It is an honor to appear before you today on behalf of FEMA to 
discuss our Fiscal Year (FY) 2013 budget request. 

As you know, FEMA has changed the way we do business over the past several years and we are 
a much more effective agency today than we were just a few years ago. The FY 2013 
President's Budget reflects FEMA’s goal of managing resources more effectively across the 
Federal Government while ensuring the Nation’s resilience and emergency preparedness. We 
will achieve this goal by developing, sustaining, and leveraging our core capabilities across the 
country by creating a robust national response capacity using a Whole Community approach. 

This approach will focus on cross-jurisdictional and readily deployable State and local assets to 
support national preparedness and response. In addition, FEMA has re-evaluated its programs in 
order to focus its resources on those programs that have the most significant impact on the 
Agency’s ability to fulfill its emergency management mission. Moreover, FEMA will continue 
to streamline current business processes and harness the use of innovative technology. 

We especially are pleased to inform the Committee that for the first time in the history of the 
Disaster Relief Fund, the FY 2013 request includes $500 million in reserve funding to prevent 
the DRF from falling to a dangerously low level as it did during September 2011. This budget 
request exemplifies FEMA’s commitment to looking for ways to do our work better, smarter, 
and faster by identifying and eliminating redundancies and increasing productivity. We also 
continue to look for new and innovative ways to leverage the capabilities of our partners and 
stakeholders. 

We understand that FEMA, like all agencies across Government, will have to do more with less. 
For FY 2013, the President’s Budget seeks a net discretionary budget authority of approximately 
$10,008 billion, which is $641.5 million dollars, or 6.02 percent, less than FEMA’s FY 2012 
enacted level. 


II. Reviewing and Streamlining Programs 

FEMA is reviewing its policies and programs constantly in order to streamline processes and 
eliminate redundancies in order to make the most of limited resources. Throughout the past year, 
we implemented many efficiency measures, such as streamlining our financial business 
practices, implementing outcome-based strategic planning, and improving disaster assistance 
delivery. These efforts will continue next year and are reflected in the FY 2013 budget request. 

FEMAStat 


In January 2011, FEMA began implementing FEMAStat, a management process designed to 
consistently examine specific outcomes across the Agency in order to ensure alignment with the 
Administrator’s priorities. FEMAStat helps us monitor the Agency’s readiness posture and 
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allows leadership to identify developing trends, shape priorities, and seize opportunities to 
improve performance. The FEMAStat process allows managers to recognize performance gaps 
based on real data then make the decisions necessary to address those gaps. 

Since the inception of this new initiative, we have realized many achievements, including: 

• the identification of opportunities to build internal expertise and save costs; 

• the adoption of regular metrics and milestone-based reviews by specific component, such 
as the Mission Support Bureau's weekly briefing to senior staff on their performance 
measures; 

• the establishment of the Office of the Chief Procurement Officer (OCPO) as the 
responsible party for FEMA’s acquisitions process, from start to finish. By reorganizing 
and assigning this role to the OCPO, a single office will track the entire process and 
identify inefficiencies and bottlenecks along the way; and, 

• the refocusing of resources on Individual and Community Preparedness, following 
discovery that only a small percentage of the preparedness budget had been spent in this 
area. As a result, I recently directed that funding for individual and community 
preparedness programs be increased by $10 million. To build and sustain national 
preparedness and support existing programs, we are developing a campaign to move 
members of the public from awareness to action. Elements include a year-round effort to 
support preparedness through media and outreach and expand youth preparedness 
technical assistance. Technical assistance will increase the volume of youth preparedness 
programs nation-wide and enhance the effectiveness and sustainability of those existing. 
The network of youth and school preparedness will cross ages and sectors, and will 
benefit from a foundation of collective national partners committed to institutionalizing 
youth and school preparedness. 

Throughout the next fiscal year, we will continue to use FEMAStat to review the effectiveness of 
our activities and to find ways to eliminate identified inefficiencies. 

Salaries & Expenses 

The Salaries and Expenses (S&E) appropriation, formerly Management and Administration, 
provides core mission funding for the development and maintenance of an integrated, nationwide 
capability to prepare for, mitigate against, respond to, and recover from the consequences of 
major disasters and emergencies. Consistent with Congress’ appropriation in FY 2012, the FY 
2013 President’s Budget has organized the S&E appropriation under the following 
program/project/activity (PPA) structure: Administrative and Regional Offices, Preparedness 
and Protection, Response, Recovery, Mitigation, Mission Support, and Centrally Managed 
Accounts. This structure ensures that the resources are transparent and grouped with like 
activities. 
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State and Local Programs 

FEMA is reviewing constantly all of the Agency’s policies and programs to identify ways to 
manage its practices and processes more effectively and efficiently. To this end, the Agency 
proposes in FY 2013 to consolidate its various preparedness grant programs — with the exception 
of the Emergency Management Performance Grants and Firefighter Assistance Grants— into a 
single, comprehensive preparedness grant program called the National Preparedness Grant 
Program (NPGP), 

The NPGP is focused on developing and sustaining core capabilities outlined in the National 
Preparedness Goal. As described in the budget materials, the NPGP will also focus on creating a 
robust national response capacity based on cross-jurisdictional and readily deployable State and 
local assets. 

Consolidating the preparedness grant programs will support the recommendations of 
P.L.l 1 1-271, the Redundancy Elimination and Enhanced Performance for Preparedness Grants 
Act, and will streamline the grant application process. This will enable grantees to focus on how 
Federal funds can add value to their jurisdiction's unique preparedness needs while contributing 
to national response capabilities. To further increase the efficiency of the NPGP, FEMA will 
issue multi-year guidelines, enabling the Agency to focus its efforts on measuring progress 
towards building and sustaining national capabilities. This consolidation will eliminate 
administrative redundancies and ensure that all preparedness grants are contributing to the 
National Preparedness Goal. NPGP also will help to build deployable regional assets and will 
help State and locals leverage interstate and intrastate mutual aid more effectively and 
efficiently. 

For FY 2013, FEMA is requesting $1.54 billion for the NPGP. The complete reorganization of 
preparedness grants will allow for a more targeted grants approach where States build upon the 
capabilities established with previous grant money. 

Bottom-up Reviews 

Another way that FEMA identifies opportunities for improvement is by performing 
programmatic bottom-up reviews (BUR). A BUR is a systematic review of every aspect of an 
agency program from multiple stakeholder viewpoints and helps to identify ways and methods to 
improve the program. 

In December 2011, FEMA initiated a BUR of the Pre-positioned Equipment Program (PEP) to 
assess the efficacy of the program based on capital investments versus deployments of the PEP 
caches. The BUR analysis revealed that PEP resources are redundant capabilities provided by 
FEMA grant programs and have not been utilized since 2005 for disaster response, and that the 
desired return on investment for this program has not been realized. In fact, the caches were 
deployed only to a limited number of events and in each case, the inventory was not used. Based 
on the BUR analysis, and having given due diligence to the consideration of potential 
extenuating factors, FEMA proposes to fully eliminate PEP in FY 2013, which will result in a 
savings of $6.2 million. 
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FEMA also is conducting a National Urban Search & Rescue (US&R) BUR to determine 
whether the US&R Response System, as currently structured, can fulfill the Nation’s current and 
future needs for technical US&R capabilities and to identify strategies to improve the efficiency 
and effectiveness of the System. In March 201 1, an initial report presented dozens of system 
issues identified through stakeholder interviews. FEMA’s Office of Policy and Program 
Analysis (OPPA) is now in the process of finalizing its report. 

The Public Assistance (PA) BUR was kicked off in Spring 201 1 and was designed to be a 
comprehensive review of the PA program’s processes, procedures, and policies. The objectives 
of the PA BUR are to identify ways to improve the efficiency and effectiveness of the PA 
program, to make it less burdensome for all, and to develop recommendations for program 
changes to support the rapid recovery of communities affected by disasters. FEMA recently has 
concluded the review phase, and based on the input received has developed a vision for an 
improved PA program. FEMA is currently finalizing a course of action to realize this vision, 
which will include opportunities to gain feedback from our stakeholders on potential 
enhancements or revisions to the program. 

Pre-Disaster Mitigation 

To ensure a maximum return on investment, efficiency, and effectiveness, as well as to reduce 
redundancy within FEMA grant programs in FY 2013, we propose to eliminate the Pre-disaster 
Mitigation (PDM) program. The Pre-disaster Mitigation Program has an unexpended balance of 
$174.2 million, and FEMA will be working to allocate these amounts in FY 2013 and to recover 
any unexpended balances. 

Since the most costly and frequent natural disaster is flooding, we plan to maximize the use of 
our flood grant portfolio to assist in managing the risk. FEMA administers four other mitigation 
grant programs that can fund, or exclusively fund, flood mitigation projects. In addition, PDM 
funds are used to fund State and local hazard mitigation plans, which is an eligible activity under 
the Hazard Mitigation Grant Program. FEMA intends to use its sizeable unobligated carryover 
balance from prior years to close outstanding grants. 


III. Disaster Relief Fund 

The Disaster Relief Fund (DRF) accounts for a significant portion of FEMA’s budget and 
mission. For FY 2013, FEMA and the Department of Homeland Security are taking prudent 
steps to ensure that the DRF is funded at the appropriate level to meet the assistance needs of 
affected communities and disaster survivors following a presidentialiy declared major disaster or 
emergency. In addition, FEMA has further refined its accounting methodology to align with the 
Budget Control Act (BCA) of 2012. 


As a matter of practice, FEMA continually reassesses outgoing obligations and reimbursements 
held against the DRF balance, such as contract requirements or Public Assistance and Hazard 
Mitigation projects from past disasters. This consistent financial monitoring allows us to 
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determine if outstanding funds can be deobligated from previous projects and returned to the 
DRF. By deobligating mission assignments and disaster contracts in 2010, and deobligating 
funds from completed projects in 201 1 , FEMA has returned more than $4.7 billion (as of 
September 30, 201 1) to the DRF since the beginning of FY 2010. 

For FY 2013, FEMA requests $6.09 billion for the DRF, $5.5 billion of which is designated as 
being for disaster relief in response to major disasters and is provided through a funding vehicle 
established in the BCA. Additionally, we estimate that we will be able to deobligate $1.2 billion 
of previously appropriated funds during FY 2013 by continuing to enforce standard closeout 
policies, to establish and track closeout metrics, and to streamline and simplify the closeout 
process. 

FEMA’s 2013 request was calculated in accordance with the BCA, and therefore does not 
account for unexpected catastrophic events (those with expected costs exceeding $500 million) 
that may occur in FY 2013. Our request assumes that events costing greater than $500 million 
and that occur during FY 2013 will be funded with emergency supplemental funding, as 
provided for in the BCA. The FY 2013 request, as formulated, accounts for the continuing costs 
of past large-scale disasters and the expected annual cost of small-scale disasters. 

The FY 2013 request also includes a $500 million reserve to prevent the DRF from falling to the 
dangerously low level that it did during September 2011. This is especially crucial since the end 
of the fiscal year coincides with the 2013 Hurricane season. We are also seeking to avoid the 
implementation of Immediate Needs Funding restrictions, which occurred in FY 2010 and FY 
201 1 and delayed critical rebuilding projects. 


IV. Investments in Our Workforce and Technology 

A key to increasing any agency’s efficiency is to make strategic investments in its people and 
technology. FEMA understands this and already has begun work on key investments that will 
increase the Agency’s capabilities and aid us in accomplishing our mission. 

Investing in Our Workforce 

In 201 1, the Office of the Chief Human Capital Officer (OCHCO) established a new orientation 
and training program for newly hired employees. These new training courses teach employees 
about FEMA, its mission and culture, and how to work with its programs across the organization. 
OCHCO already has trained more than 450 new hires through this initiative and FEMA will 
continue to evaluate and improve its onboarding process to ensure that new employees are as 
productive and prepared as possible. 

FEMA is developing several leadership development initiatives to enhance opportunities for 
growth for our current employees. By investing in leadership programs, we are investing in the 
future of FEMA and enhancing our ability to perform our mission. In 201 1, FEMA launched the 
Future Leaders program; a one-year program designed to enhance a participant’s understanding 
of leadership at FEMA to build their leadership competencies. After a competitive selection 
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process, 33 employees were selected for the inaugural year of the new program and since its 
completion, the group has begun to positively impact FEMA. The Future Leaders have been 
working to promote the FEMA leadership culture throughout the entire agency, as well as 
serving as inspiration for other young people to enter into emergency management as a potential 
career, thereby a “win/win” for the whole community. 

Additionally, FEMA recognizes that every employee of our agency is an emergency manager, 
and we are focusing on improved training and position qualifications to ensure that we can 
provide the best possible customer service during disaster response and recovery efforts. FEMA 
recently developed a national credentialing program focused on a government-wide and holistic 
approach to disaster surge staffing. The new FEMA Qualification System (FQS) will ensure that 
disaster response and recovery professionals are held to consistent expectations of workforce 
competency so they can perform the critical actions required to help individuals and 
communities respond to, recover from, and mitigate against disasters. This unified approach will 
ensure that FEMA employees are receiving the right training in an organized and efficient 
manner. We recently held town hall meetings in each of our regional offices, and at our 
headquarters building here in Washington, to discuss these changes directly with our staff. I 
personally led the meetings in Regions I, VI, and X, and was incredibly pleased by the 
productive dialogue and exchange of ideas that we had during the town halls. 

IT Automation Modernization 

FEMA is in the process of planning and executing major initiatives in IT automation 
modernization, streamlining the Agency’s information management systems. Currently, FEMA 
relies on a time-consuming, manual process to pull data about disaster efforts and funding, as 
well as other programmatic efforts. With the funding proposed in the FY 201 3 budget, FEMA 
will build on the FY 2012 appropriations and work to modernize its IT systems and apply a 
comprehensive approach that integrates the preparedness, prevention, response, mitigation, and 
recovery missions when planning its activities. These improvements will allow the Agency to 
articulate metrics and outcomes more effectively and efficiently. 

Facility Upgrades to Mt. Weather 

Another important investment contained in this budget is for the Mt. Weather Emergency 
Operations Center (MWEOC). This facility provides the infrastructure necessary to support 
FEMA’s Continuity of Operations (COOP) activities. Incident Management, classified programs, 
and other all-hazards activities for multiple Federal Executive Branch Departments/Agencies. 
MWEOC currently is undergoing a significant infrastructure upgrade to provide modem 
facilities capable of supporting 21st century technology and today’s Federal Department and 
Agency requirements. In order to support this initiative, we propose a $10 million increase in 
funding in FY 2013. 


Modernizing the Emergency Alert System (EAS) 

FEMA is also in the process of modernizing the nation’s Emergency Alert System (EAS). An 
important aspect of continuity planning is the technology used to communicate with the public. 
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The Integrated Public Alert and Warning System (IPAWS) program is a modernization and 
integration of the nation’s EAS. IPAWS is designed to improve public safety through the rapid 
dissemination of emergency messages to as many people as possible over as many 
communications devices as possible. In November 2011, FEMA conducted the first-ever 
nationwide EAS test. This national EAS test assessed the capability of the system to 
communicate emergency information simultaneously across the United States. FEMA now has 
the information to determine the extent of the EAS successes and opportunities for improvement 
so that we can move forward to advance the system and its components. 

In addition to modernizing the EAS, FEMA is developing two systems for individuals with 
enabled mobile devices to receive important emergency messages: the PLAN (Personal 
Localized Alerting Network), and the CMAS (Commercial Mobile Alerting System). These 
programs will use mobile technology to provide geographically targeted alert messages such as 
warnings on imminent threats, AMBER alerts, or emergency messages from the President. 
PLAN/CMAS leverages the extensive work done by the cellular industry and the DHS Science 
& Technology Directorate (S&T) to deliver these messages while avoiding the delays commonly 
found in text-message based systems. This new process is a critical capability, as was shown 
during the moments following the earthquake in this region last August when there were clear 
delays disseminating text message alerts to the public. 

PLAN/CMAS became operational in New York City and Washington, D.C., during this past fall 
and winter, and we anticipate a nationwide operational capability beginning in April 2012. 
FEMA is working with the cellular industry and DHS S&T to conduct test and pilots of this 
capability over the next several months to ensure its success. 


V. The Whole Community Approach: 2011 Accomplishments 

As I have discussed before this Committee previously, it is important to recognize that FEMA’s 
efforts are part of an interconnected plan of action for emergency management. This Whole 
Community approach to emergency management provides the best framework for leveraging the 
expertise and resources of our stakeholders at all levels, both governmental and non- 
governmental. Moreover, the Whole Community approach is an important efficiency and cost- 
saving tool since it maximizes our limited funding by leveraging the capabilities of our partners. 

In this past year, we have continued to utilize the Whole Community approach to better fulfill our 
mission. During FY 201 1, FEMA responded to 98 new presidential major disaster declarations, 
26 new presidential emergency declarations, and 1 12 new fire emergency declarations. In all, 
the Agency’s efforts provided needed assistance to 48 States, the District of Columbia, and one 
territory in responding to a variety of major disasters, including severe winter storms, devastating 
tornadoes and flooding, wildfires. Hurricane Irene, and Tropical Storm Lee. Some examples of 
FEMA working with the Whole Community before, during, and after disasters include: 

• During the response to Hurricane Irene, Federal officials were embedded in State and 
local emergency management operation centers and assessment teams were pre-deployed 
to every state in the storm’s path. As a result, leading up to the storm’s landfall State and 
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local officials consistently reported no communication challenges — usually the #1 
problem identified in past disaster response, 

• In Missouri, FEMA Emergency Support Function #14 provided planning, organizational, 
and onsite event support for the Joplin Citizen Advisory Recoveiy Team’s first Open 
House Workshop. Approximately 300 people attended the open house event, during 
which residents learned about the recovery planning process and had the opportunity to 
provide their input to the recovery process. 

• In Georgia, FEMA and the Georgia Emergency Management Agency collaborated with 
the State’s American Bar Association to provide free legal assistance to survivors. 

• In Alabama, FEMA partnered with the Alabama Department of Mental Health to activate 
Project Rebound in the tornado-affected parts of Alabama to provide free crisis 
counseling for an extended time after the disaster. 

• We connected big businesses to small business in the response and recovery efforts to the 
devastating Joplin Tornado. In response to the tornadoes across the South, we shared 
data on store locations, available resources, power restoration, and situational awareness 
with hundreds of private sector organizations. 

• In multiple disasters, we coordinated for private sector support at the community level, 
working with our joint field offices to facilitate mobile phone charging stations, financial 
guidance, hygiene kits, billboard messaging, hotel information videos, philanthropic 
efforts, and more. 

• On the preparedness side, we increased private sector participation in our National Level 
Exercise to an historic level of more than 3,000 participants. In support of National 
Preparedness Month, we also inspired significant gains in private sector coalition 
members, with more than 1,300 signed members. 

• The DHS Center for Faith-based and Neighborhood Partnerships responded to 
presidentially declared disasters in several states. Working in partnership with FEMA 
Regional Voluntary Agency Liaisons (VALs), the DHS Center hosted “FEMA 101” 
sessions for local faith leaders in Alabama to inform them about the FEMA application 
process and encourage them to assist community members in applying for FEMA 
assistance. DHS Center supported faith-based and voluntary responses to the Joplin 
tornado by working with the Volunteer Reception Center established and run by 
AmeriCorps; the American Red Cross shelter; and Convoy of Hope and Southern Baptist 
Convention’s Disaster Relief operation centers. 

These are just a few of many examples of FEMA’s efforts to partner effectively with the 
expertise and resources of our stakeholders at every level. 

National Preparedness Goal and System 

In 2011, FEMA became the Federal lead for the implementation of Presidential Policy Directive 
8 (PPD-8) on National Preparedness. PPD-8 requires the development of both a National 
Preparedness Goal and a National Preparedness System. The National Preparedness Goal 
establishes core capabilities for prevention, protection, response, recovery, and mitigation that 
will serve as the basis for preparedness activities within FEMA, throughout the Federal 
Government, and at the State and local levels. The National Preparedness System enhances the 
Whole Community concept by formalizing engagement across all levels of government to 
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develop and strengthen a consistent preparedness process. Looking ahead, FEMA will continue 
to organize the implementation of the National Preparedness System in accordance with PPD-8. 
FEMA also will be working with partners across the emergency management community to 
integrate activities into a comprehensive campaign to build and sustain preparedness. 

National Disaster Recovery Framework (NDRF) 

In 201 1 , FEMA released the National Disaster Recovery Framework (NDRF). The NDRF — for 
the first time — clearly defines coordination structures, leadership roles and responsibilities, and 
guidance for Federal agencies. State and local governments, and other partners involved in 
disaster recovery planning and implementation. The NDRF reflects input gathered through 
extensive stakeholder discussions, which included outreach sessions conducted by FEMA and 
the Department of Housing and Urban Development in each of the 10 FEMA Regions, and 
forums held in five cities across the country. The final NDRF incorporates comments and 
recommendations from discussion roundtables held with professional associations, academic 
experts, and more than 600 stakeholders representing Federal, tribal. State, and local 
governments, as well as public and private organizations. 

In September 2011, FEMA hosted the National Recovery Tabletop Exercise (Recovery TTX). 
This exercise involved players from the Whole Community, with more than 200 participants from 
Federal, State, local, and nongovernmental organizations. It was the first opportunity to explore 
the application of the NDRF using a National-Level Exercise large-scale, multi-state, multi- 
Region catastrophic earthquake scenario. The Recovery TTX was a great opportunity to outline 
further the scope of each Recovery Support Function (RSF), to identify the necessary linkages 
between RSFs, and to understand capacities to support the RSFs in all phases of recovery. 

Individual Assistance (IA) 

Over the past several years, FEMA has overhauled its recovery capability to provide individual 
assistance (IA) more quickly and efficiently. In 2005, FEMA had a daily capacity to perform 
7,500 home inspections that were used to determine which FEMA repair and replacement grants 
a disaster survivor may be eligible to receive. Today, FEMA’s capacity has increased to 20,000 
home inspections daily by the 15 th day of the disaster. 

FEMA also has established Internet registration and applicant intake surge capacity to process up 
to 200,000 registrations per day during a catastrophic event. Moreover, since the identity of 
nearly all applicants is authenticated at registration, FEMA is able to strengthen controls against 
waste, fraud, and abuse. In 20 1 1 , web registrations accounted for one-third of all registrations. 

In addition to a centralized website, FEMA’s National Processing Service Centers have made 
significant improvements in customer service that have resulted in the ability to serve more 
customers quickly and efficiently. Through initiation of an Interactive Voice Response system, 
applicants can now check the status of their applications without agent intervention. This self- 
service option for disaster applicants also is provided through a comprehensive online capacity. 
As a result of these new automated options, in calendar year 2011, the Registration Intake and 
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Helpline achieved an average wait time of just 55 seconds and answered more than 1 .7 million 
calls. 

Mass Care 

FEMA has improved the way it delivers mass care services by implementing the National Mass 
Care Strategy. This strategy provides a framework to strengthen and expand resources available 
to help shelter, feed, and provide other mass care services by pooling expertise and identifying 
partnership opportunities. The newly created National Mass Care Council was launched in June 
201 1 and is co-chaired by the American Red Cross, FEMA, and the National Voluntary 
Organizations Active in Disaster. FEMA is an important part of the emergency management 
team; however, we have learned that we cannot and should not do it alone. Whole Community is 
a team approach that not only engages our partners at every level, but allows us to maximize 
available resources by leveraging their assets and abilities. 

Risk Mapping and Flood Insurance 

This past fiscal year, FEMA initiated 385 Risk Mapping, Assessment, and Planning (Risk MAP) 
projects affecting 5,100 communities and addressed the highest priority engineering data needs, 
particularly coastal and levee areas. In addition, the National Flood Insurance Program (NFIP) 
reduced potential flood losses by an estimated $1.7 billion and wrote more than 5.5 million flood 
insurance policies, providing financial protection for more than $1.25 trillion in property value 
from flood loss. Moreover, the Unified Hazard Mitigation Assistance (UHMA) program 
provided up to $252 million in flood grant funds, which prevented losses of approximately $502 
million. FEMA’s mitigation efforts play an essential role in the Agency’s mission by increasing 
the resiliency and reducing the financial impact of disasters. 

National Level Exercise 2011 (NLE II) 

FEMA coordinated the National Level Exercise 201 1 (NLE 1 1) in May 2011 and tested response 
capabilities to a simulated catastrophic earthquake along the New Madrid Seismic Zone 
(NMSZ). 

The main priority for NLE 1 1 was to validate national, joint, regional, and State operations 
planning objectives and courses of action in response to an NMSZ earthquake. This exercise 
also served as an opportunity to test and evaluate the Whole Community response methodology 
to collaborate effectively within the NMSZ catastrophic incident management system. Through 
this exercise, we identified many strengths as well as some areas of improvement that can be 
applied to both NMSZ earthquake planning and to other catastrophic planning efforts. 


VI. Conclusion 

Over the past several years, FEMA has undergone a major overhaul to improve its existing 
programs and improve customer service to disaster survivors. The successes we have achieved 
would not have been possible without the resources provided to us by Congress and specifically 
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Members of this Committee. Still, we understand that we are competing for finite resources 
within a budgetary climate that requires us to make difficult program choices and to become 
even more efficient in our efforts. 

The Administration’s proposed budget reflects the appropriate balance of enabling FEMA to 
fulfill its mission while reducing spending in several areas and forcing program efficiency and 
innovative thinking. FEMA will continue to fulfill its most important mission to support our 
citizens and first responders to ensure that as a Nation we work together to build, sustain, and 
improve our capability to prepare for, protect against, respond to, recover from, and mitigate all 
hazards. 

Thank you again for the opportunity to appear before you today to discuss the proposed FEMA 
budget for FY 2013. 
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DISASTER RELIEF FUND 

Mr. Aderholt. Thank you. 

I will start out talking a little bit about the disaster relief fund. 
Your fiscal year 2013 budget includes, as has already been men- 
tioned, $6.1 billion for disasters including over $3 billion for the 
cost of disasters that have already occurred such as the tornadoes 
that struck my home State of Alabama just this past April. 

I was thinking back just a few minutes ago. Little did we know 
a year ago when you were before this Subcommittee that we would 
be in store for such a difficult year, not only for many Members on 
this Subcommittee but for many other Members as well, consid- 
ering the devastation that occurred. So we actually saw each other 
a good bit after that hearing and talked on the phone many times. 

But before we turn to the fiscal year 2013, are you sufficiently 
funded for fiscal year 2012 to complete the year, without imple- 
menting funding restrictions that limit funding to immediate 
needs? 

Mr. Fugate. Mr. Chairman, on the basis of what we know, and, 
again, the caveat will always be future disasters, on the basis of 
our planned recoveries of about $1.2 billion and what we estimate 
will be expended in the previous disasters, we are still projecting 
to end the fiscal year on September 30th at approximately $200 
million. 

Now, this again means that we have to still continue to be ag- 
gressive in recoveries and close out older disasters, which when I 
got here in 2009 was something that was impressed upon me: that 
we had a lot of open disasters, and we were not closing them out. 

So since I have been there, we did about $4.7 billion in recoveries 
from open disasters. We are projecting our budget at $1.2 billion 
in recoveries this year from older disasters. Obviously if we can 
find more, we will do that. 

The other thing we are doing is driving the cost of response. In 
many cases, we are finding that by using techniques such as not 
establishing physical presence but using virtual presence and 
working closer with the states, we are driving down the cost of the 
administration of the disaster. 

And all these are pressures on the grant itself, so we look at and 
are holding ourselves accountable not only in the recoveries but 
also in reduction of the cost of administering the disasters and 
finding ways that we can perform the same level of performance 
with our state and local partners without the overhead that we 
may have incurred previously. 

Mr. Aderholt. Also, included in the budget justification for fis- 
cal year 2013 is an estimate for anticipated costs in the out -years 
for catastrophic events — which show that you anticipate no addi- 
tional costs for any of the fiscal year 2011 disasters beyond the end 
of fiscal year 2013. Is that correct? 

Mr. Fugate. Yes, sir. 

Mr. Aderholt. Will FEMA have fully funded the Stafford Act re- 
quired recovery efforts in Alabama and Missouri due to the torna- 
does, in the Midwest due to flooding, and the Northeast due to 
Hurricane Irene by the end of fiscal year 2013? 
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Mr. Fugate. I would say, sir, we will work toward that. There 
are some based upon my experience and writing project work- 
sheets. As soon as we have the projects and are obligated, I think 
that is the real milestone. The work will not necessarily have been 
done, but we have obligated the funds. We have the projects, and 
those are defined. 

Where we may not make that mark is if we have issues about 
insurance and have to reconcile that when we get into certain envi- 
ronmental and historical reviews, which may take time to get those 
projects moving. 

So when we look at the obligations occurring when we sign off 
and the state and the local sub-grantees sign off on the project 
worksheets as obligated funds, that may not mean the work has 
been done, but it means the funds have been obligated. But know- 
ing that in some of the more technical, more complex projects, we 
may not be completely written because we are still working. 

And, again, we have the appeals process when we disagree. So 
not knowing what may be appealed, our goal is to get these 
projects written as quickly as we can to begin the work. 

So I would say that we would have the bulk of them done, but 
experience tells me there may be projects either because of the 
technicality of them or because we are in disagreement. Maybe ap- 
peals may not be getting written, but our goal would be to get 
those funds obligated so work can start back. 

As you know, I put an emphasis on speed because I feel that the 
quicker we get construction back, the better communities are. The 
faster we get communities back on their feet reduces our overall 
costs and recovery. 

So my goal is to get them written, but there are sometimes those 
outliers that will take longer to get done. 

DEBRIS REMOVAL: COST 

Mr. Aderholt. Moving on to debris removal costs, as you know, 
part of the cost of responding to disasters is the cost of cleaning 
up the debris. FEMA provides two methods of cleanup, as you are 
well aware. Communities can select the Corps of Engineer process 
of selecting a contractor, or a local authority can bid out the proc- 
ess to local and regional contractors. 

Recently there has been concerns regarding the cost of using the 
Corps when compared to other private options. 

We included in the fiscal year 2012 conference report directions 
that a report be submitted that requires FEMA in conjunction with 
the Corps of Engineers to explain the disparity and the cost factors 
between the Corps and the private option communities have for de- 
bris removal. 

I just wanted to check — what is the status of that report? 

Mr. Fugate. It is in process, sir. We are working on that. I will 
tell you what my personal observations are. 

When we have jurisdictions that have the capability to do the de- 
bris, they have their contracts, and particularly if they follow the 
steps required, it is generally faster and lower cost. 

Where the Corps provides a significant advantage, though, is in 
those communities that do not have that capability or that have 
not had those contractors, or when the event is bigger than their 
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capabilities to provide the management and bring in resources 
across the Nation. 

So as this report comes up, I think you are going to see that, in 
many cases, we would support local jurisdictions that have that ca- 
pability to manage debris because it is more cost effective. We actu- 
ally get local hires, and we put money back in the economy. It is 
faster. 

But we also recognize there are going to be those events where 
the Corps still provides a service when it exceeds that capability 
or that was not in place prior to the disaster. 

Mr. Aderholt. Thank you. My time is expired. 

Mr. Price. 

URBAN SECURITY AREA AND STATE HOMELAND SECURITY GRANTS 

Mr. Price. Thank you, Mr. Chairman. 

Administrator, I want to focus on the new national preparedness 
grants proposal. Let me lay out just a few questions that I hope 
in the course of walking us through this proposal you can address. 

A feature of your budget is the streamlining of these 16 separate 
preparedness grant programs into this new single newly titled Na- 
tional Preparedness Grant Program. This excludes the emergency 
management performance grants and the firefighter grants but not 
much else. I mean, you have 16 programs consolidated here. 

You also lay down a couple of criteria which will govern your 
grant making. One is the utilization of a competitive risk-based 
model for making funding decisions. You are also requiring grant- 
ees to develop and sustain core capabilities and those criteria just 
on the face of it raise certain issues, I think, because you are con- 
solidating programs here that have had somewhat different ration- 
ales and certainly different criteria for funding decisions. The two 
largest are the State Homeland Security Grant Program and the 
Urban Area Security Initiative. These are two very different pro- 
grams. One is intended to build core capacity across the country. 
The other is intended to protect the most at-risk areas of the coun- 
try. 

So I wonder if you could indicate up front your estimate of how 
much money will go towards those two basic programs and then 
how are some of the current guidelines likely to apply. Are you 
going to still provide, as the 9/11 Act requires, a minimum level of 
funding to each State? Are you going to follow the current guide- 
lines? How is that going to work? And then after you have allo- 
cated funds for these minimums, what is your next priority? I pre- 
sume it is increasing capabilities in high-risk areas. But how do 
these two objectives coexist? 

And then finally when we are looking at some of the other pro- 
grams, how are you going to graft on to this the use of a competi- 
tive risk-based model that has applied to programs like the transit 
and port grants? For example, how would FEMA compare a port 
project to a transit project in a major urban area? What criteria 
would you use to evaluate across these areas which previously 
would have been considered separately with a very targeted pur- 
pose? 

Mr. Fugate. And probably the shortest answer is to caveat that, 
because there were a lot of questions there, we will respond in 
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writing in more detail than I think I could probably cover in the 
time allotted. 

[The information follows:] 
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Mr. Price: Let me lay out just a few questions that I hope in the course of walking us through 
this you can address. A feature of your budget is the streamlining of these 16 separate 
preparedness grant programs and to this new single newly titled National Preparedness Grant 
Program. This excludes the emergency management performance grants and the firefighter 
grants but not much else. I mean, you have 16 programs consolidated here. 

You also lay down a couple criteria which will govern your grant making. One is the utilization 
of a competitive risk-based model for making funding decisions. You are also requiring grantees 
to develop and sustain core capabilities and those criteria just on the face of it raise certain 
issues, I think, because you are consolidating programs here that have had somewhat different 
rationales and certainly different criteria for finding decisions. 

The two largest are the State Homeland Security Grant program and the Urban Area Security 
Initiative. These are two very different programs. One is intended to build core capacity across 
the country; the other is intended to protect the most at-risk areas of the country. 

a. So I wonder if you could indicate upfront your estimate of how much money will go 
toward those two basic programs. 

b. And then how are some of the current guidelines likely to apply when you're providing - 
you are going to still provide, as the 9/11 Act requires, you are still going to provide a 
minimum level of funding to each state. Are you going to follow the current guidelines? 
How is that going to work? 

c. And then after you've allocated funds for these minimums, what is your next priority? I 
presume it is increasing capabilities in high- risk areas. But how do these two objectives 
co-exist? 

d. And then finally when you're looking at some of the other programs, how are you going 
to graft on to this the use of a competitive risk-based model that has applied to programs 
like the transit and port grants? For example, how would FEMA compare a port project to 
a transit project in a major urban area? 

e. What criteria would we use to evaluate across these areas which previously would've 
been considered separately with a very targeted purpose? 

Response: As a follow-up to the hearing on March 7, below you will find responses to your 
questions regarding the FY 2013 National Preparedness Grant Program (NPGP). Please know 
that while a vision for NPGP was released in early February 2012, much of the details involving 
the mechanics of NPGP were left intentionally vague so that FEMA could work with you, your 
staff, the committees, and all other Federal, State, and local stakeholders in order to shape the 
future of this program. 

Question A - So I wonder if you could indicate upfront your estimate of how much money will 
go toward those two basic programs? 

Response: As envisioned, the FY 2013 National Preparedness Grant Program (NPGP) will not 
allocate funding to individual grant programs such as the State Homeland Security Program 
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(SHSP) and the Urban Areas Security Initiative (UASI)- DHS/FEMA believes that it is 
important to have one grant program that will be coordinated across this entire State or territory. 
This coordination will assist States and territories to build truly regional and national 
preparedness programs that will promote overall national preparedness. State Administrative 
Agencies (SAAs) will provide one consolidated application to DHS/FEMA which will include 
investment justifications for funding under the program areas of building and sustaining core 
capabilities, enhancing terrorism protection and prevention capabilities, and protection of critical 
infrastructure and key resources. 

Question B - And then how are some of the current guidelines likely to apply when you're 
providing - you are going to still provide, as the 9/1 1 Act requires, you are still going to provide 
a minimum level of funding to each state. Are you going to follow the current guidelines? How 
is that going to work? 

Response: Yes, to the extent required, DHS/FEMA will follow all 9/1 1 Act requirements, 
including the requirement to distribute a minimum amount of funding for all States and 
territories to address sustainment of core capabilities. 

Question C - And then after you've allocated funds for these minimums, what is your next 
priority? I presume it is increasing capabilities in high- risk areas. But how do these two 
objectives co-exist? 

Response: Due to the known and persistent threats to cities, a top priority will continue to be 
providing funding to high-risk urban areas. Similar to previous years, DHS/FEMA will review 
the current risk elements via a comprehensive risk methodology to determine funding levels and 
eligibility for high-risk urban areas. 

Question D - And then finally when you're looking at some of the other programs, how are you 
going to graft on to this the use of a competitive risk-based model that has applied to programs 
like the transit and port grants? For example, how would FEMA compare a port project to a 
transit project in a major urban area? 

Response: In FY 2012, both the Transit Security Grant Program (TSGP) and the Port Security 
Grant Program (PSGP) are fully competitive using a comprehensive risk methodology, as well as 
a review of their investment justifications. Transit agencies and port areas will be eligible to 
apply under the FY 2013 NPGP. FEMA is evaluating a process to integrate risk analysis into a 
holistic review, which will inform all funding decisions into NPGP. Part of the coordination that 
will be required via FY 2013 NPGP is coordination between the State and other important 
homeland security partners such as transit agencies and port areas. 

Question E - What criteria would we use to evaluate across these areas which previously 
would've been considered separately with a very targeted purpose? 

Response: DHS/FEMA will continue to evaluate programs and funding levels using a 
comprehensive risk formula that takes into account current threats, vulnerabilities, and 
consequence factors. Some examples of the criteria DHS/FEMA uses in its risk formulas 
include: Population, Economic Indicators, critical national infrastructure and key resources, 
military facilities and defense industrial base, presence of international borders, and Threat. 
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Mr. Price. That is right. But at the same time, we have a proc- 
ess underway this year. You can perhaps answer on the basis of 
the extent to which that pattern would continue. 

Mr. Fugate. Yes, sir. Let’s talk about the urban area security 
and the State Homeland Security grants. Other than how they are 
being identified and designated, the activities are not that different 
as to what is eligible. 

And, again, what we found was in looking at requests and con- 
solidating down, we are not looking to say that we are not going 
to fund urban area security. But in funding urban area security 
and State Homeland Security, are we getting the synergy, and are 
the investments matching up to what the overall needs are? 

And also recognizing that in 16 areas of these different funds, 
which we are putting into one grant with the eligibility, the ques- 
tion that we are trying to get to is, when we look at jurisdiction 
by jurisdiction, program by program, what are the overlaps? 

And if you actually start breaking it down, what are the things 
you are actually doing? People like to start with the money, but I 
asked, “What are you actually doing with it? Are we building urban 
search and rescue teams? Are we enhancing bomb squads? Are we 
building fusion centers and maintaining those?” 

You find that this money is actually coming back into a lot of 
these areas from different pots of money to achieve that. 

So we asked, “Would it make more sense to put those grants to- 
gether with those criteria and then administer that as a single 
grant versus what we find a lot of times, which is local and states 
are actually taking different pots of monies to build capability be- 
cause they can take money from here and here?” 

So as we started that process, it came back to us looking jurisdic- 
tion by jurisdiction, literally at a transit grant, a port grant, an 
urban security area, a state, a metropolitan medical response team, 
a citizen core grant. 

And we asked, “If we are looking at national preparedness and 
we identify gaps, how do we get funds to address those if we are 
so bifurcated in how we are identifying how the money is being 
spent in different programs, which again oftentimes local jurisdic- 
tions, state jurisdictions are hopefully working together already to 
address these issues?” 

So as we look at fiscal year 2012, we are still funding the State 
Homeland Security grants and the urban security grants, and are 
doing competitive grants for transit and port, which is being ad- 
dressed with our partners at Coast Guard and TSA [Transportation 
Security Administration] for prioritization on those grants. 

And as we look at combining those grants, we would see a simi- 
lar process within the overall grant structure but would identify in 
that grant application process the priorities for the urban areas 
and the priorities for those things as a national priority, but we 
would not necessarily put them into separate pots of money or 
identify separate funding streams and give more flexibility to the 
states and their partners to address how they would fund that 
within those jurisdictions. 

Mr. Price. Thank you. I will pick this up on the next round. 

Mr. Aderholt. Thank you. 
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We will now recognize the chairman of the full committee, Mr. 
Rogers. 

Mr. Rogers. Can you hear me okay? 

Mr. Aderholt. Yes, sir. 

MAJOR DISASTER DECLARATIONS 

Mr. Rogers. Mr. Chairman, thank you for giving me this time. 
I apologize for being late, but I had another testimony to give at 
another committee. 

But I wanted to be here to plead for a firm commitment from the 
Administrator to help my district and my State given our most re- 
cent and terrifying few days last weekend. 

As you well know, Kentucky was devastated by very crippling 
storms last weekend, hurricane force winds, flooding, multiple tor- 
nadoes including one which left a 90-mile trail of destruction in 
Kentucky and West Virginia. Really rare for the hills and moun- 
tains to have a tornado at all, but certainly at this time of year 
have left many communities in my region completely ravaged. 

The towns of West Liberty and East Burnside have simply been 
destroyed, every building destroyed. Martin County, Laurel Coun- 
ty, Lawrence County, Morgan County, and other counties still 
counting damages all over my district, but there are other counties 
around the State outside of my district also. 

Massive loss of life and injury, some families have lost every- 
thing, cars, homes, possessions, pictures, family bibles gone. And 
then on top of that, a two-inch snow. My people are really hurting. 

And as you can see from the photographs that I think we pro- 
vided, homes have been demolished, businesses torn apart, families 
displaced across the countryside with no communication. 

The governor said it looked like a bomb went off. I agree with 
him. 

While the response of Kentucky Emergency Management and the 
Kentucky National Guard and Red Cross, firefighters, police 
groups, church groups, countless volunteers from all over the coun- 
try have been both timely and valued, the damage brought by these 
storms far exceeds the capacity of our local government and state 
emergency response teams to address. 

In fact, in West Liberty, the courthouse and the seat of the gov- 
ernment was practically destroyed. 

We are trying. I have heard countless of reports of volunteers 
from all over coordinated and alone driving hours to help cut trees, 
remove debris, deliver water, take in a homeless family or the like. 
Work is now being done still on the ground. 

I want to thank you at the outset here by saying that the FEMA 
personnel were there immediately and helping coordinate efforts all 
along even before a request from the governor or a declaration. 

The numbers are staggering. Twenty-three people lost their lives 
including 18 in just my district. And it is not over yet probably. 
Two hundred and 22 are in the hospital with injuries. Forty-eight 
counties were affected by the storms. Twenty-nine have been de- 
clared disaster areas by the governor. Fifteen hundred are still 
without power, 260 without any water service. 

Almost 400 guardsmen have been deployed to secure the areas 
hardest hit and to clear routes for emergency responders. 
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As I said, in West Liberty, nearly every building in this county 
seat has been destroyed or damaged including the courthouse and 
City Hall. 

There is no police department at City Hall. There will be a set 
of trailers for the foreseeable future. And while my people are resil- 
ient, and they are, they are clearly in need and are overwhelmed. 

On Monday, as you know, I requested the President to approve 
a request by our governor for a federal emergency declaration. It 
seems that FEMA is working diligently to evaluate the info at its 
disposal. And the President made a disaster declaration last night, 
thank goodness, to provide individual assistance to seven counties 
around the region. And I want to thank you for that. 

However, there are a number of countries, notably Magoffin and 
Martin, which remain in dire need of both individual assistance 
and public assistance because the devastation has torn up the 
roads, schools, courthouses beyond recognition. 

Can you, Mr. Director, give us any indication on when a decision 
might be made about the remaining counties designated by the 
governor? 

Mr. Fugate. Yes, sir, Chairman Rogers. As soon as the President 
declared — and I have done this in several states and it bears ex- 
plaining — rather than waiting until we had all the information, as 
soon as we saw that we had sufficient damages that would rec- 
ommend in the counties we were in, we were able to get that to 
the President. 

The federal coordinating officer who was appointed by the Presi- 
dent will be able to add counties for individual assistance without 
that going back to the President. 

So as soon as we can say there is damages warranting it, the fed- 
eral coordinating officer working with the state coordinating officer 
will be able to start adding those counties. And we expect that to 
be a rapid process of not weeks but literally within a day or so as 
we get the information supported. 

But we also made a conscious decision with the local officials 
that our priority would be to get the individual assistance turned 
on first, and then we will do a count for public assistance because 
many of those individuals are still responding, as you pointed out. 

So trying to go back and find out about insurance and get the 
cost really for that, we are working with the State on getting back 
in there to do public assistance. And as soon as we have those 
numbers, we will process that request as well. 

But we put a premium on the individuals because we know right 
now there is going to be an issue about housing and their imme- 
diate needs. 

Because we are working closely with the State — and this is the 
good news story, as you pointed out, and I think this goes back to 
some of the investment strategies and Homeland Security dollars — 
there is a lot more capabilities at the state and local level than we 
have had before. 

Friday afternoon I was sitting literally in the FEMA’s watch as 
the tornadoes were hitting, and we knew what was going on as far 
as the initial impacts. And we were in contact with states and 
going we are standing by. If you need it, ask for it. 
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And, again, it pointed out the resiliency that states do have these 
days that they did not have in the past. They made it very clear 
and said, “You know, we got what we need. We are going to need 
you for recovery, but we do not have any direct federal assistance 
for the response.” And that was a testament to the local officials, 
to the volunteers, to the national guard. 

So we focused on the individual assistance. The federal coordi- 
nating officer now will add on those counties where we have dam- 
ages based upon the request of the State. And as we get the public 
assistance done, we will process that. We will work quickly so we 
can identify that. 

And, Mr. Chairman, that may also be where we will turn on 
some counties. We may still have counties we are still counting in, 
but we have already seen the State’s threshold. But rather than 
wait until they are all done, we will turn on what we have and we 
will keep counting until we get all the damages identified. 

Mr. Rogers. Good. Good. Well, I cannot say anything but praise 
so far on the effort that FEMA has done. It is an extremely difficult 
situation because there is no communications. The storms took out 
the towers for communications, telephones and the internet. And so 
it is difficult to even contact the county executive or the mayors. 

And besides that, the roads are so clobbered with trees and limbs 
and damage, it has been a remarkable thing that we have come 
this far this quick. But it a devastating time. 

And I really appreciate your commitment and your rapid decision 
making because that is all important given the time of year it is 
down there and wintertime. 

With devastation as widespread as it is and the human factor is 
altogether important here, these people are hurting severely. And 
I appreciate the rapid response that FEMA has devoted to this. 
And I look forward to working with you further as we go on down 
the pike. 

Mr. Fugate. Yes, sir. 

Mr. Rogers. Thank you, Mr. Chairman. 

Mr. Aderholt. Thank you. 

Ms. Lowey. 

NUCLEAR POWER PLANT ACCIDENTS: CLEANUP/EVACUATION 

Mrs. Lowey. Thank you. 

And I, too, want to join my colleagues, Administrator Fugate, in 
thanking you for your service and your important contributions. 

Before I get on to another topic, I must tell you you were talking 
about the block grant with a continuing focus on UASI does not 
make any sense to me at all. And I am very concerned that efforts 
such as including UASI under a larger block grant could result in 
a decrease in federal funds while the risk of terror events still re- 
mains high. 

And I do not understand. And maybe we can have a continuing 
discussion at another time how UASI which is supposed to go to 
the areas most at risk can be protected. There are other funds for 
other areas. Everybody needs it. But putting it all in a block grant 
sends a message to me cut and decrease the emphasis. 

So let me turn to Indian Point. I am also troubled by reports that 
the Environmental Protection Agency, the Nuclear Regulatory 
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Commission, and the Federal Emergency Management Agency 
have engaged in ongoing discussions to determine which agency 
and with what funds would be responsible for a large-scale event 
at a nuclear power plant. 

I have to tell you that sounds like a cartoon which is just too se- 
rious to be real. While things are going on and everything explod- 
ing, all these agencies are still deciding about who is in charge. 

As you may know, the Indian Point Energy Center is a nearly 
40-year-old nuclear reactor located within 30 miles of Times 
Square. Evacuating 17 million people within 50 miles is impossible. 
The government’s response to a possible event at Indian Point 
should be planned, practiced, and ready for implementation. 

So who would be responsible for a large-scale evacuation? I hope, 
God forbid it ever happens, you are still not debating it. And are 
discussions over the best practices for a federal response to a nu- 
clear cleanup being discussed between FEMA and other govern- 
ment agencies? 

Mr. Fugate. Yes, ma’am. The evacuation would be state and 
local supported by the Federal Government. That is the direction 
of the nuclear regs that the local and state officials have the au- 
thority to order their evacuations, and we would support that. 

The discussions we are having 

Mrs. Lowey. So wait a minute. The reports that the EPA, Nu- 
clear Regulatory Commission, and the Federal Emergency Manage- 
ment Agency are incorrect that they are talking about who would 
be responsible? 

Mr. Fugate. I have not seen those reports. 

Mrs. Lowey. Okay. 

Mr. Fugate. The discussions that I have been involved in, and 
we have done this as some exercises with the national security 
staff, looking at some of the issues in a post event of what would 
happen to materials to be cleaned up and the fact that there are 
different standards out there for what would determine what was 
permanently cleaned up — you have regulations from EPA [U.S. En- 
vironmental Protection Agency] for Super Fund sites, and you have 
protective criteria that was issued for evacuation decisions. We 
were working on what would be the level of cleanup required before 
people could resume normal and permanent activities. 

We were also looking at what levels would be set for those that 
may have to go back and work in critical facilities if a cleanup had 
not been completed. 

We had in the exercise determined that because different pro- 
grams had different standards for cleanup, we wanted to have a 
consistent approach in a post event and for deciding what would 
be determined as cleaned up versus what the evacuation criteria 
was. 

There is also an undergoing review by the Nuclear Regulatory 
Commission based upon the reviews of what happened in Japan, 
but also facilities here, to look at what additional actions and pro- 
tective measures may be required. 

But not having seen the reports, I do know that those were dis- 
cussions we have engaged in to make sure that criteria such as 
Super Fund were also applied in nuclear power plant accidents in 
a cleanup phase and how we would apply that uniformly so we 
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would not have different standards, one for evacuation and one for 
cleanup, which may be confusing or lead to issues in trying to 
make decisions about reentry. 

Mrs. Lowey. Well, I thank you for that thoughtful response. I 
hope we do not have to face that decision. 

But how long is this evaluation and decision making process 
going on? 

Mr. Fugate. Well, this was actually an event prior to what hap- 
pened in Japan and where we picked the criteria that we were 
going to use uniformly across the agencies, and that actually, I 
think, is pretty close to going through the concurrent process on 
which all the agencies are signing off. 

NUCLEAR REGULATORY COMMISSION 

I would have to defer to the NRC about where they are at in 
their review process. That is an ongoing process that they have in- 
stituted after the events there to look at other threats that we face 
from nuclear power plants. 

Our role at FEMA as part of that is the area outside of the power 
plant working with state and local governments on protective 
measures, evacuations, and exercise programs based upon the cri- 
teria that are developed by the Nuclear Regulatory Commission. 

Mrs. Lowey. Well, let me just follow up with two other quick — 
oh, is my time up? Sorry. 

Mr. Aderholt. We will go back around. 

Mrs. Lowey. Okay. 

Mr. Aderholt. Mr. Latham. 

PRE-DISASTER MITIGATION PROGRAM 

Mr. Latham. Thank you very much, Mr. Chairman. 

And welcome, Mr. Administrator. Thank you for what you do for 
a lot of people who have been experiencing real disasters out there, 
one of which was last summer, as you are keenly aware. 

The Missouri River flooding in Iowa for months and months — 
people were subjected to that. We usually think of a flood as a one- 
time event, but this went on and on for months, as we all know. 
Folks in Iowa are very concerned about your proposal to eliminate 
the Pre-Disaster Mitigation Program. 

Your statement notes that the most costly and frequent natural 
disaster is flooding and that you are going to maximize the use of 
your flood grant portfolio to assist in managing risks. 

Could you clarify or translate this into a statement in a way that 
tells the residents of my flood-stricken state and its responders and 
local officials what this actually means, the risk managing initia- 
tive? How is this going to unfold? What does it mean to them? 

Mr. Fugate. Well, we still have programs in the Flood Insurance 
Program such as the Buy-Out Program for repetitive loss prop- 
erties, which is one of the things that is oftentimes used to address 
residential issues after repeated flooding. It is oftentimes better to 
buy out rather than repair. 

And so we also have in that program the ability to fund for ele- 
vation as well as continuing with the mapping and updates there. 
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So those specific pieces to that are actually targeted toward 
homeowners and either mitigation of the risks by buying out or, in 
the case of floods, elevating. 

In addition, for those who were impacted by the floods, the State 
has under the Stafford Act additional funds, not just the funds they 
are using for repair, but under Section 404, they get additional 
mitigation dollars to look at these types of risks in the State as 
well. 

The decision to cut pre-disaster mitigation was not an easy deci- 
sion, but it was also reflected across all of our programs in looking 
at where we had other programs that are addressing similar 
issues. 

The fact that we still have about $174 million in backlogged 
projects to be spent, and, again, everybody wants to protect their 
part of the budget, my responsibility was to provide recommenda- 
tions on what we could do with our budget to achieve the goals we 
had. 

And we looked at pre-disaster mitigation. It is a good program, 
but at the cost, can we continue to afford that and look at priority 
funding for other programs? 

Mr. Latham. It seems to me that pre-disaster mitigation is 
cheaper than paying the damages afterwards. 

There is a school of thought among a lot of very knowledgeable 
disaster management officials that says that the Pre-Disaster Miti- 
gation Program is on the chopping block because it has been inef- 
fectively administered and that there is a lot of money left lying 
around, not because of a lack of good projects, but rather the proc- 
ess was very cumbersome, oftentimes misguided and that limited 
the projects that were available. 

I do know you would not say to those people that it is a more 
of a management problem than it is a program problem. 

Mr. Fugate. Again, no cut is easy. 

Mr. Latham. Have you ever heard those complaints before? 

Mr. Fugate. I have heard a lot of concerns about pre-disaster 
mitigation, how the funds are allocated, the difficulties oftentimes 
in administering the program. And if that was the only reason, 
then I would not have supported that. 

We looked across the programs and said we are going to have to 
make cuts. Do we cut everything a percentage or do we take whole 
programs and cut them and keep other things funded at the level 
they need to operate? 

We looked at what we do in our other programs, in pre-disaster 
mitigation with flood and the Flood Insurance Program. We looked 
at the remaining balances in the Pre-Disaster Mitigation Program. 

We also looked at the amount of money out there in Section 404 
and said of all the areas, not saying that mitigation is not impor- 
tant nor that the investment strategy of pre-disaster mitigation is 
not also important, it was an area where we had other programs 
doing similar work. 

And so we made the decision that this would be a program, 
versus cutting a lot of different things, we would zero out. It is not 
a popular decision. It is not one that I necessarily would like to say 
was something I want to do. 
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It is something that on the basis of being pragmatic about my 
budget and making investment decisions, do we cut everything a 
certain percentage or do we make decisions about programs to 
eliminate where other programs provide some if not all of the capa- 
bilities that we are looking at in support of the overall programs? 

Mr. Latham. Is there any way to determine what you save avoid- 
ing a future disaster? Any kind of cost-benefit analysis? 

Mr. Fugate. I have heard people use $4 to $7 for every dollar 
invested, but that means it gets hit. The problem is there is not 
enough money and would never be enough money in pre-disaster 
mitigation to actually significantly reduce the Nation’s risk. 

You have got a better chance of getting states to adopt building 
codes and enforce them. That would really save money versus a 
project-by-project strategy that for that project does good, but na- 
tionally you are not moving the needle. You cannot mitigate build- 
ing by building. You have to look more systemically. 

This program, I think, did a lot to get people interested in miti- 
gation. It got a lot of people to look at things they could do in their 
communities for disasters. But when you look at what we are fund- 
ing, very good intentions. 

What is the bottom line? Unless that structure is hit, you are not 
going to see the savings. We are not spending and not doing 
enough projects for all those projects to add up. You may get one 
or two here. 

You want to make big changes? We need to look at how do we 
reduce the risk not through paying for it but by building better and 
appropriately so that we reduce those costs on the front end. 

Mr. Latham. Thank you, Mr. Chairman. 

Mr. Aderholt. Ms. Roybal-Allard. 

WORKING WITH STATE AND LOCAL GOVERNMENTS, OTHERS 

Ms. Roybal-Allard. Mr. Fugate, first of all, let me begin by 
complimenting you on your leadership in establishing a new part- 
nership with the Hispanic Association of Colleges and Universities 
to develop course work for Latino students to promote educational 
opportunities with FEMA in the field of emergency management. 
I think you are setting a very, very positive example. 

Recognizing the budget constraints and everything that you said 
in response to some of the other questions, I want to raise my con- 
cerns about the National Security Grant Program, particularly as 
it pertains to the ports. 

Already ports, security funding is down by 57 percent in this cur- 
rent fiscal year. And without a dedicated stream, as has been stat- 
ed, they would have to compete for funding with transit system for 
these states and there is a possibility that they would not get the 
attention that they need. 

And study after study has shown that any kind of a terror attack 
on the ports would be disastrous not only to Los Angeles but to the 
entire country. 

For example, a study called Risk Analysis that was done in 2007 
says that even if the harbor, referring to LA Long Beach, were 
closed for only 15 days, the authors concluded that cost to the port 
would spiral to $150 million while the wider economic con- 
sequences would be in the billions. 
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So this is something, an area that we may not want to leave to 
chance and to state and local governments. Having served in local 
government, there is belief and it could be argued that maritime 
security is really a federal issue, not a local or state issue, and the 
focus has always been from the perspective of state government is 
to deal with state and local jurisdictions. 

So there is also the concern that state governments lack the per- 
sonnel and the expertise to evaluate maritime risk or determine 
how ports should be prioritized against other Homeland Security 
priorities. 

So in the event, giving a worst case scenario, that it plays and 
that ports do not receive the attention that they need through 
these grants, do not get that money, given the importance of secur- 
ing the ports, what would be the backup plan to make sure that 
they are protected against a terrorist attack? 

Mr. Fugate. Well, I will make myself real popular with a lot of 
folks when I say this. You know, I keep hearing that we cannot 
trust state and local governments and ports and transit to work as 
a team. Yet, in a disaster, that is exactly what is going to have to 
happen. 

But we cannot trust them to work as a team to come up with 
funding strategies. I can assure you that Secretary Napolitano is 
going to make ports a key part of this funding. It is part of our 
global strategy on trade. 

And coming from the State of Florida, we looked at the ports as 
one of our most key transportation assets. The question is, if we 
allocate the money on the basis of each one of these groups, are we 
building national preparedness or are we doing things in a singular 
fashion that do not add up to national preparedness? 

And, again, I have seen a lot of arguments back and forth. I have 
seen a lot of money spent. I am not sure the investment strategies 
always led to national preparedness, and I am not so sure that it 
is always going toward those things that we are saying it is going 
to. 

Now, I am not going to single out and say this is in one par- 
ticular area, but quite honestly you saw the articles and I have to 
deal with it. We are buying ice machines, all right, in these pro- 
grams. Is that a national investment strategy? 

So my question is: If we do not trust States and local govern- 
ments and ports and transit and citizen corps and everybody else 
to work together, yet in a disaster that failure will be exploited by 
the terrorists, if giving the funding out individually is what has to 
happen because we cannot work together, then I am kind of con- 
cerned that if we do work in a more leveraged, central fashion by 
bringing people together to work these together, are we really 
building national preparedness or have we merely funded a grant 
program specific to that concern? 

But, again, it is troubling to me, and I understand the pressures 
from everybody looking as though they do not trust each other. You 
just said it. They do not trust local officials. They do not trust the 
state to make it a priority. 

Yet, in a disaster as a Nation and a catastrophic event, if we are 
all getting our grants separately, we are all planning separately, 
and we are all writing our program separately, yet we are all de- 
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pendent upon each other to be successful, can we drive that 
through a grant process to make people work as a team and make 
those prioritizations? 

But I have been on the other side, and I know the power argu- 
ments. I know people are looking to protect their interests, and I 
am not saying that there may not be a better way. 

But I am very concerned when the first thing that comes out is 
we may not be a priority with the State. We may not get the atten- 
tion we need. We may not be able to do what we were doing if the 
funding goes together because we may not be able to articulate, 
compete, or get the issue across. 

Yet, if that disaster occurs and that port is damaged, who is 
going to respond? All the folks who got the separate pots of money 
and were planning separately, trying to build a national capability. 
So I understand the concerns. 

And, Ranking Member Price, I know that, you know, this is not 
something that goes over well, but you guys pay me, the public 
pays me to tell you what I think, not what people want to hear. 
And I have looked at this and looked at this and been on the bot- 
tom of the beginning of this process. 

And I keep coming back to we do not trust each other, so we 
have got to have our own separate pots of money. We cannot de- 
pend upon us to prioritize in a way that says these are the invest- 
ment strategies of the Nation. And we have to have the separate 
money, yet in a disaster, we expect all this will come together 
magically and we will work well as a Nation. 

Mr. Carter. Mr. Chairman. 

Mr. Aderholt. Mr. Carter. 

CENTERS OF EXCELLENCE 

Mr. Carter. Thank you, Mr. Chairman. 

And, Mr. Administrator, welcome. A lot of things you have to say 
about hard decisions are things that I agree with. I have a question 
that I am trying to figure out the answer. 

The DHS budget seeks to fundamentally reform FEMA grant 
structure. I strongly support competition in procurement process. 
And the direction you take in the training grant programs concern 
me in that it negates the significant investment Congress has al- 
ready made in international domestic preparedness consortium. 

It seems to me this new direction would create duplicative pro- 
grams rather than bolstering the existing programs. I have been 
told that the current backlog in first responder training through 
the existing program is over 20,000. 

How does this newly proposed structure for training partnership 
grants and your request for $60 million to seek to add this backlog 
and how does it better meet the demands of our first responders? 

And in considering, in awarding the funds to this new program, 
participants will have to go through curriculum approval as well as 
undergo significant costs and time investments in which to stand 
up the new program. Won’t this create a lag in the available train- 
ing opportunities that we have in place at this time? 

Mr. Fugate. I will ask staff to give you the full report in writing 
because a lot of your questions get technical, but here is the philo- 
sophical question. 
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How many Homeland Security institutes can we afford and are 
the programs they are offering, again going back to national pre- 
paredness, those that we need and are they interchangeable with 
other programs? 

And so part of this was coming back and going we fund a lot of 
centers of excellence. There are so many centers of excellence out 
there that I am not sure what excellence is anymore. 

And I am not berating anybody. I am just saying how do we 
make sure that we are investing in institutions providing necessary 
training in a way that we get the return on the investment. It is 
based upon what we see as a Nation we need, and that we have 
the ability to measure what each one of these institutions does 
compared to other ones. 

So this was our attempt to come back and go we recognize 
Congress’s authority to specifically say these are things we want to 
do. We came back and said there has been a lot of growth here. 
How do we sustain it, make it more competitive, and put more em- 
phasis on it providing what we have identified across the enter- 
prise as the training we need for the various disciplines? 

Mr. Carter. I get your argument. 

Mr. Fugate. So that is the thing. I know the details, sir, and 
that is what I want to respond in writing. 

[The information follows:] 

Response: Currently, National Domestic Preparedness Consortium (NDPC) grants 
and Continuing Training Grants are being used to train and educate first respond- 
ers and homeland security officials to prevent, protect, mitigate, respond and re- 
cover from disasters. These grants are awarded by FEMA’s National Training and 
Education Division. As part of the Department’s ongoing effort to streamline grants 
and maximize the effectiveness of the available grant dollars, NDPC grants and 
Continuing Training Grants are being replaced by Training Partnership Grants. 
These grants will continue to be used to train and educate first responders and 
homeland security officials. However, under the proposed Training Partnership 
Grants, funding will be awarded competitively to entities (e.g., State, local, tribal, 
and territorial governments; universities and higher education institutions; and non- 
profits) that have demonstrable expertise and can develop/deliver training and edu- 
cation curriculum relevant to the core capabilities in the National Preparedness 
Goal. Other grant recipients (including former recipients under the NDPC grants 
and Continuing Training Grants) will be able to compete for the Training Partner- 
ship Grants. Facility-based training and education centers will be awarded multi- 
year grants in order to ensure year-to-year stability in the delivery of training and 
education. As a condition of the award, the grantee will develop or offer a training 
program that is self-sustaining in the outyears. This means that the grant funding 
received will address program start-up costs and curriculum development in year 
one, while over time recurring training costs will be reimbursed via training 
attendees (i.e., Federal, State, local jurisdictions will utilize their respective program 
or grant funding to attend the training). 

By incorporating competition and cost reimbursement into the training programs 
in FY 2013, FEMA hopes to encourage greater efficiencies as well as new ideas and 
innovation. FEMA recognizes there are hundreds of institutions ready, willing and 
able to provide education opportunities to homeland security and emergency man- 
agement officials. 

Mr. Carter. But as you make that evaluation, more importantly 
the question would have to be is somebody making the evaluations 
of how these centers are meeting the criteria? 

And if I understand this program, the $60 million is to allow oth- 
ers to create new centers of excellence, if you want to call it that 
way, and how do you cull out the bad ones when you are creating 
the good ones and how do you know the new guys that are seeking 
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these grants are going to do better than the people that are failing 
in their mission if they are failing? 

I certainly have one of the centers in my State and I will put it 
up against anything. We were doing it before FEMA came there 
and we are doing it since. And I feel very confident that the center 
that we have at Texas A&M University is meeting their criteria 
and then some. 

And I would like that evaluation to be looked at and why are we 
spending other money to create new places until we evaluated the 
old places. 

Mr. Fugate. I think the aggies are going to do well. One of the 
things the aggies did for us is they have been a leader in our Storm 
Shelter Program, the engineering and design of that. So I think 
that there are those programs that are of such prestige and are es- 
tablished programs that this is not going to be as dramatic as they 
think. 

But we do need to look at if we are targeting the right types of 
training we need based upon what the skill sets are. I will give you 
an example. 

There are a lot of folks my age in my profession who are going 
to be leaving these professions soon. Do we have the new capability 
to train all the new folks coming up? I mean, think about all the 
training we have done in the last 10 years. And we are going to 
have to make sure that we have the institutions, the higher level, 
and also the disciplines to continue to train that. 

So this is not an attempt to take those facilities and institutions 
that have done a great job, but it is really to kind of come back 
and go, “Are we identifying what the priorities are, are we invest- 
ing in the training and the types of training, are we identifying 
needs for training?” 

Look at cyber security. So we know there may be areas where 
we need to develop new centers, but we also have to make sure 
what we have been investing in is giving us that return and it is 
looking at what those needs are as the next generations come up. 
We look at our national preparedness goals and say, “Hey, we are 
doing pretty good in this area, but we still have lots of needs in 
these areas. Are we getting that funding and the right institutions 
engaged?” 

Mr. Carter. And I agree with that concept. 

Thank you, Mr. Chairman. I think my time is up. 

Mr. Aderholt. Thank you. 

Mr. Dent. 

NATIONAL PREPAREDNESS SYSTEM 

Mr. Dent. Thank you, Mr. Chairman. 

Mr. Fugate, great to be with you today. In November, FEMA 
submitted the national preparedness system 

Mr. Aderholt. Mr. Dent, could you turn your mike on? 

Mr. Dent. Let me move over here. Yeah. As I mentioned, in No- 
vember, FEMA submitted the national preparedness system de- 
scription to the President as required by presidential policy direc- 
tive 8. 

And in it, you describe the various components and how the — 
and quote, the various components, quote, and how they interact 
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to build, sustain, and deliver core capabilities in order to achieve 
the national preparedness goal, close quote. 

The report describes how these components help us understand 
risk and inform our current and future budget year planning and 
decisions and inform resource allocation plans and aid in under- 
standing the progress of the Nation. 

Some of these components already exist, as I understand it, and 
some will have to be developed. What are some of the existing pro- 
grams that will be incorporated in the national preparedness sys- 
tem and what gaps do you see out there? 

Mr. Fugate. Well, the most significant one, which was a require- 
ment Congress has, is to develop a recovery framework for cata- 
strophic disasters. As part of that, we had prepared and we are 
rolling out the national recovery framework, which, with the evo- 
lution of the presidential directive to develop these frameworks, we 
were able to take and actually move it in and roll it out as one of 
the first frameworks. 

We also have the national response framework, which is under- 
going review and updating. And then we have preparedness mitiga- 
tion prevention frameworks to build as part of that. 

So we have been working very hard through both our inter- 
agency but also our partners. In fact, we just placed on our Website 
several of these documents for review by our partners and to pro- 
vide us comments that we can adjudicate. 

So we are on target to meet those goals that the President has 
laid out for us including the national preparedness report, which 
is concurrent, which is another product that I owe Congress that 
will be coming forward. 

So these are moving, and they are again building upon the na- 
tional response framework and the national disaster recovery 
framework, and then building three additional frameworks to sup- 
port the overall national preparedness plan. 

Mr. Dent. How do you see this system informing your budget de- 
cisions and resource allocations? 

Mr. Fugate. Well, it probably is best to give an example because 
when you try to talk about generalities, you end up just saying, 
“Well, we are going to do this, this, and this.” 

Let’s take urban search and rescue teams. We know that in the 
types of events we face with the building collapses, bomb blasts, 
tornadoes, and other things, response is key. How long does it take 
to get a team there? Just having a team responding does not 
change an outcome. 

So we start with what is the outcome we are trying to change? 
Injured people do not have time. So we start with this idea that 
across the Nation looking at where communities are, concentra- 
tions of populations. We look at the urban areas, so that is where 
we are based, and we also look at travel times going, “Do we have 
enough teams?” “Where are they?” and “Should we make that a 
priority in funding for more teams, sustaining teams, or training 
of those teams?” 

Now, until you know how many teams and what area you are 
covering and what your response times are, you do not know if you 
have enough. How do you maintain that? 
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But once we are able to do our threat and hazard reductions and 
say this should be the response time across the country, this is how 
many teams would be required in these events, and this is the cur- 
rent capability, we may say, “You know what, we are pretty good 
in search and rescue teams.” Maybe we ought to put more empha- 
sis over here on the prevention side or maybe we ought to put more 
emphasis on the port side. 

But until you know what that number is and you say this is 
what we need as a Nation to respond to these types of events, you 
are not really able to say where you are at. 

So just one example of how these frameworks, as they start going 
through the process, will define not just how we are going to re- 
spond but for how long it takes to get something there. How much 
capacity is necessary? And this is again why it is very difficult to 
do this jurisdiction by jurisdiction, because what if you get the 
outlier? 

Mr. Dent. Uh-huh. 

Mr. Fugate. Are we just not going to respond because we do not 
have enough stuff or we did not have a plan? And so we are looking 
at very large meta size events, and going there is very basic things 
that have to be done in the first 72 hours, the first weeks, the first 
months to be successful, and then going back and going, “How 
much of that have we built? How much more do we need to build?” 

And, again, we are not necessarily looking at this is going to re- 
quire — that we are going to spend our way out of this. A lot of 
times, it is looking at the private sector, looking at volunteers, look- 
ing at what the military provides and the fact that Congress gave 
us the authority for the Secretary of Defense to call out the re- 
serves now and we have dual status commanders to support uni- 
formed, coordinated efforts. What are we planning against? What 
is our target? And where should we be investing to get to that? 

Mr. Dent. Well, that is a very comprehensive answer. I thank 
you for that. 

Also, on PPD8, I just want to focus for a second on that all Na- 
tion approach to disaster preparedness. Specifically, you know, 
what will have to change to fully develop integration between Fed- 
eral Government and state and local government? 

Mr. Fugate. Stop looking at it as state, local, and federal and 
start looking at it as one team. You know, the public could really 
care less who we are as long as somebody shows up. 

Mr. Dent. Right. 

Mr. Fugate. And I think, too, we sometimes focus so much on 
what the Federal Government is going to do that we step all over 
our local and state partners. 

And, again, I have to point this out. In all these disasters in the 
last year and a half, the initial response was not even the first re- 
sponders. It was neighbor helping neighbor and then the local re- 
sponders, then mutual aid and the governors and national guard. 

We were able to almost exclusively focus on recovery because we 
have built so much capacity since 9/11 that we really shifted the 
capabilities not in the Federal Government but to the local govern- 
ment and state government, which works faster and is actually 
easier and better to maintain. 
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So, again, as we look at this, the whole community is not just 
government stopping to break ourselves into little pieces. It is like, 
“Who feeds us every day in our communities?” It is not govern- 
ment. It is the private sector. Yet, we look at the private sector as 
something that you deal with later instead of going, “Why can’t we 
work together and not duplicate what each of us does best?” 

Mr. Dent. How do you incorporate private sector? 

Mr. Fugate. You bring them to the table and you give them a 
seat and you make them part of the team. We do not have a con- 
tractual relationship. They are part of the team. 

If you can get a grocery store open, and you can get a hardware 
store open, you can get a drugstore open, they can meet needs. We 
focus where they are not. But if we try to duplicate that in large- 
scale disasters, we do not help anybody. 

Mr. Dent. Thank you. 

DEBRIS REMOVAL: ALABAMA 

Mr. Aderholt. Thank you. 

We are going to try to get a second round here before we ask for 
the next panel. But in order to do that, I would like to be abbre- 
viated no more than three minutes, just so that everyone can have 
a chance to ask a second round before the second panel comes up. 

Let me go back, Administrator, to the debris removal issue that 
I had asked about a little earlier. 

One of the main questions I have after meeting with a lot of my 
constituents after the April 27th tornadoes, and given what hap- 
pened with the contracting with debris removal and with the 
Corps, I come back to you and ask — are you concerned with the 
cost to the taxpayers of cleanup when you mission assign the task 
to the Corps? With limited funds, how can you justify the disparity 
in cost between the reported costs charged by the Corps of Engi- 
neers and lower costs that communities have incurred signing their 
own contracts for removal? Have you provided written criteria and 
check lists of work that Mayors know what they are receiving from 
the Corps and what they can show to other contractors if they 
choose to do a private option for the work? 

Mr. Fugate. Mr. Chairman, first things first. We did something 
in Alabama we had never done previously and that was we looked 
at the debris mission as a housing mission. We normally would not 
go in and take debris wholesale off private property and lots. We 
were not going to do businesses but in the homes. 

Because this was relatively new to us, we looked to the Corps to 
help manage that because previously under most of the debris, 
management rules. Local jurisdictions would not have been able to 
go on private property and remove a lot of that debris. It would 
have been almost a case-by-case basis. 

So we were looking at one thing. We knew that housing was 
going to be our biggest issue. The faster we got debris off those 
lots, the quicker people could rebuild. It was a new approach. It 
had not been done before. We had the authorities under the Staf- 
ford Act, and we used the Corps to help manage that. 

Did it cost more? Yes, sir. Have we learned from that? Yes, sir. 
Are we looking at how to reduce that cost in the future? Absolutely. 
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But we put a premium on speed of that because our primary con- 
cern in that disaster, as you knew, was we had so many homes de- 
stroyed that we did not think the way we have traditionally done 
debris would have been fast enough, so we wanted to do something 
faster. It was new, and we utilized the Corps to help us manage 
that. 

Mr. Aderholt. There are numerous communities in Alabama 
right now that are waiting for reimbursement. Are there ways to 
in some way simplify the process while still allowing for oversight 
of the funds? If you could briefly answer that and then anything 
else you want to add for the record than that, we will proceed that 
way. 

Mr. Fugate. Mr. Chairman, it is always case by case. We are 
trying to move this as fast as we can. Again, I want to get money 
in the communities and get rebuilding going. And I will go back 
and see. 

And, again, if your staff could pass on specifics of where we are 
getting hung up, I can go to my staff and say, “Where are we at 
on this?” and “Why is this?” We are looking at, within the author- 
ity of the Stafford Act, what steps would it take to streamline the 
process to maintain accountability but increase the speed of recov- 
ery. 

Mr. Aderholt. Thank you. And we will be happy to work with 
you and get you that information. 

Mr. Price. 


GRANT FUND ALLOCATIONS 

Mr. Price. Administrator, I want to return to your national pre- 
paredness grant proposal and make very clear that I share your 
point of view, your desire for a more efficient, more targeted, more 
risk-based way of making these grants available, of allocating these 
funds. 

Now, in the State Program, we do have an allocation formula 
which aims at a certain minimum level of preparedness across 
these jurisdictions and that, too, is a legitimate objective. 

But you are suggesting that a fair amount of special pleading 
might be going on here. Some special pleading might have a good 
warrant and others might not. There are objectives we need to 
make sure are going to be addressed. 

So I want to ask you how you proceed here? And, of course, you 
can elaborate this for the record, but just in terms of these two 
major pots of money, will there be an initial determination of how 
much goes to each and then do the usual formulas apply, especially 
in the State Grant case? 

And then let me just add one other quick question to the mix. 
You are trying to deal here with the backlog and with the difficulty 
of getting some of this money out the door. And your way of doing 
that is that you are going to require grantees to complete projects 
within a shorter designated period of performance. 

So what is going to be the practical effect of that? Are you going 
to be, by shortening this time frame, are you going to be in effect 
eliminating certain capital projects, certain longer-term projects 
such as tunnel hardening? There, too, you might want to give us 
some more detailed answer for the record. 
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But my main concern here in this open setting is just to get a 
sense of how this is going to work, how your agency is going to pro- 
ceed to take these formerly disparate funding streams and to ad- 
minister them as one. 

Mr. Fugate. Well, Congressman, let me work backward. On the 
$8 billion that is currently outstanding that has not been drawn 
down in disaster grants, I am not sure that we are saying we are 
not going to be granting more extensions. Part of that is the au- 
thority to grant those extensions and also I found that as much as 
people hate deadlines, it gets stuff done. 

But we also recognize that in giving them the mission to get 
those monies drawn down — and much of this work is already under 
way; it is just getting it drawn down. We looked at what was eligi- 
ble for funding, and where we had inconsistencies, we were actu- 
ally able to go back and provide additional eligibility so they can 
get those funds drawn down on the basis of expanding what was 
eligible in that scope of work. 

So we are doing two things there. One has been working really 
hard to make sure people knew where they were at, what their 
timelines were on those grants, and also looking at — and this is 
based upon their request for more flexibility — we were able to go 
back, and the Secretary authorized us to provide that flexibility so 
that they have more ability to get those grants drawn down quicker 
on that work, but no extensions. 

Mr. Aderholt. Mr. Latham. 

FLOOD MAP MODERNIZATION 

Mr. Latham. Thank you, Mr. Chairman. 

As FEMA has moved along with its flood map modernization ef- 
forts, there have been some complaints, of which I am sure you are 
well aware, about the process and the cost to the localities to try 
and meet the standards, especially for the levees. And this is a big 
deal, again, obviously with the flooding. 

Can you tell us what some of the complaints are on the accredi- 
tation? Obviously, the cost is part of it. And tell me any sugges- 
tions you have or that you have discussed within the agency about 
ways to improve the levee accreditation process and lighten the fi- 
nancial burden for these small towns. Some of them are being 
asked to do studies that cost hundreds and hundreds of thousands 
of dollars. And they simply — if you get a town of 200 people they 
do not have the money. How do you address that? 

Mr. Fugate. Well currently under our rules, we would only rec- 
ognize a levy that was certified by the standards that the U.S. 
Corps of Engineers set. And we would not recognize anything else. 
So when we did our mapping, we would actually zero out anything 
that was there if it was not an accredited levy. We know in many 
cases those levies may not be accredited but still serve and defend 
these communities against floods, and we never gave them any 
value in our mapping. 

We are, at the direction and request of many folks here on the 
Hill in the rulemaking process, to adjust our rules to incorporate 
levies as built versus those that are accredited. We have received 
thousands of comments in that rulemaking process we are adjudi- 
cating. It is our goal, though, that when we publish this rule, it will 
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recognize levies as built and the level of protection they offer, even 
if it is not optimal, in mapping out those communities. 

But you do raise one point, though. Where communities are hav- 
ing to demonstrate that those levies are certified, and do not have 
the funds, and this is, you know, this is 

Mr. Latham. It is a huge problem. 

Mr. Fugate. It is a huge problem. It goes back to — part of our 
challenges with this is managing risk. Where is our investment 
strategy in mapping this and determining the risk? And where do 
we fund the improvements? And as part of this, I think we will ad- 
dress through the levies as built. We will actually get a better idea 
of mapping the levies as they are there, not necessarily being ac- 
credited levies, and see what that problem looks like. And that may 
give us a better idea of where we need to invest. 

Some communities may find that, as built, the protection there 
is already adequate. It does not significantly change things to move 
to an accredited levy. Others may find it is a very significant dif- 
ference and that would be targeted where they need to invest. 

Mr. Latham. But the problem is they have got to do the study 
to find out, and they do not have the money to do the studies. 

Mr. Fugate. Yes, sir. And that is why we go with the levy as 
built, we will take it as it is. Not having it necessarily accredited. 
And then you can map and look at what the risk is. In some cases, 
because it may not have enough elevation. In some cases, it may 
be because of design. But all of those would be factored in. And we 
would actually look at the risk then versus them having to look at 
bringing it up to an accredited levy. 

Mr. Latham. Okay. I look forward to working with you. Thank 
you. 

Mr. Aderholt. Ms. Roybal-Allard. 

CATASTROPHIC PLANNING: LOS ANGELES SHELTERS 

Ms. Roybal-Allard. Mr. Fugate, as you know Los Angeles is one 
of the vulnerable cities for an earthquake. And in a 2010 Red Cross 
report it said that if a 7.2 magnitude earthquake were to strike 
L.A. approximately 564,000 people would need to be sheltered, an 
additional 2.5 million would require food and water. And unfortu- 
nately the L.A. metro area has only 341 shelter facilities with only 
84,000 beds. And you were talking earlier about working with local 
jurisdictions to respond. Can you tell me what kind of progress has 
been made since that 2010 report? 

Mr. Fugate. Yes, ma’am. Working with Jim Featherstone, who 
is the emergency manager for the city, our Region 9 works with the 
State of California. You point out again, if L.A. has this earth- 
quake, they are not going to have enough shelters. And the ques- 
tion would be, “Are those shelters even survivable in the earth- 
quake?” So we know we are going to have to depend upon sur- 
rounding non-impacted communities to shelter that population. So 
we work very closely with California Emergency Management 
Agency on its plans and our ability to support literally having to 
get people to shelters outside of that area versus what we can 
bring in to provide temporary shelters. 

So the plan is always about life safety first and life-sustaining 
activities, and then, looking at the temporary housing, try to sta- 
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bilize the population and get them back in. But this is a very good 
example of why only looking at what the City of Los Angeles gets 
for funding does not really tell the story. Because they could not 
shelter, if they end up with that many people who are homeless, 
looking for a place to stay, we are not going to be able to shelter 
them in that area with that impact. We are going to have to move 
them to surrounding communities. We are also going to have to 
bring a lot of resources from outside that area in to support that 
response. And this goes back to national preparedness. 

There are scenarios that are so big that for any jurisdiction to 
try to be prepared for it is impossible. You have to look at how to 
leverage those capabilities across, not just within a state, but 
across state lines and in some cases nationally. So there we work 
with Cali EMA out of our Region 9 office and look at that type of 
catastrophic planning with a focus on how we get to folks, life safe- 
ty, looking at shelter needs, and the fact that we are going to prob- 
ably have to use a lot of capability outside the immediate area. And 
then we look at what it would take to stabilize to even set the 
stage for getting people back in and repopulating. 

It is a very complex event. This is part of why we went to these 
frameworks, to really build that type of capability. This is not 
about responding to our day-to-day emergency. It is literally about 
those type of catastrophic events that can happen, from earth- 
quakes, hurricanes, or terrorist attacks. 

Ms. Roybal- Allard. Thank you. I will submit the rest of my 
questions. 

Mr. Aderholt. Mr. Carter. 

TEXAS AIR NATIONAL GUARD’S MOVE: IMPACT ON GULF COAST 
DISASTER RESPONSE 

Mr. Carter. Thank you, Mr. Chairman. Mr. Fugate, I have a let- 
ter here I asked to be made a part of this record, from the gov- 
ernors of five states, Texas, Mississippi, Florida, Louisiana, and 
Alabama, expressing grave concern about the decision of the 
United States Air Force to move the Texas Air National Guard’s 
136th Air Lift Wing of eight C-130s currently located in Fort 
Worth to the State of Montana. This Air Lift Wing, I understand, 
is the only domestic emergency air lift capability in the Gulf region. 

According to this letter the Texas Air National Guard C-130s 
have flown 423 storm response sorties in Texas, Louisiana, and 
Mississippi carrying 3,143 passengers and delivering 939 tons of 
emergency supplies. Under current arrangements the Texas gov- 
ernor can mobilize these C-130s in a matter of hours. However, it 
is my understanding that requesting federal support in emer- 
gencies like these could take days due to federal bureaucracy. How 
then does this relocation of these C-130s from Fort Worth, Texas 
to Montana affect the ability to provide disaster relief to the Gulf 
region in times of emergency? Was FEMA a part of the decision 
making process to move these as it impacts the emergency re- 
sponse assets in the Gulf region? And should this move happen? 
What is FEMA’s plan to ensure appropriate resources are dedicated 
to the Gulf area to ensure timely disaster response? 

Mr. Fugate. Well again, I think Secretary Panetta has a more 
unenviable position than I have, looking at how he is having to 
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make his budget decisions. There are several avenues where we 
have worked on this. This is not something specifically, but we are 
a participant with the Secretary of Homeland Security on the 
Council of Governors, which actually has 10 governors, not nec- 
essarily these governors, but 10 governors representing the Na- 
tional Governors Association working with Secretary Panetta, the 
branches of the military, and the National Guard Bureau, as well 
as their adjutant generals. 

The issue, as we draw down, is what are these impacts and how 
do we look at those responses? I think part of this has been Con- 
gress recognizing that the National Guard is now able to have dual 
status commands for Title X and State Guard, and well as bringing 
up the Reserves under a Secretary’s call up not requiring a presi- 
dential mobilization in disasters. But I would defer to Secretary 
Panetta and his folks as to this. But I would also state that 
through the Council of Governors, which I am honored to be part 
of under Secretary Napolitano’s leadership, these are the issues 
that are being discussed with Secretary Panetta and on behalf of 
the adjutant generals of what the impacts are to domestic response. 

Mr. Carter. This is not a draw down. This is actually going to 
cost money to move them to Montana, is going to have to build up 
the capacity to house 130s in Montana because they are an F-15 
base right now. So it is not part of the draw down that we are try- 
ing to do to save money in all of the departments. It is a very con- 
fusing decision that has been made. Is there any kind of reporting 
as to what these governors’ decisions are going to be as they talk 
to Panetta? 

Mr. Fugate. Yes, sir. They report back to the National Gov- 
ernors Association. The ten are, as the Council of Governors, which 
Congress directed the President to appoint and to work with the 
Secretary of Defense on National Guard issues particularly. Both 
from the standpoint of domestic response but also the ongoing care 
and needs that states have, particularly looking at their Guard. So 
I would defer to that body. I do know this issue, not this specific, 
but the overall issues of how these are affecting governors and the 
ability to do that, and also the work that is being done at 
NORTHCOM to support states if we do require federal assistance. 

Mr. Carter. Thank you. 

EMERGENCY MANAGEMENT PREPAREDNESS GRANTS 

Mr. Aderholt. Thank you, Mr. Carter. Before we end this first 
panel session, I have one quick question to follow up from the con- 
versation that you and I had yesterday, Mr. Fugate, regarding the 
EMPG fiscal year 2012 guidance. We are very concerned with the 
new inclusion of additional agencies that would be eligible. Do we 
have your commitment to address this issue? 

Mr. Fugate. Yes, sir. 

Mr. Aderholt. Thank you. 

Mr. Fugate. It is not our intention to have expanded that be- 
yond those that the states have already done before. It was more 
to create a more uniform language and it was not the intended con- 
sequences to suddenly open up to brand new applicants for funds 
under the Emergency Management Preparedness Grants. 
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Mr. Aderholt. Okay. Thank you very much. We appreciate 
again your attendance this morning, and for answering some of the 
questions that I know this Committee has had. Questions about 
your agency that touch everyone on this panel, this Committee, 
and I would say every Member of Congress. 

Before we turn to our second panel I do want to recognize Nor- 
man Dong, who is CFO for FEMA. He is with us this morning, and 
it is my understanding he is going to be leaving to go to OMB. We 
will truly miss his knowledge and working with him. But we do 
thank him for his service, and we do wish you the best as you move 
over to your new job at OMB. 

At this time we will turn to the second panel. Thank you again, 
Mr. Fugate, for being here. 

As I mentioned earlier we are convening a panel of homeland se- 
curity stakeholder organizations to discuss homeland security 
grants and related issues. I would like to introduce the panel. Mr. 
Ross Ashley is with us this morning. He is Executive Director of 
the National Fusion Center Association and he is representing the 
National Fusion Center Association this morning. Mr. Jeff Caynon, 
he is President of the Houston, Texas Professional Fire Fighters 
Association and is representing the International Association of 
Fire Fighters. Captain John Holmes, Deputy Executive Director for 
the Port of Los Angeles and representing the American Association 
of Port Authorities. Jim Mullen, who is the current President of the 
National Emergency Managers Association and also the Director of 
the Washington Department of Emergency Management. And he is 
representing the National Emergency Managers Association. And 
last but certainly not least, Mr. Michael DePallo, who is the Direc- 
tor and General Manager of the Port Authority Trans-Hudson Cor- 
poration, representing the American Public Transit Association. 

Thank each of you for being here this morning. And we look for- 
ward to hearing from each of you as you give us your thoughts and 
opinions on the grant reforms that have been introduced. This 
builds on effort by this Committee last year. But we recognize that 
there are challenges and we believe that it is also time for reform. 

If you could, I ask you to keep your comments to two or three 
minutes and summarize it for the Committee. But bear in mind 
that your written testimony will be placed in the record. So before 
you begin, let me recognize Mr. Price, our distinguished Ranking 
Member for his opening remarks. 

Mr. Price. Thank you, Mr. Chairman. I would like to join with 
you in welcoming this panel. It is particularly important, I think, 
to hear from this panel this morning. We are interested in the cur- 
rent grant programs, how they are working, and how they can be 
improved. But we are of course especially focused on this new pro- 
posal for the National Preparedness Grant Program. We have dis- 
cussed this with the Administrator. We want to discuss that with 
you because we value your perspectives. The Chairman has intro- 
duced each of our panelists. I will not go through that again except 
to welcome you and say with limited time I think we had better 
get on with the testimony. Thank you. 

Mr. Aderholt. Okay. Mr. Caynon, we will start with you. 

Mr. Caynon. Good morning, Chairman Aderholt, Ranking Mem- 
ber Price, and distinguished members of the Subcommittee. Thank 
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you for the opportunity to testify before you today. My name is Jeff 
Caynon and I serve as an engineer operator in the Houston, Texas 
Fire Department, and I am the current President of the Houston 
Professional Fire Fighters Association. 

I am pleased to appear before you today on behalf of the IAFF 
and our General President Harold Schaitberger, and the nearly 
300,000 professional fire fighters and emergency medical personnel 
of the International Association of Fire Fighters. 

The most fundamental purpose of government is to protect the 
public safety. And despite rising deficits the federal government 
cannot afford to cut spending on homeland security funds to state 
and local governments. As the first line of defense in protecting our 
homeland the federal government has an inherent responsibility to 
help ensure the local departments can effectively protect the public. 

Among the most effective Federal programs to assist local com- 
munities in protecting the homeland are SAFER and FIRE grant 
programs. A study by the NFPA recently found that fire depart- 
ment capabilities have improved in a variety of areas funded by 
SAFER and FIRE. There have been significant increases in the 
numbers of fire departments that are able to provide their fire 
fighters with vital equipment, such as radios, protective clothing, 
and turnout gear. And thanks to FIRE grants more fire depart- 
ments today are able to train their fire fighters in basic structural 
fire fighting, HAZMAT response, and emergency medical care. 

The needs assessment also found similar improvements in staff- 
ing. All of this translates into improved public safety. I know first 
hand the value of these programs. Following the tragic death of 
two fire fighters at a fast food restaurant in Houston, the Houston 
Fire Department applied for and received a $2 million FIRE grant 
to fund an innovative fire ground survivability program that pro- 
vided training for survival skills and mayday prevention. 

Although SAFER and FIRE have been traditionally well funded, 
efforts to reduce the deficit have caused a reduction in funding for 
the programs over the last two fiscal years. For fiscal years 2010 
and 2011, the programs were funded at a total of $810 million. For 
fiscal year 2012, however, funding was reduced to $675 million. 
The administration’s budget proposal further reduces funding for 
SAFER and FIRE to $670 million. 

Reversing recent funding cuts to SAFER and FIRE will help en- 
sure that communities have the resources they need to protect the 
homeland. We therefore recommend that the Subcommittee provide 
$810 million evenly divided for the two programs in fiscal year 
2013. 

In addition to SAFER and FIRE grants, the Urban Search and 
Rescue system is crucial to our nation’s homeland security. The 
US&R system comprises 28 national task forces consisting of high- 
ly trained, equipped, and exercised emergency response personnel 
capable of responding to both natural and manmade disasters. The 
State of Texas is the proud sponsor of one such force, Texas Task 
Force 1. Congress has in recent years provided modest increases to 
US&R, and funding the program at $41.25 million in fiscal year 
2012. Unfortunately, the Administration’s budget reverses this 
trend and cuts the funding by $13.7 million. The average cost to 
maintain a US&R team exceeds $2 million, leaving local govern- 
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ments which would sponsor the task force to fill the gap. With 
many localities facing budget shortfalls themselves, sponsor US&R 
teams has become a burden they struggle to afford, significantly 
straining task force capability and readiness. 

For a minor investment Congress can significantly enhance the 
nation’s preparedness to respond appropriately. We encourage the 
Subcommittee to increase the funding to US&R over the 2012 ap- 
propriation. 

Lastly, we wish to express our reservations regarding the admin- 
istration’s proposal to consolidate 16 Homeland Security Grant Pro- 
grams into the new National Preparedness Grant Program. Each 
of the Homeland Security Grants was established in order to serve 
a specific and important public safety need. Given limited Federal 
funding, merging these distinct homeland security priorities into a 
single block grant could cause such priorities to go unserved. 

As a major metropolitan area in a border State, containing a 
port, significant rail and road freight, and replete with hazardous 
industry, Houston faces significant risk from terrorist attack and 
other large scale disaster and these targeted grant programs have 
contributed to a more complete level of preparedness. We are also 
concerned that the National Preparedness Grant would be adminis- 
tered solely by the States without adequate input from local emer- 
gency managers and first responders who often have the best 
knowledge of homeland security threats and needs. We urge the 
Subcommittee to carefully consider any grant consolidation pro- 
posal and seek the input of all stakeholders, especially State and 
local government representatives and first responders, before mak- 
ing major changes to current Homeland Security Grants. 

Again, I would like to thank the Subcommittee for the oppor- 
tunity to testify here today, and I am happy to answer any of your 
questions. 

[The information follows:] 
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Good morning Chairman Aderholt, Ranking Member Price, and distinguished members of the 
Subcommittee. Thank you for the opportunity to testify before you today. My name is Jeffrey Caynon, 
and I serve as an Engineer Operator in the Houston, Texas Fire Department. I also proudly serve as 
President of the Houston Professional Fire Fighters Association, local 341 of the International 
Association of Fire Fighters (IAFF). I am pleased to appear before you today on behalf of IAFF General 
President Harold Schaitberger and the nearly 300,000 professional fire fighters and emergency medical 
personnel who comprise our organization. 

Today's fire service has evolved from a municipal force whose primary duty was to extinguish local fires 
to an integrated national system that responds to a wide range of local emergencies and national 
disasters. When the nation faces a terrorist attack, natural disaster, pandemic, hazardous materials 
spill, or any potential mass-casualty event, it is local fire fighters who respond. 

It is through this lens as the nation's primary domestic defenders that we view the Administration's 
budget proposal for the Department of Homeland Security for Fiscal Year 2013. 

The most fundamental purpose of government is to protect the public safety. Despite rising deficits, the 
federal government cannot afford to cut spending on homeland security funds to state and local 
governments. As first line of defense in protecting our homeland, the federal government has an 
inherent responsibility to help ensure that local fire departments can effectively protect the public 
safety. 

Fire Fighter Grants 

Among the most effective federal programs to assist local communities in protecting the homeland are 
the SAFER and FIRE grant programs, which provide funding directly to local fire departments to ensure 
such departments have sufficient personnel, equipment and training to operate safely and effectively. A 
study by the National Fire Protection Association recently found that fire department needs have 
improved in a variety of areas funded by SAFER and FIRE (formally known as Assistance to Firefighter 
Grants, or AFG), thus improving the capabilities of such departments. Fire Departments have 
experienced improvements in staffing levels, training, equipment, and health and safety. For example, 
there has been a forty-nine percent increase in the number of departments that own thermal imaging 
cameras. These cameras allow fire fighters to see the heat of fire or the heat signature of a person in 
areas of smoke, darkness, or even through walls. Departments which own thermal imaging cameras are 
able to conduct swifter and more effective attacks upon a fire, and are more likely to save the lives of 
individuals incapacitated or otherwise trapped by fire or debris. 

There have also been significant increases in the numbers of fire departments that are able to provide 
their fire fighters with radios, protective clothing and turnout gear. And thanks to FIRE grants, more 
fire departments today are able to train their fire fighters in basic structural firefighting, hazmat 
response and emergency medical care. All of this translates into improved public safety. 

The Needs Assessment also found similar improvements in staffing, particularly in mid-size 
communities. Jurisdictions of between 250,000 - 499,999 people have witnessed a fifteen percent 
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increase in staffing levels. Improved staffing levels have been proven to reduce response time and 
enhance effectiveness. For example, four fire fighters must be present at a scene of a fire before an 
interior attack can commence. Waiting for additional engines to arrive because a department lacks 
sufficient staff to put four fire fighters on an engine clearly endangers lives and property. 

SAFER and FIRE are not only among the most effective federal programs - they are also among the most 
efficient. By utilizing a peer-review process and awarding funds directly to fire departments, grants go 
to those communities where they are most needed, with a minimum of overhead. 

The Houston Fire Department has itself seen significant improvements in its preparedness and 
capabilities due to investments made through FIRE grants. For example, in 2004, the Department 
received a two million dollar FIRE grant to fund an innovative fire ground survivability program. The 
Department had previously lost two of its own, Lewis Evans Mayo III and Kimberly Ann Smith, at a fast 
food restaurant fire on February 14, 2000. Through the training afforded the department by the FIRE 
grant, HFD was able to train its personnel in survival skills and mayday prevention. By better assuring 
the safety of our own, this life-saving training enables the department to conduct its operations more 
effectively and thus better protect the public. 

Although SAFER and FIRE have been traditionally well-funded, efforts to reduce the deficit have caused a 
reduction in funding for the programs over the last two fiscal years. For Fiscal Years 2010 and 2011, the 
programs were funded at a total of $810 million. For Fiscal Year 2012, however, funding was reduced to 
$675 million - $337.5 million each. 

The Administration's budget proposal further reduces funding for SAFER and FIRE to $670 million - $335 
million each. 

Unfortunately, such cuts could not come at a worse time. The recent recession and continuing weak 
economy has led municipalities nationwide to reduce fire department staffing and cut back on training 
and equipment purchases. Furthermore, although the aforementioned Needs Assessment shows 
improvement in fire department needs and capabilities, it also demonstrates that critical shortages 
continue to exist. 

Although the Houston Fire Department has been lucky that we have not experienced serious shortfalls, 
many of my brothers and sisters at other departments around the country have not been as fortunate. 
In Kansas City, for example, the mayor is proposing to eliminate more than 200 fire fighter positions due 
to budget shortfalls. This type of cut is particularly worrisome, as substandard staffing has been proven 
by numerous independent studies to significantly increase response time. 

Combined, such cuts at both the local and national level undermine emergency response and pose 
significant threats to the nation’s homeland security. 

Reversing recent funding cuts to SAFER and FIRE will help remedy the damage done to local public safety 
budgets by the recession and ensure that communities have the resources they need to protect the 
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homeland. We therefore recommend that the Subcommittee reverse funding cuts to the SAFER and 
FIRE grant programs and provide $810 million, evenly divided, for the two programs in Fiscal Year 2013. 

Urban Search and Rescue Response System 

In addition to SAFER and FIRE grants, the Urban Search and Rescue Response (US&R) System serves as a 
significant program crucial to our nation's homeland security. In recent years we have all witnessed the 
heroic actions of our nation's Urban Search and Rescue teams. Dispatched to the Joplin tornado in 
2011, as well as the recent Haiti and Japanese earthquakes, America’s search and rescue teams are 
unparalleled in their skills and capabilities. 

Although originally established to provide adequate search and rescue capacity in the event of an 
earthquake, the US&R system has evolved into an invaluable resource capable of responding to both 
natural and manmade disasters, including earthquakes, tornados, hurricanes, acts of terrorism and 
catastrophic structure collapses. Today, the US&R system comprises twenty-eight national task forces 
consisting of highly-trained, equipped and exercised emergency response personnel, including many 
IAFF members. The State of Texas is the proud sponsor of one such task force, Texas Task Force One, 
which counts among its deployments responses to Hurricane Katrina and the September 11th attacks on 
the World Trade Center. 

Given the significant importance of our nation's US&R system, we are extremely concerned with cuts to 
the program in the Administration's budget proposal. Congress has, in recent years, provided modest 
increases to US&R, and funded the program at $41.25 million in Fiscal Year 2012. Unfortunately, the 
Administration's budget reverses this trend and cuts funding for the program by $13.7 million in its 
budget proposal, providing a scant $27,513 million. 

In 2006, FEMA estimated the average cost to maintain a national US&R team at $1.7 million. Today, in 
many jurisdictions the cost exceeds $2 million. Annual investments through the Department of 
Homeland Security provide funding for team training, exercises, communications and personal 
protective equipment, as well as medical monitoring for first responder safety and health. When 
insufficient federal funding leaves the task forces with budget deficits, it falls to the local governments 
which sponsor the task forces to fill the gap. 

With many localities facing budget shortfalls themselves, sponsoring US&R teams has become a burden 
they struggle to afford, significantly straining task forces' readiness and capabilities. Furthermore, 
subsidizing US&R task forces at the local level also results in a negative impact on community 
preparedness by diverting funds from local emergency services budgets. 

For a very minor investment, Congress can significantly enhance the nation's preparedness and 
response capabilities. We encourage the Subcommittee to reject the Administration's budget proposal 
for the nation's only self-sufficient, all-hazards, ready-response force, and increase funding for the 
program over the Fiscal Year 2012 appropriation. 
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Homeland Security Grants 

Lastly, we wish to express our reservations regarding the Administration's proposal to consolidate 
sixteen homeland security grant programs into a new National Preparedness Grant Program. The 
Homeland Security Grants administered by FEMA were established after the terrorist attacks of 
September 11 to enhance state and local government preparedness, and each program was established 
in order to serve a very specific and important public safety need. The Metropolitan Medical Response 
System (MMRS) for example, prepares communities to respond to mass casualty events, while the Port 
Security Grant Program (PSGP) helps protect our nation’s ports from terrorism. Given the limited 
federal funding afforded to homeland security grants, merging these distinct and equally-important 
homeland security priorities into a single block grant could cause some such priorities to go unserved. 

The city of Houston provides a stark example of just this sort of dilemma. As a major metropolitan area 
in a border state, containing a port, significant rail and road freight and replete with hazardous industry, 
Houston faces significant risk from terrorist attack or other large-scale disaster. Houston has enhanced 
its preparedness and capabilities via funding from numerous homeland security grants, including the 
Urban Area Security Initiative (UASI), Port Security Grant Program, and Metropolitan Medical Response 
System. Because Houston received funding for various activities under numerous different grant 
programs, we are able to address numerous homeland security priorities and provide a more complete 
level of preparedness. 

For example, through UASI, the Houston Fire Department has been able to invest in Chem/Bio Kits and 
radiation detection instruments on all responding units. Given Houston's potential risk as a terrorist 
target, this equipment has significantly increased our Department’s capabilities and preparedness. Had 
we not received funding through UASI for this equipment, the Department would have been ill-able to 
afford this vital equipment itself. Under the Administration's proposal, it is unclear whether HFD would 
have been able to obtain funding for such equipment given the many competing priorities in a large 
state like Texas. 

We are also concerned that the Administration's proposal directs the National Preparedness Grant to be 
administered solely by the states. As you have no doubt witnessed in your own communities, state 
agencies are often far removed from the needs of local emergency managers and local first responders. 
Under the Administration's proposal, such individuals, who often have the best knowledge of homeland 
security threats and needs, could be left out of the decision making process. While the city of Houston 
has a good relationship with its state administrative agency, this is not the case nationwide. States may, 
in some instances, make funding decisions based on arbitrary or political considerations. The nation’s 
fire service has traditionally had minimal presence on the state level, and may lose important resources 
if funding decisions are left entirely to state officials. 

Despite the essential role played by local officials and emergency responders, the Administration's 
proposal was developed without input from local stakeholders. We are pleased that Secretary 
Napolitano and others within the Department of Homeland Security have indicated In recent days that 
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they intend to consult with stakeholders in the continued development of their proposal, and hope to 
address many of these issues as we work to make improvements to the Homeland Security grants. 

We urge the Subcommittee to carefully consider any grant consolidation proposal, and seek the input of 
all stakeholders, including state and local government representatives and first responders, before 
making major changes to current Homeland Security Grants. The country's homeland security is too 
important not to require thoughtful and sober consideration. 

Conclusion 

On behalf of the International Association of Fire Fighters, I appreciate the opportunity to share with 
you our views on the Administration's budget proposal for Fiscal Year 2013. We urge the 
Subcommittee, as they develop appropriations for the Department of Homeland Security, to continue 
funding critical investments in state and local governments to ensure that local first responders have the 
personnel, tools, and training they need to effectively protect the public safety. 

To the extent the IAFF can assist the Subcommittee in its mission, I am happy to offer our expertise and 
pledge to work closely with you and your staffs. 

Again, I'd like to thank the Subcommittee for the opportunity to testify today and am happy to answer 
any questions you may have. 
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Mr. Aderholt. Captain Holmes. 

Mr. Caynon. Pass the mike. 

Captain Holmes. Pass the mike. Mr. Chairman and members of 
the Committee, thank you for the opportunity to testify. I am Cap- 
tain John Holmes, Director of Operations for the Port of Los Ange- 
les. My testimony focuses on the experience of the Port of Los An- 
geles and AAPA’s U.S. members. My written testimony has been 
submitted for the record. I will summarize it briefly before I an- 
swer any questions. 

In the decades since 9/11 a key component of our nation’s effort 
to harden the security of seaports has been the Port Security Grant 
Program. Under the Safe Port Act the Port Security Grant Pro- 
gram is authorized at $400 million. Unfortunately, in the last few 
years the funding for this program has decreased dramatically. 

There were other adverse changes to the fiscal year 2012 grants 
as well. First, the term of performance has been changed from 
three years to two years. Although we appreciate the need to exe- 
cute projects, we are concerned that such a move will shift the 
focus to buying stuff rather than developing solutions. The past pe- 
riod of performance made it difficult to execute these solutions. The 
current period will make it nearly impossible. 

Cost share requirements have also been an obstacle. Although I 
appreciate that it is effective for a grantee to have skin in the 
game, it is often overlooked that the skin that the ports provide is 
the ongoing operations and maintenance costs of the grant funded 
equipment or systems. This is particularly true with technology so- 
lutions where the annual operating costs can be as high as 10 per- 
cent of the project cost. 

Another hurdle is the environmental and historic preservation 
review. While other FEMA programs must go through these re- 
views there is not the threat of a loss of funds because there is no 
time table associated with these programs. While EHP has stream- 
lined some of these reviews they still are a major reason why many 
of the grant projects require an extension. 

The fiscal year 2012 grant announcement also includes improve- 
ments to the program, like expanding the use of funds for mainte- 
nance and allowing the limited use of grants for personnel. We are 
also pleased to see that despite the funding cuts all ports continue 
to be eligible. Restricting funding to the highest risk ports would 
leave a soft underbelly of unprotected ports for terrorists to exploit. 

We appreciate the willingness of DHS to work with the ports on 
grant issues. Positive changes have been made and we hope that 
these changes will continue. We feel that over the time the pile on 
effect of new requirements has had a significant negative impact 
on the program. For fiscal year 2013 and beyond we strongly urge 
the Committee to restore port security funding, keep the funding 
separate, maintain federal control, provide a uniform cost share 
waiver, and establish a joint DHS port group to streamline the 
process. 

In order to continue to be effective the grant process must evolve 
in conjunction with port needs and vulnerabilities. Working with 
DHS efforts have been made to keep pace with this evolution. We 
fear that if ports are lumped into the larger Homeland Security 
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equation efforts to date will be marginalized and the focus on ports 
will be lost. Thank you. 

[The information follows:] 
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Thank you for this opportunity to testify on behalf of the American Association of Port 
Authorities (AAPA). AAPA represents the leading public port authorities in the Western 
Hemisphere, and today my testimony focuses on the experiences of the Port of Los 
Angeles (LA) and AAPA’s U.S. members. I am Captain John Holmes, Deputy Executive 
Director of Operations for the Port of Los Angeles, where I oversee the Port Police, Port 
Pilots, Emergency Preparedness, Wharfinger, and Homeland Security divisions. LA is the 
largest container port in the United States and works closely with other AAPA members to 
promote enhanced port security. 

Since 9/1 1 , port security has become a top priority for U.S. ports, including the Port of Los 
Angeles. Safe and secure seaport facilities are fundamental to protecting our borders and 
moving goods. Protecting the people and freight that move through seaports and 
surrounding communities is essential to keeping seaports safe and open for business. 
With 99.6 percent (by volume) of overseas trade flowing through U.S. ports, a terrorist 
incident at a port could have a drastic impact on the U.S. economy. 
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In the decade since 9/1 1 , a key component of our nation’s effort to harden the security of 
seaports has been the Port Security Grant Program, currently managed by FEMA. The 
Port of Los Angeles alone has spent more than $250 million to upgrade its security, over 
$100 million of which was provided through grant funding. These upgrades would not 
have been possible if it were not for the Port Security Grant Program. 

As is the case in Los Angeles, Port Security Grant funds have helped port facilities and 
port areas to strengthen facility security and work in partnership with other agencies to 
enhance the security of the region. In the Port of Los Angeles, Port Security Grant funding 
has been used to procure equipment such as vessels and vehicles, install detection 
systems such as cameras and sensors, and provide equipment maintenance for the 
systems recently installed. Port Security Grant funds have also been used to harden port 
IT infrastructure, and most recently this funding has been used to fill a serious training gap 
-- Maritime Security Training for State and Local police officers. 

Under the SAFE Port Act, the Port Security Grant program is authorized at $400 million. 
Unfortunately, in the last few years, the funding for this program has decreased, currently 
standing at a dangerously low level. The current level of $97.5 million is 75 percent less 
than the authorized level, and it is currently at one of the lowest funding levels ever for this 
program. As costs of systems, maintenance and equipment continue to rise, this level of 
funding will bring into question the sustainability of the protection levels we have worked so 
hard to build over the last decade. 

As you know, for FY 2012, this Committee decided to bundle all FEMA State and Local 
grant programs, cut the combined programs by 40 percent, and give DHS the authority to 
determine funding levels for individual programs. AAPA has long been wary of efforts to 
bundle programs, fearing that traditional homeland security grants would be given a higher 
priority. DHS was given the authority to make the funding decisions, and last month, our 
fears became reality. The FY 2012 funding level represents a 59 percent cut from the prior 
year and 75 percent less than the authorized level. This will harm our ability to expand 
protection of our maritime assets, carry out Port-Wide Risk Management Plans and fund 
federal mandates such as installation of TWIC readers. 

In a constantly changing threat environment, this level of funding will make it difficult to 
maintain our current capabilities at the Port of Los Angeles, much less meet new and 
emerging concerns in such areas as infrastructure protection, continuity of services such 
as power and water, protection of our information technology capabilities and response to 
the ever-growing cyber threat. At the Port of Los Angeles, Port Security Grant funding has 
been a critical component in our efforts to build a resilient port, and we would hate to see a 
degradation of these efforts as a result of grant funding reductions. 
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There were other adverse changes to the FY 2012 grants as well. First, the term of 
performance has been changed from three years to two years in an effort to get money 
spent more quickly. Although we appreciate the need to move projects along, we are 
concerned that such a move will shift the focus to buying “stuff,” rather than developing 
technological solutions, most of which are part of Port-Wide Risk Management Plans, 
which have been well vetted to address current and future vulnerabilities. This will result in 
a repeat of early grant funding efforts where ports bought hardware because it was fast 
and easy to procure. Ports, in working closely with each other and the Department of 
Homeland Security, have spent a great deal of time to identify system-wide vulnerabilities 
and develop holistic solutions. The past period of performance made it difficult to execute 
many of these solutions; the current period may make it nearly impossible. 

As your Committee knows, there have been challenges in getting grant money disbursed. 
This is a complex issue that has been made even more complex due to an ever-changing 
grant environment. First, it may take months to get final approval from FEMA to execute 
funding, and once this approval is secured, it is only the start of a complex process that 
involves design efforts, which in most cases only begin when the funding is approved. 
Once these design efforts are complete, state, local and federal procurement processes 
come into play. For a complex system this often requires the issuance of a Request for 
Qualifications (RFQ), followed by a Request for Proposals (RFP), responding to questions 
by vendors, evaluation of the proposals, and the contract process. 

Once a contract is in place, a complex project may need to get state and local 
environmental clearances, and clearances from the Historical Society if a Historical 
Building or site may be involved. In one extreme case at the Port of Los Angeles, we had 
to put a camera system on hold during the nesting season of a particular migratory bird. In 
another case, it took over three years for the funding to be cleared and environmental and 
historical clearances to be obtained. This left a very short period of time to design, solicit, 
contract, and complete a sophisticated technology project. At the Port of Los Angeles, 
grant management has become so complicated that we had to establish a separate grant 
management unit for cradle-to-grave tracking of grants. Despite this effort, we are 
continually under the gun to execute grant funding. I have no idea how a smaller port 
handles these responsibilities. 

Cost-share requirement have also been an obstacle. Although I appreciate that it is 
effective for a grantee to have “skin in the game," it is often overlooked that the “skin” that 
the port provides is the ongoing operations and maintenance costs of the system. This is 
particularly true with technology solutions where the annual operating costs can be as high 
as 10 percent of the cost of the project. At this rate the port exceeds a 25 percent cost- 
share in current dollars a little more than two years after the completion of the project. In 
ports such as Los Angeles where in-house design often occurs, the port’s contribution is 
larger due to the fact that port personnel costs are not refunded by the grants. 
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As indicated above, how projects are funded has some peculiarities as well. Some ports 
prefer to use in-house labor, either by choice or due to labor agreements. Unfortunately 
this puts the port at a financial disadvantage because in-house labor is not reimbursable 
under the grants. An excellent example of this is that the Port of Los Angeles is 
undergoing a project to expand our canine facility. Because we have a commitment to use 
port employees whenever possible, the labor cannot be reimbursed through the grant. A 
similar situation exists with respect to training. If an in-house trainer can give the course, 
no reimbursement can be given, even if the course is being offered to multiple agencies. 

Although I agree that a number of challenges exist with respect to grant funding and 
administration, it seems that there is often not a clear recognition that many projects may 
be underway if one views only the total of unspent funds. Many ports have procurement 
policies that only allow them to seek reimbursement after a project is completed, and in 
many cases billing is not conducted until the project is complete. It may appear that 
nothing has been done on a project when it is complete or nearly complete and as a result, 
the financial reporting may not provide an accurate picture. 

FEMA and ports are working hard to resolve this draw-down problem. Two key things that 
could speed spending are providing a uniform cost-share waiver and further streamlining 
the FEMA Environmental and Historic Preservation (EHP) review process. As you know, 
some years there is a cost-share requirement, and other years it is waived and grantees 
must go to DHS for a project-based waiver. This significantly delays the use of funds and 
some grantees wait to see if they can get cost-share-waived funds before undertaking a 
project. AAPA strongly endorses a uniform waiver of cost-share for all past grants to 
stimulate quicker use of past funds. 

Another hurdle is the EHP review within FEMA. While other FEMA programs must go 
through these reviews, there isn’t the threat of a loss of funds, because there is no 
timetable associated with these other programs. Therefore, the EHP reviews are not 
processed or prioritized in a way to reflect grant time limitations. Additionally, FEMA EHP 
reviews could be streamlined by taking into account state and local environmental reviews 
for a facility. While EHP has streamlined some of their reviews, they still are a major 
reason why many of the grant projects require an extension. 

The FY 2012 grant announcement also includes some improvements to the program, like 
expanding the use of funds for maintenance and allowing limited use of grants for 
personnel. These are changes for which AAPA has long advocated. AAPA was also 
pleased to see that despite the drastic cut in funding, all ports continue to be eligible for 
funding. Restricting funding to the highest-risk ports would be bad public policy because it 
would leave a soft underbelly of underprotected ports that terrorists could exploit. 
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In regards to the future of this program, in February, the FEMA Grants Directorate 
released a vision document that outlined its plan to consolidate 16 separate grant 
programs into one National Preparedness Grant program starting in FY 2013 that would 
send the money to the states for distribution, AAPA believes this would make port security 
programs an even lower priority and urges your Committee to keep the program separate 
as you do for Firefighter Assistance grants. 

Port Security Grants are managed quite differently than other homeland security grants. 
Priorities are set locally, based on the risks and vulnerability of the local port area. Other 
homeland security grants have a list of core capabilities, which all grantees try to attain. 
This capabilities list is based more on movable and shared assets rather than set facilities. 
There is no such list of core capabilities for port security grants and the ones developed for 
other grant programs were not developed with ports in mind. Additionally, ports have 
certain federal mandates, such as TWIC readers, that they must comply with, and the cost 
of those requirements will not be fully felt until Coast Guard issues its final regulations. 

Moving the funding to the states is also a big concern for AAPA. Port security is focused 
on protecting international borders. This is a federal responsibility, not a state 
responsibility. Many States don't have the personnel or expertise to evaluate maritime 
risks or determine how ports should be prioritized against other homeland security 
priorities in the state. The risk evaluations for ports are made at the federal level by the 
U.S. Coast Guard and other federal agencies. We are also concerned that this would 
increase the complexity in grant management and slow a process that is already 
recognized as cumbersome. 

Not only does a second or potentially third pass-through layer (the State or municipal 
government, respectively) mandate its own sets of compliance requirements on top of 
Code of Federal Regulations and Office of Management and Budget Circulars, it also 
creates unnecessary cogs in the administration that slows down our ability to spend, 
execute, and deliver. Moving funds to the states would compromise program efficiency 
and effectiveness. If, however, a decision is made to consolidate the program and move it 
to the states, AAPA strongly urges your Committee to allocate a set amount of funding for 
the program to ensure that funding for port security is not diluted further. 

We appreciate the willingness of DHS to work with the ports on Port Security Grant issues. 
We have and will continue to work with them to improve the program. Positive changes 
have been made, and we hope that these changes will continue. We do feel that over time 
external pressures and the “pile-on" effect of new and continuing requirements has had a 
significant negative impact on the program. We also believe that it is an appropriate time 
for a DHS/Grant User Group to conduct a review of the Port Security Grant Program and 
identify areas of improvement and recommend changes that will address these areas. 
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For Fiscal Year 2013 and beyond, we strongly urge the Committee to: 

1 . Restore port security funding to its earlier level; 

2. Keep the funding separate, similar to Firefighter Assistance Grants; 

3. Maintain current federal control over program, or if funds are moved to the 
States, appropriate a set amount for our nation's ports; 

4. Consider a uniform cost-share waiver of past grant funds; and 

5. Establish a joint DHS/Port group to continually streamline the process. 

In order to continue to be effective, the grant process must evolve in conjunction with port 
needs and vulnerabilities. Working with DHS, efforts have been made to keep pace with 
this evolution. We fear that if ports are “lumped” into the larger Homeland Security 
equation, efforts to date will be marginalized and the focus on ports will be lost. The 
separation of Port Security Grant funding served to highlight the need to focus on a 
component of the nation’s critical infrastructure that was largely ignored prior to the tragic 
events on 9/1 1 . We have a significant fear that this focus will be lost if the Port Security 
Grant Program does not remain separate and fails to continue to evolve to meet emerging 
security needs. 
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Mr. Aderholt. Mr. Ashley. 

Mr. Ashley. Chairman Aderholt, Ranking Member Price, mem- 
bers of the Subcommittee, on behalf of the National Fusion Center 
Association, thank you for inviting me. 

A lot has changed since I was here as the Assistant Adminis- 
trator of the Grant Programs Directorate. The administration’s in- 
tent to streamline the grant programs, allocate funding based on 
risk, and measure the impact, is exactly the right way to go given 
funding reductions that have occurred. But there are a lot of unan- 
swered questions. Absent reauthorization of the Preparedness 
Grant programs the President’s proposal should be considered 
under the current construct of law. We would do a disservice to the 
progress made by creating a new patchwork program without au- 
thorization. After nearly five years, Congress should reauthorize as 
soon as possible or make it clearer to the department that the cur- 
rent construct of law should be followed. 

Congress should also continue to ensure that DHS measure the 
effect these programs have on preparedness. Until DHS fully im- 
plements a planning, programming, and budgeting system that as- 
sess all impacts of federal investment, we cannot determine wheth- 
er 100 new Border Patrol Agents, or another $10 million in Oper- 
ation Stonegarden funding provides the best return on investment. 

The fiscal year 2012 funding allocations and grant guidance con- 
tinue to head in the right direction. The NFCA urges this sub- 
committee to continue to support the Secretary’s efforts to focus 
funding on programs that support the analysis and sharing of 
homeland security threat information. That includes the 
sustainment of a strong national network of fusion centers. 

Fusion centers have helped transform the way Federal, State, 
and local, and tribal governments share intelligence information to 
protect the Homeland, just as envisioned by the 9/11 Commission 
and the Intelligence Reform and Terrorism Prevention Act of 2004. 
Fusion centers analyze national threat information in a local con- 
text, pass critical State and local information up to Federal part- 
ners in the intelligence community, and disseminate relevant ac- 
tual information to State and local decision makers. And all of this 
is done by protecting privacy, civil liberties, and civil rights. 

Fusion centers are owned and operated and budgeted at the 
State and local level. A sustainment model that works in Boston 
may not work in my hometown of Montgomery. For example, the 
Alabama Fusion Center budget was $800,000 in fiscal year 2011. 
Forty percent of that came from the State general fund, and 60 
percent from DHS preparedness grants. North Carolina Informa- 
tion Analysis Center budget was $683,000 in fiscal year 2011. Sev- 
enty-seven percent of that came from DHS Preparedness Grants 
and 23 percent from DOJ grants. 

Flexibility of State or urban areas to determine how a center is 
supported is an essential element of the national network. Simply 
put, the decentralized effort of fusion centers is a national asset. 
And it is the same as a shared responsibility among all levels of 
government. There is no other mechanism for leveraging more than 
2 million public safety practitioners in the private sector in every 
corner of the country to protect the homeland. 
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Let me conclude with a story that shows the value of the na- 
tional network. Recently a local police officer in Alabama made a 
traffic stop. Based on plain sight observations the officer asked to 
see the contents of a duffel bag in the backseat. Inside the duffel 
bag were four police uniforms and four police badges. When inter- 
viewed each of the occupants stated they were headed to a location 
in Colorado and the occupants were allowed on their way. What 
happens next shows how far we have come in taking proactive 
measures to protect the Homeland. 

The officer completed a report and clicked the SAR button in the 
Alabama reporting system. That suspicious activity report went im- 
mediately to the Alabama Fusion Center, which analyzed the infor- 
mation and contacted the Colorado Fusion Center. The FBI has a 
presence in both of those centers. The matter is still being consid- 
ered. Whether this situation has to do with terrorism, or some 
other criminal activity, the key point is that within hours Federal, 
State, and local officials who can act to prevent criminal activity 
were aware of the situation. 

This goes far beyond information sharing. This is deep collabora- 
tion that makes our country safer and the fusion centers enable it. 
Thank you, and I look forward to your questions. 

[The information follows:] 
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Chairman Aderholt, Ranking Member Price, members of the subcommittee, thank you for the 
opportunity to provide my perspective on the FY 2013 Federal Emergency Management Agency (FEMA) 
budget request on behalf of the National Fusion Center Association (NFCA) and as a former Assistant 
Administrator for the Grants Program Directorate at FEMA, The NFCA represents the interests of 
designated State and major urban area fusion centers to promote the development and sustainment of 
grassroots intelligence analysis and information sharing capabilities to enhance public safety against the 
backdrop of proliferating threats. 

National Network of Fusion Centers 

Information and intelligence sharing between Federal, State, local, and Tribal governments has 
improved dramatically since 9/11 and has transformed public safety. After 9/11, it quickly became clear 
that enhanced contributions by State and local law enforcement in support of counterterrorism efforts 
were essential, especially after the realization that State and local law enforcement had encountered 
some of the 9/11 hijackers. The 9/11 Commission cited improved information sharing among State, 
local. Tribal, and Federal authorities as one of the critical imperatives for building robust terrorism 
prevention, protection, and response capabilities. In response, state and local governments 
independently - without the federal government pushing them - began to establish fusion centers to 
connect the 18,000-plus disparate law enforcement agencies to better share information. 
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Today we have 77 fusion centers designated by Governors across the nation that integrate all 
aspects of public safety information to help secure this nation. The "National Network of Fusion 
Centers" has been embraced by the Departments of Homeland Security and Justice as a focal point of 
collaboration in support of federal counterterrorism efforts and other homeland security priorities. In 
fact, the 2010 National Security Strategy of the United States specifically cites fusion centers a central 
element in preventing future acts of terrorism. Simply put, this decentralized and organically developed 
network is a national asset, and sustainment of that asset is a shared responsibility across all levels of 
government. In the absence of fusion centers, there is no other nationwide mechanism for leveraging 
the breadth and depth of more than two million public safety practitioners in every corner of the 
country for homeland security purposes. Notably, as seasoned intelligence experts and information 
analysts from all levels of government will concede, some of the most important information and 
actionable intelligence that we depend on to protect the country flows up, not down - the knowledge is 
collected at a granular State or local level and then fused to permit all levels of government to act 
decisively in the protection of Americans. That is a central purpose for the fusion centers, and one that 
has been well-served by their existence. 

However, fusion centers are more than simply information sharing hubs. They embody a 
process - the fusion process - that has fundamentally changed how information is gathered, shared and 
transformed into useful intelligence at the Federal, State, and local levels. It is about analyzing national 
threat information in a local context, passing critical State and local information up to the national 
intelligence community, and disseminating relevant and actionable information to State and local 
decision makers. It is about systematically changing the culture of public safety information sharing so 
that the cop on the beat knows exactly what to do when she observes suspicious behavior. It is also 
about protecting public safety while actively protecting the privacy, civil rights, and civil liberties of 
American citizens. In fact, all 77 designated fusion centers have an approved privacy policy that is at 
least as comprehensive as the Information Sharing Environment (ISE) Privacy Guidelines. 

The National Network is what the 9/11 Commission and the Intelligence Reform and Terrorism 
Prevention Act of 2004 (IRTPA) envisioned: a decentralized, distributed network that involves all levels 
of government and collaborates routinely on information analysis and sharing with federal intelligence 
and law enforcement partners. If the Federal government does not continue to take steps to ensure this 
network is strengthened and sustained, we will start moving away from the vision of the 9/11 
Commission and IRTPA vision, leaving the nation more vulnerable to successive attacks on public safety 
- large and small - that could have been prevented through a well-supported National Network of 
Fusion Centers. 

As the threat of homegrown violent extremism (HVE) has risen, the role of State and local law 
enforcement has become indispensable in detecting and preventing terror attacks. Efforts are 
underway - supported by the Department of Homeland Security and the Department of Justice - to 
train State, local, and Tribal law enforcement officers to recognize and report behavior-based suspicious 
activity. The fusion centers are essential in this effort as both training hubs and receivers of suspicious 
activity reporting. 

However, much of the progress achieved to date is fundamentally threatened by recent funding 
cuts to DHS State and local grant programs, specifically the State Homeland Security Grant Program 
(SHSGPjand the Urban Area Security Initiative (UASI). The statutory Law Enforcement Terrorism 
Prevention (LETP) set-aside of 25% of these two programs is the lynchpin of federal investment 
supporting joint intelligence analysis and sharing, yet cuts to grant support of more than 50% over the 
past two years have left little funds for LETP activities, especially at the State level where the primary 
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State fusion centers have high reliance on Federal assistance. This has sent a disturbing signal to State 
and local public safety that 10 years after 9/11 we can throttle back on our information sharing 
commitment and diminish our collective capability to understand the domestic threat picture. I am 
certain that this was not Congress' intention, but the real-world impact may be just that. We must avoid 
a return to the pre-9/11 practices of disparate, disconnected, catch-as-catch-can protection of the 
Homeland. 

Secretary Napolitano deserves great credit for requiring that states include an investment 
justification for fusion centers beginning with the FY 2011 grant guidance. We were pleased to see this 
guidance remain in place in FY 2012. This sends a clear signal - the right signal - that Federal-State-local 
partnerships to gather, analyze, and share information to prevent terrorism will remain a top priority for 
DHS investment. However, despite the FY 2012 guidance, the NFCA is extremely concerned that the 
overall funding available may be too low to support all of the necessary programs within each fusion 
center that contribute to the Nation's security. 

Notably, fusion centers in states subject to the SHSGP state minimum will be especially hard-hit. 
The impact could be that some fusion centers will lose their focus on terrorism and effectively drop out 
of the National Network. Holes in that network will leave us less able to analyze and share information 
and will increase our vulnerability to future attacks by both international terrorists and homegrown 
violent extremists. Thankfully, allowing such a course of action is preventable by Congress providing 
adequate funding and the administration providing strong grant guidance. 

The NFCA strongly urges the subcommittee to restore funding to grant programs in FY 2013 
that support the analysis and sharing of homeland security threat information, and to emphasize 
programs that focus on the prevention of terrorism. 

DHS grant funding cuts in FY 2012 pose a serious and immediate threat to the National 
Network. The funding problem has reached critical stage: fusion centers will be cutting programs this 
year - and some centers may have no choice but to either close or no longer have the resources to 
participate as a part of an overall national network. That will represent a big step backward and a loss 
for the national homeland security mission. We need to think ahead to sustain and build these 
programs to properly inform and support the Federal government's homeland security mission, and in 
turn to support the public safety of all Americans. 

Federal grant programs and other assistance must explicitly foster - on a sustainable basis - a 
strong National Network across the country or we will lose intelligence capabilities that are important to 
the national homeland security mission. That capability is especially critical for countering HVE. To 
properly protect this country, these efforts must work as one. Future grant guidance that requires 
states and urban areas to include fusion centers in their investment justifications will help to ensure 
capabilities continue to be built and maintained. 

Grant funds allocated to fusion centers help build and sustain "critical operational capabilities" - 
defined as the ability to receive, analyze, disseminate, and gather information on threats to the 
homeland. Going forward, NFCA strongly supports the continued fusion center investment justification 
requirement, since this will assure that gaps in critical operational capabilities identified in the annual 
fusion center assessment are addressed across the National Network. Fusion center directors 
understand the importance of partnering with DHS to assess the development of their centers' critical 
operational capabilities and using limited resources in part to mitigate capability gaps. This innovation 
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will help fusion centers incorporate baseline operational standards into their business operations and 
build a truly integrated National Network of Fusion Centers. 

Examples help illustrate the value of the National Network and why the subcommittee should - 
in our view - restore funding that supports the network in FY 2013. On October 8, 2010, an advisory 
was sent out by the New York Police Department concerning a suspicious tractor trailer whose driver 
reportedly diverted its route to Times Square in New York City in exchange for $10,000. The deployed 
Department of Homeland Security (DHS) Intelligence Officer (10) in New York informed several fusion 
centers in the affected area. Subsequently, the Rhode Island Fusion Center discovered that the original 
owner of the truck was a California native and asked the Northern California Regional Intelligence 
Center (Bay Area fusion center) to run a background check based on the owner’s information, Within 
two hours of the advisory's release, information from these two fusion centers was used to coordinate 
with the Connecticut Intelligence Center, which enabled Connecticut State Police to locate the tractor 
trailer before it reached its reported target in New York City. The Connecticut State Police searched the 
vehicle and questioned the driver and passenger. Ultimately, officials concluded that the vehicle was 
not a threat. The fact that these fusion centers, supported by Department of Homeland Security IOs, 
were able to turn this incident from a Suspicious Activity Report (SAR) to resolution in a matter of three 
hours clearly shows the value of the National Network of Fusion Centers in rapidly analyzing and sharing 
threat information to provide decision makers with actionable information. There is no replacement for 
this capability. 

Last September, less than 24 hours after classified national intelligence indicated a possible 
9/11-inspired threat to the homeland, detailed information was sent through DHS and the FBI - in a 
unified and coordinated manner - to the fusion centers and was put in the hands of local law 
enforcement. That simple fact represents immense progress in information sharing. Ten years ago, no 
one would have conceived of the idea of handing down national intelligence to State and local law 
enforcement. Fusion center analysts across the nation worked around the clock alongside FBI and DHS 
personnel to analyze suspicious activity reports and leads associated with the New York and 
Washington, DC threats, and share actionable information with decision makers at all levels. This 
scenario would have been virtually impossible in the lead-up to 9/11. 

What is happening across the country through the fusion centers is much more than information 
sharing. It is deep, irreplaceable collaboration, and it is impossible to do without the National Network 
of Fusion Centers. This represents just one more example of how the National Network contributes 
value to the national homeland security mission. 

The value of the National Network is not -and should not be - limited to just counterterrorism. 
Enhanced analysis and sharing of threat information helps "every day crime-fighting" efforts, together 
with counterterrorism efforts led by Federal agencies. That is why fusion centers take an "all-crimes” 
approach to their work. Some people still want to draw a dividing line between terrorism and other 
crimes; such views are entirely incompatible with reality - you cannot separate crime and terrorism 
from a prevention and protection point of view. In fact, the reality is that the line is blurring more each 
day, and to stovepipe these threat sets is to play into the hands of integrated and increasingly 
sophisticated criminal and terrorist organizations and associated operatives. 

Again, examples are illuminating. They clearly help illustrate the value of enhanced information 
analysis and sharing through the National Network for crime-fighting purposes. The Pennsylvania 
Criminal intelligence Center (PaCIC) provided information regarding the abduction and rape of a woman 
in Mead Township, Pennsylvania, in its August 3, 2010, daily intelligence summary, which included a 
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description of the suspect as well as his Maine license plate number. Because the suspect had an out-of- 
state license plate, a fusion center analyst at the PaCIC provided the product to the Maine Intelligence 
Analysis Center (MIAC) along with details on the case. Based on this coordination, the Maine State Police 
determined the suspect had fled the United States for Canada. Working with the Royal Canadian 
Mounted Police in New Brunswick, Canada, the suspect was found and arrested on charges of 
kidnapping and rape. 

Similarly, last July, an alert from the Oklahoma Fusion Center referenced a suspect wanted in 
connection with a double homicide who was trying to escape to Canada. The North Dakota Fusion 
Center analyzed the suspect's vehicle and connected with the Arkansas Fusion Center which quickly 
provided a photo of the suspect. The fusion center released information in an alert to North Dakota law 
enforcement personnel who apprehended the suspect on the highway that same day. Again, the 
National Network of Fusion Centers was essential to a quick resolution. 

These anecdotes are brushstrokes in a larger picture. They are a few of the many outcomes 
enabled by the National Network on a daily basis. Since a comprehensive understanding of impact is 
advantageous to all, the NFCA has worked with DHS and DOJ to develop performance measures for 
fusion centers that will go beyond the many stories like these. Fusion centers are raising the bar and 
aim to demonstrate the value of the Network to national information sharing and homeland security 
outcomes. We understand the importance of standardizing performance measures for programs 
supported by DHS grant funds, and we are working with DHS to implement a system of performance 
measurement across the National Network starting with the 2012 Fusion Center Assessment. Our 
objective is to use this system to validate current efforts, assist in gap-analysis for tight program 
management and to meet the standards promulgated by OMB under the new GPRAMA legislation. That 
said, the reality is today that these outcomes are occurring - and so, to be clear, if we are to continue 
generating them, we need the support of Congress. 

When the Federal government expects State, local, and Tribal law enforcement to contribute to 
overall homeland security efforts, there should be a commensurate commitment by the Federal 
government to making sure State and local officers are adequately prepared to do that. One of the 
most important ways for accomplishing that coordinated effort is through the Nationwide Suspicious 
Activity Reporting (SAR) Initiative (NSI). Outstanding collaboration between Federal, State, local, and 
Tribal agencies through the NSI has resulted in standardization of SAR reporting and analysis policies and 
practices. Training developed through the NSI and facilitated through fusion centers has led to dramatic 
improvements in the quantity and quality of SARs reported to Federal, State, and local law enforcement. 
Tens of thousands of law enforcement officers have been trained to recognize behavior-based indicators 
of terrorism. The NSI also ensures that a primary focus -in both training and practice - is placed on 
protection of citizens' privacy, civil rights, and civil liberties. 

The cascading effects of good coordination occur in multiple places. Many fusion centers have 
active Terrorism Liaison Officer (TLO) programs. TLO programs train designated law enforcement 
officers, firefighters, state and federal agents, military investigative personnel, analysts, and others 
involved with public safety and homeland security. These individuals are trained through fusion centers 
to serve as the principal point of contact for their agency in matters related to terrorism information and 
intelligence. The positive effects of this coordinated effort are significant. 

For example, one fusion center - the Central California Intelligence Center (CCIC) - has 
consistently tracked data on TLO training and has observed a correlation between the level of training 
provided and the amount and quality of SARs reported to the fusion center. That correlation was 
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evident from the beginning of the program in 2007, In 2009, there was a sufficient number of TLOs 
trained at the basic level of competence and ready to receive the intermediate level training. Again, 
there was an increase in the quality and quantity of SARs reported to the fusion center, in 2010, the 
CCIC moved more resources into advanced level training. The result was again a spike in quality 
reporting which translated into enhanced support for the FBI's Joint Terrorism Task Force (JTTF). The 
CCIC chart below illustrates the correlation between SAR training and SAR reporting. This data clearly 
demonstrates a need for sustained federal resources for SAR training. 

TLO 

TL0 Basic intermediate TLO Advanced 



Leads Retaved 
sGuartferr entries 


Fusion centers within the National Network are partly sustained by federal grant dollars through 
UASI and SHSGP. Some fusion centers receive little or no federal funding to support their operations 
(e.g. Tennessee Fusion Center, Michigan Intelligence Operations Center, Florida Fusion Center). Some 
are funded almost entirely with federal grant funding (e.g. Northern California Regional Intelligence 
Center, South Dakota Fusion Center, North Carolina Information and Analysis Center). Some have multi- 
million dollar budgets, and some operate on less than $1 million per year. Roughly 60% of the overall 
cost of the National Network is paid for by state and local agencies. Of the roughly 40% Federal 
investment in the network, roughly two-thirds comes through SHSGP, roughly one-third comes through 
UASI, and a very small percentage comes from other federal grant programs. Notably, it is the Federal 
investment - primarily via DHS grants - that assures the Network is able to contribute to the homeland 
security intelligence and information sharing mission. Absent that commitment to the timely analysis 
and sharing of critical information, the process will not be capable of addressing the universe of threats 
that we know confront our Nation. 

Since each fusion center is of necessity owned and operated by a state or local agency, budget 
decisions for each fusion center rest at the state and local level, A funding model that works in Alabama 
may not work in Boston, and flexibility of a state or major urban area to determine how their center is 
supported is an essential element of the Network. The Alabama Fusion Center budget was $800,000 in 
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FY 2011, with 50% of that coming from the State General Fund, and 50% from OHS SHSGP funds. The 
North Carolina information and Analysis Center budget was $683,000 in FY 2011, with 77% coming from 
DHS SHSGP grant funds and 23% from U.S. DOj grant hinds. 

One common misperception that must be corrected is that fusion centers duplicate other joint 
law enforcement and counterterrorism efforts. That is not the case; they do not duplicate, they 
objectively add what others cannot add - complementing with vital granular data and analysis the 
information that others possess - to allow timely action against identified threats. FBI Joint Terrorism 
Task Forces (JTTFs! play the lead role in counterterrorism investigations. Owned and operated by the 
FBI with close cooperation and participation by state and local partners, JTTFs are key "customers" of 
fusion center analytical products. The National Network of Fusion Centers supports the dissemination 
of information from JTTFs to the broader public safety community. JTTFs deal primarily with terrorism 
and other criminal matters related to various aspects of the counterterrorism mission. Fusion centers 
generally take an ali-crimes approach and deal with criminal, terrorism, and other public safety matters 
across multiple disciplines. JTTFs primarily conduct terrorism investigations and share Intelligence with 
law enforcement and homeland security agencies as appropriate. 

By contrast, fusion centers analyze and assess local implications of national threat information 
and produce actionable intelligence for dissemination to public safety stakeholders in their area of 
responsibility and beyond. In short, fusion centers do not duplicate the functions of JTTFs, and JTTFs are 
not organized to achieve the missions of fusion centers. The two programs both have complementary 
and critical missions. Both are essential to effective homeland security information sharing and 
investigations. Congress must ensure that both efforts are fully supported if the outcome sought is 
seamless, well-informed, effective protection of this Nation. 

The Criminal Intelligence Coordinating Council (CICC) is a strong and trusted mechanism for 
coordinating all the relevant stakeholders in this mission. The CICC and its research arm - the Global 
intelligence Working Group (GIWG) - have been responsible for developing and fostering nationwide 
adoption of standards for sharing criminal intelligence. The GIWG and the CICC are critical parts of the 
process, since they focus on the development of documents that have the force of national policy and 
are widely adhered to. They have facilitated the development of the National Criminal Intelligence 
Sharing Plan, Law Enforcement Analytic Standards, technical data exchange standards, Fusion Center 
Privacy Policies, Fusion Center Guidelines, Baseline Capabilities for Fusion Centers, and have contributed 
to the National Strategy for Information Sharing, among other important initiatives. This 
Institutionalized collaboration in the development of policy is needed to ensure the continued 
commitment and building of trust among the greatest possible number of stakeholders. 

Objectively, intelligence sharing among all public safety stakeholders has improved dramatically 
since 9/11. There has been an unprecedented level of collaboration among those stakeholders to 
develop the policies, procedures, training, and mechanisms to share Information. The NFCA works 
regularly with the International Association of Chiefs of Police (IACP), the Association of State Criminal 
Investigative Agencies (ASCIA), the Major Cities Police Chiefs' Association (MCC), and other state and 
local public safety groups to coordinate improvements in information sharing policies and practices. The 
National Network of Fusion Centers is the focal point of ongoing efforts. 

The DHS Office of intelligence and Analysis, the FBI, the DOJ Office of Justice Programs, and the 
Program Manager for the Information Sharing Environment (ISE) have been essentia! partners. Their 
support has been indispensable in making these improvements possible. But today that progress is 
threatened by the significant cuts in DHS grant support to State and local governments. The NFCA 
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strongly urges Congress to prevent our progress from being reversed by restoring funding in FY 2013 
to the grant programs and ensuring that support for prevention and protection efforts - specifically 
the National Network of Fusion Centers - is explicitly preserved. As stated in the National Strategy for 
Information Sharing {October 2007), "The Federal Government will support the establishment of these 
centers and help sustain them through grant funding, technical assistance, and training to achieve a 
baseline level of capability and to help ensure compliance with all applicable privacy laws." 


FY 2013 National Preparedness Grant Program (NPGP) Proposal 

The proposal in the President's FY 2013 Budget Request to restructure DHS State and Local 
grants reflects serious and well-intentioned thinking. I believe that program consolidation is generally 
necessary when resources are scarce, and the Secretary's FY 2012 funding allocations and grant 
guidance move us in the right direction. While reauthorltation of the department overall Is needed as 
soon as possible, I believe the proposal to consolidate programs under a National Preparedness Grant 
Program can be achieved under existing law and with revised grant guidance. 

Since 9/11, nearly $40 billion has been invested in building Homeland Security capabilities 
through grants to good effect. The lion's share of this funding directed to response and recovery 
activities. I think it is safe to say we are much more prepared today to respond to and recover from acts 
of God and acts of Man that may threaten our Homeland than we were prior to 9/11. One only has to 
look at the increased effectiveness of FEMA supporting communities last year in Missouri and Alabama - 
and right now across the Midwest - to see the effect of Congressional support and the leadership of 
Administrator Fugate and Chief Paulison. 

While progress on the response side is evident, Congress needs to continue to ensure that DHS 
measures the effectiveness these grant programs are having in making this nation more capable to 
prevent, protect, and - if necessary - respond to acts of terrorism. I understand that the latest National 
Preparedness Report is likely to be much more comprehensive than previous efforts. That said, a single 
annual report does not answer the question of how effective we have been and continue to be in the 
execution of preparedness grant programs. Until the Department fully implements a Planning, 
Programming and Budgeting System (PPBS) that assesses all impacts of Federal investment we will never 
be able to determine whether 100 new Border Patrol agents or another $10M In Operation Stonegarden 
funding provides the best return on investment for the Federal taxpayer. 

In closing, the NFCA applauds both Congress' appropriations and the Administration's requests 
for the Assistance to Firefighters Grant (AFG) and Emergency Management Performance Grant (EMPG) 
programs. In the middle of a recession, these programs have seen over the last two to three years the 
highest levels of funding in their history - and this is good news. We need to ensure that funding 
through other DHS preparedness programs focuses on the enhancement and continued sustainment of 
prevention and protection activities. 

On balance, the NFCA supports the intent of the President's FY 2013 Budget to consolidate 
FEMA grant programs. We also support the restoration of preparedness funds In the President's 
Budget. We look forward to working with the Department and Congress to ensure an enhanced and 
sustained focus on prevention and protection measures. 

Mr. Chairman, thank you on behalf of the National Fusion Center Association for the 
opportunity to share my views. 
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Mr. Aderholt. Mr. Mullen. 

Mr. Mullen. Thank you, Chairman Aderholt, Ranking Member 
Price, and members of the Subcommittee so much for the oppor- 
tunity to provide some brief comments this morning on our sub- 
mitted statement for the record. 

NEMA was very pleased to see the progress made by the admin- 
istration in their 2013 budget proposal. We should be, because 
since June of last year in direct response to Congress’ call for re- 
form NEMA has worked on developing a new comprehensive pre- 
paredness grant system. 

The current grant structure is complex and contradictory often, 
creating too many opportunities for uncoordinated efforts. As many 
on this committee have stated before, the current fiscal condition 
of this nation requires us to invest every dollar more wisely than 
ever. We appreciate your continued support over the years of the 
Emergency Management Performance Grant, or EMPG. NEMA re- 
mains committed to demonstrating to you the return on your in- 
vestment in this program and recently released our second annual 
report on EMPG. 

NEMA believes we can gain efficiencies in the grant system to 
increase the effectiveness of our mission. We can achieve increased 
flexibility while gaining much needed accountability, but changes 
must be made to the structure under which we operate. 

First, a skilled cadre is necessary in order to effectively complete 
the Threat Hazard Identification Risk Assessment, or THIRA, and 
a comprehensive planning process outlined in our proposal. We pro- 
pose keeping EMPG as is and begin a similarly structure grant for 
homeland security professionals allowing a State and local focus on 
preventing terrorist acts to continue. Once the THIRA is completed 
a comprehensive planning process is required. Current planning ef- 
forts seem driven more by funding levels than on the capabilities 
we need to confront threats and hazards. We recommended turning 
this process upside down and allocate funding based on the THIRA 
and the development of capabilities to address gaps, buy down risk, 
and most importantly build performance measurement into each 
project. 

The THIRA and subsequent plan feed intelligent investments in 
national aspects. We like aspects of the proposed National Pre- 
paredness Grant Program of the President’s 2013 budget but sug- 
gest it be project based. Applications should be evaluated by a mul- 
tidisciplinary and multijurisdictional committee prior to review by 
the state administrative agency. Local governments should be en- 
couraged to ban together and apply directly when they share a 
common threat or hazard. 

This opportunity for combinations of local governments to partici- 
pate specifically addresses the UASI question. Due to their size and 
inherent threat tier one UASI cities should continue to be directly 
funded. By allowing other combinations of local governments to 
apply directly those remaining UASI jurisdictions can continue par- 
ticipating in the process and receive funding without that annual 
fear of falling off the list. 

Overall this process is about building and sustaining capabilities 
across the country; encouraging innovation, self-organization, and 
regionalization where local decision makers wish to do so; empow- 
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ering local governments to decide which projects they want to fund; 
providing visibility to all levels of government and helping remove 
politics from preparedness decisions; recognizing the interdepend- 
encies across this country; and most importantly it is flexibility 
with accountability. 

One tenet of the NEMA proposal stands above all others. As 
Chairman Rogers reminded last year President Eisenhower stated 
our nation deserves security, but we also deserve solvency. In these 
budget constrained times NEMA remains committed to working 
with you and achieving both of these goals. 

Through this process we wanted to initiate a dialogue with all 
stakeholders and we thank you for this forum to do just that. I ap- 
preciate the opportunity to participate in this hearing and I look 
forward to any questions you may have. 

[The information follows:] 
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Introduction 

Chairman Aderholt, Congressman Price, and distinguished members of the Committee; thank you for the 
opportunity to present testimony today on behalf of the National Emergency Management Association 
(NEMA). NEMA represents the state emergency management directors of all 50 states, the District of 
Columbia, and the U.S. Territories. 

Since the inception of the State Homeland Security Grant Program (SHSGP), NEMA has maintained 
support of these grants as critical resources to help state and local governments build and sustain 
capabilities to address the various threats and hazards they face. Also, the Emergency Management 
Performance Grant (EMPG) has long been the backbone of the emergency management system, and we 
continue to appreciate your support for this critical program. On Monday, NEMA released a second 
annual report on the return on investment in EMPG. We hope you will find the report as informative as 
you did last year since it helps justify the necessity of this program. 

During the fiscal year 2012 budget discussions of last summer, I spoke with the NEMA Board of 
Directors about a possible new approach to the full suite of grants within the Federal Emergency 
Management Agency (FEMA) and the Department of Homeland Security (DHS). Congress had 
repeatedly expressed the need for answers to lingering questions about the effectiveness and performance 
of the suite of FEMA grant programs. Therefore, we decided the time had come to develop an innovative 
approach to grants that goes beyond simply requesting additional funding. 

The Process 

This Committee was clear in its desire for grant reform in the fiscal 2012 budget of May 2011. Shortly 
after that budget was reported to the full committee, NEMA submitted a letter to Chairman Aderholt and 
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Congressman Price of this Committee as well as Chairman Landrieu and Senator Coats of the Senate 
Appropriations Subcommittee on Homeland Security. The letter outlined an effort which would begin 
with a report on the effectiveness of the Homeland Security Grant Program, submitted to you July 201 1, 
and culminate with a grants reform proposal which was submitted to you January 3, 2012. 

The effort to develop this Proposal for a Comprehensive Preparedness Grants Structure began over the 
summer and produced more than twenty drafts of concepts. From the beginning, we wanted to address 
your long-standing concerns with these programs without repeating the assumptions of the past. We also 
wanted to take into account current initiatives within FEMA. We assembled a group of homeland 
security and emergency management professionals from across the country including state emergency 
management directors, governors’ homeland security advisors, and those with both responsibilities. An 
important detail to remember is that many of the authors come from a range of backgrounds including the 
military, emergency medicine, law enforcement, fire, and emergency management. 

We were not trying to reinvent the grant programs from scratch, but rather take ten years of experience to 
create the next logical iteration of these programs. The NEMA membership approved this document at 
our annual conference in October 2011. The final product is not meant to be legislative language or grant 
guidance, but rather one focusing on principles and values with a suggested concept for reorganization 
providing grantees increased flexibility and more comprehensive accountability to Congress. 

Perhaps the least difficult aspect of the proposal to develop was the principles and values. As we have 
discussed our plan with others, few seem to disagree with the tenets of supporting PPD-8; building a 
culture of collaboration; the ability to be agile and adaptive to confront changing hazards; building and 
sustaining capabilities; encouraging innovation; providing full visibility to all stakeholders; and 
recognizing the interdependencies of our national systems. The importance of these principles and values 
highlight a critical point in any retrospective on homeland security grants. Regardless of our country's 
fiscal situation, physical security and economic security are not mutually exclusive and can be achieved 
with a more streamlined grant structure. 

The Proposal 

Under the proposal, states would be awarded three allocations from DHS including EMPG, a new 
homeland security cadre grant, and a project-based investment and innovation grant. These three grants 
would replace the myriad grants within the suite of homeland security grants as well as the Predisaster 
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Mitigation Grant Program. The important point to remember throughout this entire discussion is that 
everyone who currently receives grant funding continues to be eligible under this proposed system. 

The full four-page proposal is included with this statement to be submitted to the record, but there are five 
basic components: 

1 . The THIRA. Regardless of a grant reform initiative, FEMA is instituting the requirement under 
PPD-8 for each state to conduct and maintain a comprehensive Threat Hazard Identification Risk 
Assessment (THIRA) in partnership with the DHS and state officials. In our view, this process 
will have limited effectiveness if implemented in the current grant system due to shortcomings in 
the planning process. The information gathered through the THIRA, however, is paramount to 
supporting a comprehensive planning system. 

2. Comprehensive Planning. Current planning efforts are fiscally-centric and focus on capabilities 
based on expected funding. This approach impedes the effectiveness of the THIRA process. It 
also limits our ability to measure progress and capabilities. NEMA proposes the follow-up action 
to the THIRA be a comprehensive preparedness plan which examines the full range of needs, 
capabilities, and requirements to help buy-down risk. As funding is allocated against long-range 
priorities, the delta between “need” and “capability” will become measurable over time. This 
analysis will aid Congress in determining how much funding is needed to buy-down the desired 
amount of risk and a more detailed accounting of “what we are getting for the money?” 

3. Skilled Cadre. A skilled cadre including homeland security and emergency management 
personnel is imperative within any comprehensive preparedness system. Responsibilities for this 
cadre would include maintaining all-hazard planning efforts, remaining current with appropriate 
levels of training and exercises, supporting national priorities as outlined in PPD-8, conducting 
public education, and grants management. The cadre-based grants will also support both the 
comprehensive THIRA in coordination with DHS and the comprehensive preparedness strategy 
to assess current capabilities and determine future requirements. 

4. Investment Grants. A majority of the funding through this new system would go toward 
investment grants still made through a single allocation to the state. Unlike the current system, 
the proposed system would be project-based. The State Administrative Agency (SAA) and local 
governments (as well as combinations of grantees) would apply for funding based off their 
completed THIRA and comprehensive preparedness strategy. These applications are reviewed by 
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a multi-disciplinary and multi-jurisdictional advisory committee, and the SAA makes awards as 
appropriate. This construct especially provides stability for jurisdictions currently operating in 
the Urban Area Security Initiative (UAS1), ensuring a city can never again “fall off the list.” Due 
to their significant security issues. Tier 1 UASI’s should continue to be funded directly. This will 
ensure every urban area will be part of the THIRA and application process and no one is left out. 

By realizing these economies of scale, several advantages are revealed: 

• All current grant applicants remain eligible to receive funding including local jurisdictions, ports, 
modes of transportation, and urban areas. 

• This new system ensures all grantees are integrated within the state and local THIRA process as 
well as national priorities. HSAs, SAAs, and emergency management directors have far more 
visibility on allocation of funds within the state and how projects and jurisdictions are working 
together for maximum efficiency of the taxpayer dollars. 

• The comprehensive preparedness strategy demonstrates to Congress and the Administration 
where funding is utilized and how it is leveraged against existing gaps. 

• This proposal allows the grant system to align with the new PPD-8 environment. 

The President's Budget 

NEMA was pleased to see the Administration also contribute to the dialogue of grant reform through their 
fiscal year 2013 budget proposal. While we were encouraged in seeing the Administration echo many of 
our recommendations, as we have stated all along, a continued dialogue would be necessary. 

The Administration's grant reform proposal appears based on many of the principles and values outlined 
by the NEMA proposal including support of the five mission areas of PPD- 8; a culture of collaboration; 
agility and adaptability of the funds against threats and hazards; a strong and robust cadre of emergency 
management and homeland security personnel; recognition of the interdependencies of our national 
systems; increased accountability; and, flexibility at all levels of government. We would suggest there 
remain several aspects of the President’s budget proposal which requires additional clarity: 

• Those cities currently categorized as “Tier 1” in the UASI program should be directly funded 
provided they also participate in the THIRA and comprehensive planning process. Furthermore, 
other units of government such as transit and port authorities or self-organized regions of 
governments should be allowed to apply for funding through the states as well. 
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• The THIRA process must focus on state and local governments and include consequences of loss 
in the analysis. The system must also include the fall range of stakeholders including health, law 
enforcement, &e, land use, transportation, and the private sector. 

• The Administration’s definition of “regionalization” in terms of application review requires 
additional clarification. Such peer review is really best handled at the state level and should focus 
on setting priorities for projects. Any national review should be on the state’s priorities overall 
and not a micro review of individual projects. 

• NEMA suggests only a small amount of the total grant funding be held by DHS for competitive 
pilot projects to spark innovation. Competition at the project level cannot be calculated by 
separate groups or reduced to subjective grading. Up to five percent of the funding should be 
utilized to support innovative projects. The remainder of the funding from the investment grant 
can then be devoted to project-based applications by state and local grantees. By reducing layers 
of review that impede the flexibility of the funding, an efficient and effective flow of funding can 
be realized for state and local projects. 

Fortunately, each of these issues was addressed in the NEMA proposal, and we remain confident a 
prudent approach forward can be found. 

As these critical issues to the safety and security of our nation are being discussed, we hope you have 
been contacted by other associations and stakeholders providing innovative ideas. NEMA has been 
relentless in these past months working to develop a truly national approach while conducting a 
productive and forward-thinking dialogue. We feel strongly that the emergency management and 
homeland security community and representatives of all levels of government and disciplines must come 
together with national leaders to promote effective change and improve efficiencies in our preparedness 
system. 

Conclusion 

We greatly appreciate the opportunity to come before this Committee and begin the discussion of 
comprehensive grant reform in an open and honest forum. We remain confident in the process we 
undertook and feel the final product is a good first step toward true reform and efficiencies. 

This nation deserves security, but we also deserve solvency; and in these budget-constrained times, 
NEMA remains committed to working with you in achieving both of these goals. 
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Proposal for a Comprehensive 
Preparedness Grants Structure 


Background 


December 2011 


This nation has made great strides in improving our safety and security. We have more comprehensive 
interoperable communications systems, regional response assets, a national system of intelligence fusion 
centers, and an unprecedented level of collaboration and teamwork among state and local responders. 

Such programs as the Emergency Management Performance Grant (EMPG) Program and the Homeland 
Security Grant Program (HSGP) have done much to help public safety, law enforcement, emergency 
management, and a myriad of other professionals conduct a broad range of preparedness functions. From 
our neighborhood communities through all levels of government, we have acquired resources, achieved 
collaboration, and built systems to mitigate, prevent, prepare for, and respond to natural hazards and 
terrorist threats. 


The current grants structure is complex and often contradictory. This creates unintended inefficiencies in 
investments and duplication of efforts. The current and continuing fiscal condition of our nation requires 
us to invest every dollar more wisely than ever before. We want to gain efficiencies in our grants so that 
we can increase the effectiveness of our mission. 


We cannot continue to segregate our efforts just because we did so in the past. We must integrate our 
efforts so that we are agile in confronting any threat to the homeland, whether it is natural, technological 
or human-caused. We must build strengths and capabilities that are effective against many threats, reduce 
the consequences of many hazards, and thus reduce the risks to our nation. We, therefore, require a 
comprehensive preparedness grants system to fulfill the requirements of those professionals with critical 
homeland security and emergency management responsibilities. 

Principles & Values 

This nation - its people and their vital interests - deserves and expects an effective and efficient national 
preparedness system providing safety and security. Therefore, this system must: 

• Support and enable the five mission areas of Presidential Polity Directive S (PPD-8): 
prevention, protection, response, recovery, and mitigation. 

• Build a culture of collaboration enabling a posture of preparedness for all hazards - from 
nature, terrorists, or technology - capable of disrupting the social and economic equilibrium of 
our nation. 

• Be agile and adaptive to confront changing hazards, emerging threats, and increasing risks. 

• Be unified on goats, objectives, and strategy among federal, state, tribal, local, and territorial 
partners and with the private sector, non-governmental organizations, and the public at large. 
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Build and sustain a skilled cadre across the nation that is well organized, rigorously trained, 
vigorously exercised, properly equipped, prepared for all hazards, focused on core capabilities, 
and resourced for both the most serious and most likely threats and hazards. This cadre will be an 
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asset to the nation through mutual aid, other assistance between states and regions, or for national 
teams, 

• Build, enhance, and sustain capabilities, self-reliance of the public, and resilience of our 
communities and nation. 

• Reflect the fiscal responsibilities and limitations of the present and the future. This nation 
deserves safety and security, but it also deserves solvency. A state and local grant system must 
enable investments in capabilities that are of value to communities, regions, states, and the nation. 

• Continually encourage innovation and ceaselessly weed out waste and inefficiencies. 

• Encourage states and communities to self-organize with their neighbors to protect vital supply 
lines and assets and infrastructure of mutual value and to enable swift, coordinated response, 

• Recognize that states, tribes, territories, and local communities know their jurisdictions best. 
They must have flexibility to set priorities, design solutions, and adapt to rapidly changing 
conditions. This must be done with full accountability. 

• Provide full visibility to states, tribes, territories, and local communities of all federal homeland 
security and emergency management activities, investments, and programs within their 
jurisdictions. This disclosure is essential for full understanding of capabilities to address threats, 
hazards, and risks. 

• Reinforce the value of leveraging federal investments with contributions from states, tribes, 
territories, and local governments and demonstrate the day-to-day value to jurisdictions. 

• Continue to encourage and enable wide participation in review of projects and investments. 

• Recognize the complex interdependencies of our national systems, particularly the movement of 
goods, services, and people. The vulnerabilities of a jurisdiction often lie outside its borders and 
outside its ability to address them. 

Purpose 

We call upon Congress and the president to consider this proposal to reform state and local grants for the 
safety and security of our nation. To this end, we seek to: 

• Encourage states, tribes, territories, and local governments to prepare and adopt comprehensive 
plans based upon their evaluation of threats, hazards, risks, and vulnerabilities facing them; 

• Outline a program of grants to states, tribes, territories, and local governments or combinations of 
governments improving and strengthening the nation’s homeland security and emergency 
management capabilities; and 

• Encourage research, development, competition, and innovation enhancing the effectiveness and 
efficiency of emergency management and homeland security and the development of new 
methods for the prevention, preparedness, response, recovery, and mitigation of natural disasters 
and acts of terrorism. 

This proposal presents a system enabling greater effectiveness in the mission with greater efficiency of 
resources. Over the past decade states, tribes, territories, and local governments have created new 
organizational structures, gained invaluable experience, and increased our capacity to manage multiple 
threats and hazards. 
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The high incidence of natural disasters and terrorist threats in the United States challenges the peace, 
security, and general welfare of the nation and its citizens. To ensure the greater safety of the people, 
homeland security and emergency management efforts must work together with shared responsibilities, 
supporting capabilities, and measurable progress towards a national goal. This unity of effort is essential 
to achieve the vital objectives of PPD-8 and success of the National Preparedness System. 

This proposal outlines a system in which preparedness is a deterrent, prevention is achieved through 
collaboration, mitigation is a national value, and response and recovery encompass the “whole of 
community.” But the system works only where the principles guide the plans and where ideas lead to 
action. This reformed grant system shares control with those on the front line, enables flexibility while 
strengthening accountability, and ensures fiscal sustainability. State and local governments cannot do this 
alone. 

A Comprehensive Preparedness Grants System 

A truly comprehensive preparedness giants system must allow for each state to determine core 
capabilities, set priorities in a flexible manner, and measure performance and effectiveness. This proposal 
recommends the creation or continuation of grants to coordinate planning, measure effectiveness, develop 
and sustain a skilled cadre, and invest in effective and efficient projects. 

Planning 

• Conduct and maintain within each state a comprehensive Threat Hazard Identification Risk 
Assessment (THIRA) in concert with Department of Homeland Security (DHS) and state 
officials. 

• Develop a comprehensive preparedness strategy to assess current capabilities, determine future 
requirements, and evaluate recent progress and initiatives. 

• The strategy will focus on identified gaps and contain goals and objectives to fill those gaps. The 
objectives will be prioritized and funds will be prioritized to fill the most important gaps 
accordingly. Identifying existing additional capability that is owned and maintained by other 
jurisdictions and readily available for response through mutual aid should be an important 
planning activity. 

A Skilled Cadre 

A skilled cadre is imperative within any comprehensive preparedness system and should be supported 
through a grants program. This skilled cadre includes emergency management and homeland security 
personnel. Since such expertise remains the backbone of any system, their responsibilities would include 
(but not be limited to): 

• Build and support statewide emergency management and homeland security all-hazards planning. 

• Provide comprehensive and appropriate levels of training and conduct exercises for state and 
local personnel across the full spectrum of emergency management and homeland security 
responsibilities. 

• Support the national priorities outlined in PPD-8 and the National Preparedness Goal. 

• Conduct public education and outreach to further whole of community preparedness. 

Within the skilled cadre grant, the existing EMPG would continue in its present form, including allocation 
method, match requirement, eligibility, management, appropriate funding, and flexibility. The existing 
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policy continues that allows emergency management to administer EMPG if not the State Administering 
Agency (SAA). 

A similar grant program will be established for state homeland security professionals affording the same 
opportunity to build and sustain a skilled cadre of personnel. This grant would be modeled after EMPG 
which has been proven highly effective due to the flexibility it provides along with accountability. EMPG 
currently maintains a 50-50 match requirement. Any match on the cadre-based grant for homeland 
security professionals should be instituted with a soft match option, and done so gradually over time in 
consultation with the states and professions involved. 

Investments and Innovation 

Many capabilities identified in the comprehensive planning system will require investment in longer-term 
projects and procurement to achieve needed levels of effectiveness. An investment grant program will 
enable decisions on priorities across the broad range of emergency management and homeland security 
functions. This also enables swift adjustments in priorities in light of changing threats or increasing risks. 

Unlike the homeland security cadre-based grant in which the SAA determines the allocation of funds to 
state and local jurisdictions, the investment grant focuses on sub-grantee applications for projects and 
other investments based on similarly comprehensive planning efforts at the local or regional level. States 
should establish and maintain a multi-disciplinary review committee that advises on investments and 
projects. 

Eligible applicants to the investment grant include all currently eligible grant recipients under HSGP, 
local governments or combinations of governments, urban areas, regions, or other state-level agencies 
conducting appropriate preparedness activities. States with urban areas currently classified as “Tier 1” by 
DHS will continue to receive funding specifically for those areas, upon completion of a comprehensive 
preparedness strategy that has been approved by the state. Funding that would have been allocated to 
other participants in the current UASI program should be placed into the investment grant. 

Eligible expenditures for investment grants should encompass all fiinctions of the currently separate 
programs and the priorities of PPD-8, including equipment purchase and transfer, construction of 
emergency operation centers or similar facilities, special response units, critical infrastructure and key 
resource protection, medical surge, protection and resilience, information sharing and intelligence, and 
grant management and administrative costs. Pre-disaster mitigation should be an eligible project under 
investment grants and due consideration given to disaster loss reduction and resilience initiatives. 
Substantial data exists to justify continued pre-disaster mitigation programs in determining any set of 
priorities, and the disaster mitigation community’s interests groups must be intimately engaged in the 
grant prioritization process. Flood mitigation assistance and repetitive loss grants are not included as they 
are funded through the National Flood Insurance Program by insurance proceeds paid by policy holders. 
Furthermore, to continue supporting a culture of innovation, up to five percent of the total investment 
grant award may be distributed by DHS to unique and innovative programs across the nation to encourage 
best practices. 

An Overview of the System 

• Each state conducts and maintains a comprehensive Threat Hazard Identification Risk 
Assessment (THIRA) in concert with Department of Homeland Security (DHS) and state 
officials. 

• A comprehensive preparedness strategy is developed to assess current capabilities, determine 
future requirements, and evaluate recent progress and initiatives. 
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• The state is awarded three allocations from DHS, including one for EMPG, one for the new 
homeland security cadre grant, and one for the new investment and innovation grant. 

• Applicants will apply for funds from the investment grant based upon completed preparedness 
strategies. Applications are reviewed by a multi-disciplinary advisory committee, and the SAA 
makes awards as appropriate. 

Conclusion 

Our nation faces enduring hazards, pervasive threats, and ever-changing risks. Our current system lacks 
the agility to adapt swiftly or convert ideas into action. We need the nation to unite in a common vision 
of national preparedness, resilience, and self-reliance. This proposal enables states, tribes, territories, and 
local government to leverage their own resources with the federal investment to build this vision and be 
accountable for achieving it. We need all levels of government, supported by all professions and 
disciplines, to unite in this innovative national preparedness system. 
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Mr. Aderholt. Thank you. Mr. DePallo. 

Mr. DePallo. Good morning Chairman Aderholt, and Ranking 
Member Price, and Members of the Subcommittee. My name is Mi- 
chael DePallo and I thank you for the opportunity to offer testi- 
mony. I am the Director and General Manager of the Port Author- 
ity Trans-Hudson Corporation, or PATH, a subsidiary of the Port 
Authority of New York and New Jersey. Today I am testifying as 
Chairman of the Security Affairs Steering Committee of the Amer- 
ican Public Transportation Association. 

Mr. Chairman, according to the Mineta Transportation Institute 
since 1970 more than 2,000 separate attacks have occurred world- 
wide on surface transportation, causing over 6,000 deaths and ap- 
proximately 19,000 injuries. The Government Accountability Office 
along with various government agencies have reported on or testi- 
fied to Congress that public transportation in America remains vul- 
nerable to terrorist attacks and that al-Qaeda remains interested 
in targeting the transit sector. And that more needs to be done to 
prevent and prepare for such a potential attack. 

While we have been very fortunate to date in not having a direct 
terrorist attack carried out in our transit systems, we have indeed 
foiled plots and arrested individuals who intended to attack our 
systems. Let me especially note that PATH has experienced the 
tremendous devastation of a terrorist attack as a result of the hor- 
rific attacks on the World Trade Center in 1993 and 2001. For this 
and many other reasons I feel strongly that the funding commit- 
ment to fortifying our systems must match the recognized risks 
and threats. 

There is a tremendous need for security grants to secure and for- 
tify our transit systems across the country. In 2010 an APTA sur- 
vey of its members found security investment needs in excess of 
$6.4 billion nationwide. This stated need contrasts with the recent 
trends in cuts to transit security grant programs, including the fis- 
cal year 2012 allocation of $87 million in transit security. I urge 
Congress to restore appropriations for the Transit Security Grant 
Program in this and subsequent appropriation bills. 

While there is good policy represented in the fiscal year 2012 
grant guidance and fiscal year 2013 National Preparedness Grant 
Program, we do have some thoughts about elements of both. Spe- 
cifically we are concerned with the new 24 month grant period for 
performance on all projects, a reduction from the previous three to 
give year allowable expenditure period. Also, since PATH assets 
are included on the top transit asset list, the TTAL, I would wel- 
come this risk-based funding approach, an approach that APTA 
agrees with. However, speaking on behalf of the larger industry, in- 
cluding thousands of assets not listed on the TTAL, I recognize 
that the narrow funding approach could preclude other important 
security improvements from receiving funding consideration under 
such limited transit security dollars availability. 

There are also concerns with the elimination of the TSGP from 
the National Preparedness Grant Program and we call for a suffi- 
ciently funded targeted grant program for public transportation se- 
curity as envisioned in the 9/1 1 Commission Act. 

And finally APTA supports the approach that Congress has con- 
sistently endorsed in legislation that allows grants to be provided 
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directly to the transit agencies as opposed to requiring applications 
be made through the state administrative agency. 

Before closing I want to inject a personal note on behalf of the 
Port Authority Executive Director Patrick Foye, who along with 
myself and other Port Authority staff, are honored to be hosting 
Chairman Aderholt, Ranking Member Price, and Committee Mem- 
bers Lowey and Dent next week at the World Trade Center site. 
We are looking forward to showing you how the Port Authority has 
utilized and can continue to utilize federal homeland security dol- 
lars to support our own investments in security initiatives at this 
site of national historic significance that continues to be one of the 
highest risk targets in our nation. 

Thank you for the opportunity to testify on these critical security 
issues and I welcome any questions you may have. Thank you. 

[The information follows:] 
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Good morning Chairman Alderholt, Ranking Member Price and members of the 
Subcommittee. My name is Michael DePallo and I thank you for the opportunity to offer my 
testimony. I am the Director and General Manager of the Port Authority Trans-Hudson Corporation, 
or PATH, which is a subsidiary of The Port Authority of New York and New Jersey. PATH is the 
seventh largest heavy rail operator in the nation, providing 76 million passenger trips per year. It is 
the primary transit link between Manhattan, the hub of the world financial market, and neighboring 
New Jersey urban and suburban communities. Today I am testifying as a representative of public 
transportation systems across our country as I have the privilege of serving as the Chairman of the 
Security Affairs Steering Committee of the American Public Transportation Association (APTA) as 
well as Chair of the Mass Transit Sector Security Coordinating Council (SCC). The Committee and 
Council include representatives from a number of high-risk. Tier I transit agencies from across the 
country which collectively inform and guide our views. In accordance with the National 
Infrastructure Protection Plan, APTA has been tasked by Department of Homeland Security (DHS) 
to administer the on-going activities of the Mass Transit Sector Coordinating Council (SCC). I am 
honored to lead such groups. 

ABOUT APTA 

APTA is a nonprofit international association of nearly 1,500 public and private member 
organizations, including transit systems and commuter, intercity and high-speed rail operators; 
planning, design, construction, and finance firms; product and service providers; academic 
institutions; transit associations and state departments of transportation. APTA members serve the 
public interest by providing safe, efficient, and economical public transportation services and 
products. More than ninety percent of the people using public transportation in the United States and 
Canada are served by APTA member systems. 
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Need for Continued Partnership 

Let me start by clearly stating that the safety and security of our public transportation systems 
depends on a mutual commitment of Congress, our federal agency partners and public transportation 
providers to work together in a strong and effective collaborative relationship. As partners, we must 
work together but also operate efficiently and strategically in our respective roles. 

Congress 

I am compelled to urge Congress to acknowledge the risk that our citizens and transit systems 
continue to face, and ask that, even in these fiscally constrained times, you restore appropriations for 
the Transit Security Grant Program (TSGP) in this and subsequent appropriation bills. The transit 
industry asks that you carefully consider the significant security investment needs that persist for our 
agencies, our employees and the riders we serve. We ask you to reverse the recent trend in cuts to 
these important grant programs. We are very concerned about the recent decline in transit security 
funding where, presently in FY2012, we see an allocation of less than $90 million for transit security. 
This level is woefully short of the industry’s capital needs, and really not enough to address needs at 
my own agency. As recently as FY2009, federal funding for transit security was set at nearly $400 
million. In 2010, an APTA survey of its members found security investment needs in excess of $6.4 
billion nationwide. These are funds that our agencies simply do not have, as overall funding 
constraints have led to service cuts, personnel layoffs and fare increases. While there is no indication 
that our collective security concerns have diminished and the backlog of needed projects continues to 
grow, federal security grant funds have declined precipitously. 

Many have researched, written and even offered testimony before this Subcommittee on the 
history of terrorist attacks, most notably the work of the Federally funded and chartered, independent 
Mineta Transportation Institute (MTI), which has documented more than 2,000 separate attacks on 
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surface transportation - 1,223 involving bombs and incendiaries - since 1970. These attacks caused 
6,190 deaths and approximately 19,000 injuries. 

Additionally, the Government Accountability Office (GAO), along with the TSA Office of 
Intelligence, the TSA Office of the Inspector General and the Director of the National 
Counterterrorism Center (NCTC) have reported on or testified to Congress that public transportation 
in America remains vulnerable to terrorist attack, that al-Qa’ida remains interested in targeting the 
sector, and that more needs to be done to prevent and prepare for such a potential attack. Late last 
year the NCTC testified that the “al-Qa'ida core believed targets worthy of the group's focus 
included prominent transportation, infrastructure, economic, and political targets.” There is wide 
agreement that public transportation systems continue to be desired terrorists targets. While we have 
been very fortunate to date in not having a terrorist attack carried out in our transit systems, we have 
indeed foiled recent plots and arrested individuals who intended to attack our systems. We believe it 
is appropriate that the funding commitment to fortifying our systems match the recognized risks and 
threats. 

In addition to TSGP funding, let me briefly mention two other programs that are priorities for 
our industry. We are pleased with the collaborative efforts of Transportation Security 
Administration’s (TSA) Transportation Sector Network Management (TSNM) Mass Transit Division 
in funding the continued operations of the Public Transit Information Sharing Analysis Center (PT 
ISAC), as well as their support with the development of transit security standards. It is our 
understanding that resources are factored into the TSA budget for these continuing efforts, and we 
urge the committee to support the TSA in this regard. The PT ISAC and security standards are two 
important national programs that, although modest in funding needs, can significantly enhance transit 
security. Industty-wide standard setting lays the ground work for sound practices and quality 
projects, while the ability to share vital intelligence and information is crucial in preventing and 
mitigating potential terrorist attacks. 
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Department of Homeland Security 

To our agency partners within DHS, I am pleased that many working relations between 
transit agencies and DHS divisions have improved. Open lines of communication must continue and 
federal agency funding priorities, instruction and expectations of grant performance must be clear 
and consistent. These directives should also reflect the stated concerns, desires and challenges of the 
industry; however, I would respectfully suggest this is not the case in regards to various elements of 
the FY2012 TSGP Guidance. For example, the guidance institutes a new 24-month grant period of 
performance for all projects. This is a reduction from the previous 3-5 year allowable expenditure 
period. 1 certainly appreciate the concerns regarding unexpended TSGP dollars as we all desire that 
security projects be implemented in a timely fashion in order to provide the protections they are 
designed for. However, immediately reducing the time allotted to expend funding without frilly 
addressing widespread agency administrative and grantee implementation hurdles seems 
counterproductive to efforts to expedite project completion. Also, as many security enhancement 
capital projects require multiple years to complete, a reduction in the time allotted to expend funding 
would also compel many grant recipients to shift funding to operational expenses versus capital 
infrastructure security projects. This would not be in the best interest of fortifying our systems 
against attacks, as the majority of the security needs identified in APTA’s survey relate to capital 
projects. 

Additionally, the FY2012 grant guidance states that this year’s funding priorities will be 
based on a pre-designated “Top Transit Asset List” or TTAL. Some PATH assets are included on 
the TTAL and I would welcome this added benefit for funding consideration from this risk-based 
approach. APTA has testified previously that security investment decisions should be risk-based. 
However, speaking on behalf of the larger industry, including thousands of assets not listed on the 
TTAL, I recognize that this narrower funding approach could preclude other important security 

improvements from receiving funding consideration with such limited transit security dollars 
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available. This underscores the need for increased funding. We must continue to work together to 
ensure that DHS has the resources to meet the extensive needs of systems across the country. 

Transit Agencies 

Threats against public transportation are growing in number, complexity and scale. To 
prevent and combat these threats, we must continue to employ cutting edge technology and processes 
to maintain and operate our security resources and assets. Equally as important, we must also 
establish and sustain sound, efficient administrative, planning and management practices. Many may 
not see the operational-administrative connection in securing our transit systems, but the deployment 
of well armed and trained law enforcement officers or K-9 units, or operation of high tech 
surveillance equipment, or the construction of a large-scale infrastructure fortification projects come 
only after months and months of planning, development, and administrative work. Planning, 
procurement and project management are all precursors to successful security projects as well as 
sound evaluation and grant management systems. Public transportation systems must be committed 
to robust operational procedures and administrative systems when implementing security initiatives if 
we are to serve as good partners in our national fight against terrorism with the federal government 
and Congress. 

Key Implications of the New National Preparedness Grant Program 

As you know, the Department of Homeland Security has proposed to implement a new 
“National Preparedness Grant Program” along with several other programmatic changes to the 
current Transit Security Grant Program. The new program and proposed changes have alarmed the 
industry. The most drastic change is the elimination the Transit Security Grant Program - the 
exclusive pool of funding for our nation’s public transportation systems which, we all agree, are 

highly desired terrorist targets. Additionally, under the proposal, while transit agencies would be 
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eligible for security funding, they would have to apply for funding through their State Administrative 
Agency (SAA), and compete in this process with other state security priorities. This is a radical shift 
from the current program, where transit agencies are authorized to apply directly to DHS. We 
believe, under the proposed approach, that sufficient funding would not consistently reach transit 
agencies and severely dilute their security programs. As the leader of a multi-state agency, I also 
foresee a challenge coordinating with SAA’s when an individual system’s operations span multiple 
states, as is the case with many of large transit properties. This administrative change could actually 
add to delays in project implementation. We strongly urge DHS to reconsider this proposal and 
maintain a sufficiently-funded, segregated grant program for surface transportation security where 
transit agencies may prioritize their needs and directly apply for federal funding. 

Conclusion 

As I conclude, let me thank you all for the opportunity to testify on these critical homeland 
security issues. There is no greater priority for public transportation systems than the safety and 
security of our passengers and workers. I urge you not to wait for the “wake-up” call of an attack on 
our systems to provide us the support we need. Transit systems across the country continue to stand 
ready, committed and vigilant in utilizing available resources efficiently to protect our systems and 
our riders. We urge you to sustain the critical partnership between transit agencies, Congress and the 
Department of Homeland Security that helps to keep our nation safe and moving toward economic 
prosperity. 
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Mr. Aderholt. Thank you, Mr. DePallo. The fiscal year 2013 
grant proposal from the department builds on the reforms that this 
committee implemented back in fiscal year 2012. I would like to 
hear from each of you briefly to address the proposed fiscal year 
2012 guidance, and the Department’s fiscal year 2013 budget pro- 
posal. 

Mr. Caynon. We made some recommendations in the written tes- 
timony that is submitted and I did as well in the oral. The needs 
assessment is also included in the written testimony and it talks 
about some of the benefits that we have seen as a result of FIRE 
and SAFER. The amounts that we are requesting that we increase 
to are relative to the effect that we have seen of the grants over 
the last several years. And can you hear me? Okay. I cannot hear 
myself over the mike. I am not sure how specific you want me to 
go on the answer, there. 

Mr. Aderholt. Just briefly. Just summarize. Like I say, include 
things that would be helpful as well. 

Mr. Caynon. Okay. And it is included in the written testimony. 
There is a lot of evidence there that points to, very specifically to 
the effect, to the positive effect of FIRE and SAFER. And so it is 
important I think that we keep making progress. When you look 
at the needs assessment one of the things that it absolutely points 
out is that there are still staffing shortages across the fire service. 
And the effect of FIRE and SAFER to improve on that shortage is 
something I think we should build on. 

Mr. Aderholt. Thank you. Captain Holmes. 

Captain Holmes. And I will be very brief. I think that, you 
know, because the system of, you know, fundamentally working 
through the grant system has been so difficult that there is a lot 
of unobligated funding and grant funding. And people seem to per- 
ceive that as a difficulty with the ports and really not take a hard 
look at a system that has become, as I said, very cumbersome and 
has this huge sort of pile on effect, particularly with requirements, 
both State and Federal, and requirements from, you know, histor- 
ical State people, and historical Federal people. And it is just, in 
our world it has made it very, very difficult to execute money. So 
as a result I think there is money that appears like it is not needed 
because it has not been executed. But I think realistically the grant 
funding, port security grant funding is still needed. And my prin- 
cipal recommendation would be to restore the funding to the levels. 
It has been dramatically cut, about 75 percent, over the period of 
the last three of four fiscal years. 

And in addition to that really take a look at the grant system 
and try to fix that, and then you will be able to sort of execute all 
the funding. Because as we go and try to do our day to day busi- 
ness, and we are a very large port with a very big staff, it is ex- 
tremely difficult for us to deal with the grant process. And I cannot 
even imagine how a smaller port can deal with the grant funding 
process. There is not a week that goes by at the Port of Los Ange- 
les where somebody does not just say, “This is so difficult, why do 
we just not ask for money anymore?” 

So I think fundamentally you have got to work with DHS and 
fix the system because it is very repetitive. And if you are a port 
like we are which is also associated with a city, the City of Los An- 
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geles, we have Federal requirements, procurement, environmental, 
historical. We have State requirements, procurement, environ- 
mental, historical. We have city requirements that we have to deal 
with. And it is just, you are making it so difficult to execute that 
I think that has got to be fixed. And when you fix that people will 
be spending the money as it is given to you, and you will not have 
this lag where there is all this, seems like there is this big pot of 
money left over that people do not need. It is not that they do not 
need it. It is that it is just very difficult to use it. 

Mr. Aderholt. Mr. Ashley. 

Mr. Ashley. Sure. The question going between 2012 and 2013, 
I think it is very commendable what Congress did this year in the 
fiscal year 2012 budget, giving $974 million worth of discretion to 
the Department to allocate the funding based upon which programs 
met the best national need. And I think that is commendable and 
I think the Department went about that in a very professional and 
organized way. 

The 2013 proposal, as I mentioned in my brief oral statement, 
like I said, has some concerns to it if it is not, if Congress does not 
act to reauthorize. Because it creates a patchwork program, of 
which between now and October 1, assuming we have an October 
1 appropriation, is unrealistic to meet. So either reauthorize the 
program after five years, or deal with the programs, as 2012 did, 
under the current construct of law. I think that the President’s 
budget as proposed could still be implemented using the imple- 
menting recommendations in the 9/11 Act. Unless Congress would 
like to open up the reauthorization issue. 

Mr. Aderholt. Thank you. Mr. Mullen. 

Mr. Mullen. First 2012, we think the layout is a good transition 
from where we have been towards a new system, because the flexi- 
bility is improved. Running port and transit grants through the 
state we believe is a good move to help improve accountability and 
draw down issue. And in our proposal they are still absolutely in- 
cluded. We just recommend that they require to operate within the 
overall preparedness system. And I think we are beginning to move 
in that direction so that we can help them, and they can help us, 
and we can understand each other’s issues. 

I will just say in case we do not get, we run out of time, very 
few problems occur that occur within the boundaries of a port au- 
thority. The locals are involved either way. Our economy is in- 
volved either way. We are very interested in working closely with 
those organizations, port and transit, to make certain that we are 
attending to their needs in this new system. And I do not believe 
that we will shrink from trying to assist them in every way, and 
be very sensitive and respectful of their concerns. And I think it 
gives them an opportunity to collaborate with us, too. It is not just 
us getting into them. 

For 2013, there are many similarities between the NEMA pro- 
posal that we developed at the end of last year with the President’s 
grant structure. There are some concerns, though. The definition of 
regionalization I think needs some work. I think we need to talk 
about, the peer review process appears to be little more than an 
additional bureaucratic layer. I do not believe if we move to a 
project based system that we need to have Federal review of every 
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project when the locals and the States are collaborating closely on 
devising and deciding what would be the best use of limited funds. 

So there are issues about urban area that I think still need to 
be addressed. We have tried to address that in our paper. And in 
fact we have addressed most of the issues that have come in our 
paper so, which is I think in your request for a brief response I will 
stop there. 

Mr. Aderholt. Okay. Thank you so much. Mr. DePallo. 

Mr. DePallo. Thank you. I agree with Captain Holmes, in the 
idea of separating the funding for ports and for security, the secu- 
rity grant. By combining the programs there is no guarantee that 
any money at all will go to, you know, transit security grants. 

As far as the 2012, the Transit Security Grant Program, there 
is only $87 million in that program. That is down from the previous 
year of 2011, where there was $200 million. And that is down from 
previous years. So the amount of funding needs to increase. 

In 2013 the reduction of the time to finish performance on 
projects goes from three to five to two years. Congressman Price 
mentioned tunnel hardening, a project that you would not be able 
to do. I think what will happen now, essentially what will happen 
is that you will be eliminating any major capital projects at all. It 
will all be just for operating expenses. 

And finally we believe that going through the States for funding 
we believe just adds another step to the process and it is not nec- 
essary. Most transit systems are already prepared to be able to ac- 
cept grants directly and there is no need to go through the States 
and just add additional administration to the program. 

Mr. Aderholt. Thank you. Mr. Price. 

Mr. Price. Thank you, Mr. Chairman. I want to thank all of you 
for some very useful testimony which we will consider as we pro- 
ceed to mark up this bill. Let me just ask a couple of specific ques- 
tions. First to you, Mr. Caynon. As you are well aware, for the last 
few years, in light of the severe economic downturn, Congress has 
included language in the appropriations bill that permits grant 
funds to be used to retain fire fighters, to avoid layoffs, as well as 
to hire new fire fighters as is the usual requirement under the 
SAFER program. Has this made a different in Houston? Has it 
made a difference in other situations that you would like us to look 
at? And do you think this waiver is necessary again in 2013? 

Mr. Caynon. Well it has made a difference, less so in Houston 
as opposed to other municipalities. The waivers, I know there is 
some concern about temporary waivers that seem to be permanent 
because we are coming back and saying, you know, we need those 
waivers again. I think first we have to look at it in the light of why 
those waivers were initially put in place and what they are there 
for. Initially, you know, when this happened it was 2002 and no- 
body realized the economic situation that we would be in over the 
last few years. Nobody could predict the Great Recession. And 
there were safeguards that were put in place in these grants that 
would protect the process of supplementing and not supplanting 
municipalities’ responsibility to staff their departments. 

So to go forward, yes, we need to keep the waivers in place. Be- 
cause the bills, the way they are written right now, would require, 
I will give you some specific examples so you will know, or a spe- 
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cific example. Initially under the safeguards that were in place a 
municipality was required if they hired a fire fighter under SAFER 
to keep that fire fighter, to provide funding for at least five years 
into the future. The department would not be able to reduce their 
budget any at all. I cannot think of one fire department, including 
Houston, that has not had to reduce their budget after the reces- 
sion. And I think any municipality that is looking at applying for 
a grant where they are required to have future funding for an em- 
ployee for, you know, for up to five years would really have to give 
that a hard look about whether or not that is a grant they could 
apply for and make that kind of commitment. 

So unless there is some reform, and I know there is at least one 
bill to reform this legislation, unless there is some reform we have 
to keep the waivers in place so that SAFER is a workable alter- 
native to bring fire fighters back to work and keep some folks on 
the job. 

Mr. Price. A workable alternative, that is, under conditions of 
economic pressure and duress. 

Mr. Caynon. Yes, sir. 

Mr. Price. Let me turn to Mr. Holmes and Mr. DePallo. You 
have both in your testimony referred to the shortened time frame 
that is proposed by the department for awarding funds, or for get- 
ting funds out the door. And you both have suggested that this 
might eliminate certain kinds of larger scale projects, certain kinds 
of capital projects. I mentioned to Administrator Fugate a few mo- 
ments ago tunnel hardening as a possible example. I wonder if you 
would elaborate based on your experience on the kinds of projects 
you have asked for and have anticipated going forward? What 
would be the effect of that kind of shortened time frame? And I 
guess this particularly applies to the rail and transit side, what are 
you going to have to make up in some way for this funding to pay 
for what you need to do? 

Mr. DePallo. Yes, you mentioned tunnel hardening and we cur- 
rently have a tunnel hardening project. And a project like that re- 
quires a great deal of advance planning. Engineering, design, pro- 
curement of the equipment and materials necessary, and then im- 
plementation of a project. For example, in a tunnel that operates 
24 hours a day, seven days a week, it is impossible to do that in 
two years. Most capital projects, and that is a very complicated 
one, even less complicated projects still require a great deal of 
planning, engineering, and design. That is compounded by the fact 
that if the monies are not released on time the clock starts ticking 
later. So it just complicates the issue. So in effect, I believe, in my 
opinion, that by reducing the time period to two years you are 
going to be eliminating any significant capital projects at all. 

Captain Holmes. I would echo that, and I think it is very similar 
in the port environment. In my comments when I said you move 
from people seeking solutions to people buying stuff, that is what 
happens. They decide we are going to buy this because it is fast. 
We can do this fast. 

Our projects are very similar. We have a multimillion dollar cam- 
era system we built and we had to get an extension on that system. 
It was $27 million, 300 cameras. We are doing directional drilling 
to lay fiber optic cable. And in the new world order we are looking 
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at things like IT and cybersecurity. And those are solutions. They 
are systems. And they have to be designed. And sometimes these 
systems take a year or more to design. And then you have the con- 
tracting process and you have to go through all the steps. 

With this moving from three years to two years I would have to 
say that you are, I would have to agree. You are probably pretty 
much eliminating any sophisticated project. And what you are 
going to go back to is people getting the money and saying, “What 
can I buy quickly? Let me buy ten cards. Let me buy two boats.” 
And you are not going to move forward in this process. You are 
going to backslide in this process significantly. 

Mr. Price. Thank you, Mr. Chairman. 

Mr. Aderholt. Ms. Roybal-Allard. 

Ms. Roybal-Allard. First of all, let me welcome all the panelists 
because I think each of you play a critical role in protecting our na- 
tional security. But I do want to specifically thank Mr. Holmes for 
being here, flying across the country to testify. Because as I men- 
tioned earlier, the ports play such an important role in our national 
economy. 

Understanding the difficult budgetary decisions that Mr. Fugate 
has to make, the fact remains that a terror attack on the Port of 
L.A./Long Beach complex would have a devastating impact on our 
national economy. You heard Mr. Fugate’s comments. I believe that 
you were here during his testimony. Could you comment on his re- 
sponse regarding the proposed grant program and his hope that ev- 
erybody can work together to properly prioritize the needs? And 
then also if time allows can you also provide us with some sugges- 
tions on how you think that the port security grant requirements 
and guidance could be improved and simplified? If you could offer 
us some suggestions how to do it? 

Captain Holmes. Well let me start by saying, you know, cer- 
tainly Mr. Fugate is well recognized and has done a great job at 
FEMA. I think the first point I would make is there is a difference 
between coordination and control. You know, it is easy to sound 
like we do not work with the states but we work very closely with 
the State of California doing risk assessments and identifying port 
needs. What we would not be so keen on is allowing them to have 
control of the funding. There is a big difference between coordi- 
nating with the states and controlling, letting them control your 
funding. I mean, as you know the Port is fundamentally a business. 
We coordinate with a lot of people but we do not let everybody han- 
dle our money. I think that is not a good decision. 

The second thing that I would say is I am not sure what kind 
of time constraints that would add to a system that, as you heard 
from myself and my colleague down at the table, already is a cum- 
bersome and time sensitive system. By adding another step in the 
process I am not sure that I could identify what the value added 
is. 

With respect to his comments that all the grants should be to- 
gether, I cannot speak for all the grants. But I can speak, as you 
well know, ports historically in this country as a maritime nation 
are largely Federal controlled. Our biggest partner is the U.S. 
Coast Guard. And I think one of the things that has been done well 
in this system is the Coast Guard system of having the Area Mari- 



279 


time Security Committees review grant proposals and try to deter- 
mine where the vulnerabilities are and where the needs are. 

So if you are looking at the relationship between a city and a 
State, and a port and a State, they are very, very different. Ports 
are very Federally focused. Port facilities are Federally regulated 
facilities. And so I think there is a very good reason why the port 
funding should be separate from the other funding. 

You know, with respect to suggestions I think as I said first of 
all the funding has been woefully decreased. It is authorized at 
$400 million and this year it has been recommended at $97.5 mil- 
lion. That is a 75 percent decrease over a few years. I think the 
second thing is, as I also said in my testimony, is, and just said 
it needs to be separate. You know, port funding was separated from 
the other funding because it, prior to 9/11 there were very little re- 
quirements for security at ports and we had to start from zero and 
work our way up. So it was very important to separate the ports 
and focus on the ports. By bundling them together I think a state- 
ment is being made that ports are not as important anymore, with 
which I do not agree. Because 93 percent of all the cargo coming 
into the country comes in by water. 

The last thing I would say is, you know, we go back and forth 
about cost shares. And again, I think it is important for the port 
or the organization to have skin in the game. But people still seem 
to not appreciate the fact that if any, if the gentleman down at this 
end of the table, or the fire department gets equipment, we have 
to maintain this forever. So we more than meet our requirement 
to pony up the skin in the game. Particularly with IT projects. If 
we do a, our camera system maintenance is $1 million a year. So 
I have significant skin in the game. So I am not sure what a 25 
percent cost share proves. I think that there should be a uniform 
cost share waiver. Because some years there is a cost share and 
some years there is not. I think there should not be a cost share. 

But I think one of the most important things we can do imme- 
diately is there needs to be a joint DHS port user group to take 
a look at this system and see ways where we perhaps can accept 
a State environmental or historic preservation clearance as good for 
the Federal Government. Because we keep, we keep repeating 
these things on several levels. I think we have to be willing to say 
if as Mr. Fugate says we have go to trust the States, let us trust 
the States. And if the States do an environmental clearance and a 
historical clearance, that should be good for the Federal Govern- 
ment as well. But the current system it is not. It is repetitive and 
it is this pile on thing that is really making it difficult for us to 
execute grants. 

I hope that answered all your questions. I did not mean to ram- 
ble. 

Ms. Roybal-Allard. It does. Does anybody else want to com- 
ment, if I have the time? On any of those comments? 

Mr. DePallo. I can say I agree as well. I mean, the difference 
between, you know, ports and transit, the needs are very much dif- 
ferent and it needs to be separated. You know, we carry, at PATH 
for example we carry over 250,000 passengers a day. We are a wide 
open system. And there is a tremendous threat and risk associated. 
But it is a different type of risk. And we need to be able to compare 
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projects accurately and be able to prioritize them, and to do so 
across different modes or different industries makes it that much 
more complex and difficult. 

Ms. Roybal-Allard. Thank you. 

Captain Holmes. And if I may say one last thing? This idea of 
lumping grants together presumes that there is some overarching 
methodology that exists that I can determine whether a suicide 
bomber at the Mall of America, or at one of my colleague’s transit 
facilities, is more or less risky than something happening in the 
port. And up to this point I do not think that overarching method- 
ology exists. 

So if you are trying to put everything together and divvy it up 
you have the presumption that there is some methodology you are 
going to use to do that. And I am not sure that right now that ex- 
ists. 

Ms. Roybal-Allard. Yes? 

Mr. Mullen. I did want to comment. The key point is visibility 
of what is being spent and what is being committed. And I think 
we get that through the development of the THIRA, which is clear- 
ly going to be released in the next couple of weeks. And then we 
evolve towards a common planning process. It would be very desir- 
able for every part of the community, ports, transit, and all the oth- 
ers, to plan and do that together and participate together. Then we 
get an idea. Because the dollars are not going up, they are going 
down. And as dollars go down we all have to decide what is the 
best way to say that? I will understand Mr. Holmes’ issues a lot 
better when as part of the THIRA we can look at what his risks 
are and what his threats are and make some intelligent judgments 
about how can we support those things. 

Mr. Aderholt. Thank you. Thank you, Ms. Roybal-Allard. Mr. 
Mullen, let me address a question to you. NEMA has been very 
outspoken about the needs to show the impact of investment into 
grant programs, particularly in tight fiscal times such as today. Of 
these, EMPG is one of the few grant programs that has significant 
cost share. So, it is not just Federal funds that are invested, but 
also State and local funds. How does NEMA measure performance? 
And, what lessons learned can you share with the rest of the stake- 
holder community? 

Mr. Mullen. One of the better measures is what the Federal 
Government does not have to do because of the capabilities that 
exist in local and State Government about EMPG. I was just look- 
ing at the report that we submitted to the Committee just the 
other, just yesterday, I believe. There was something like 98 or 99 
presidential disasters. There were another 250 State events that 
did not rise to a level of a disaster, largely because of the ability 
of the States to control, manage, and prepare in advance, and co- 
ordinate a response. There were thousands of other events that the 
local governments manage that require very little or no interven- 
tion by the State because their professional staff at the local level 
are equipped, skilled, and talented enough to address the problem 
and keep it from getting out of proportion. 

So in addition to the fact that when we are allocated $350 mil- 
lion that immediately is a minimum of $700 million that is with 
our match requirement, and the additional monies that are, we, 
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since most jurisdictions overmatch at the local level, I would say 
that the way we have measured this is we have tried to report to 
you very clearly how EMPG is actually saving money by allowing 
the response to occur at the lowest possible level as needed. So 
when there is a big event, like some of the things that have just 
happened, that is the kind of time when the federal assistance can 
be valuable. But as Mr. Fugate even acknowledged, even that as- 
sistance is more oriented towards recovery because of the skill sets 
of the people that have been developed on the ground using this 
combination of dollars that have been provided. 

Mr. Aderholt. We have a lot of questions we could ask each of 
you but of course our time is running out. But one thing that we 
have, one of the challenges that we face, especially in the tight- 
ening budgets, is to make sure that taxpayer funds are used wisely. 
And this creates the need to measure the effectiveness of every 
grant fund. Mr. Caynon, let me ask you about this. How would this 
be accomplished with the funds that we grant to the fire depart- 
ments? 

Mr. Caynon. Well I mentioned it earlier, and everyone has got 
a copy of the needs assessment that the prior Administration did 
for us. One of the major shortfalls in our profession is staffing. We 
have seen, like I said, some progress in staffing because of SAFER. 
And we are asking obviously to do what we need to to continue 
that progress. I guess that is the most immediate measurable way 
that we can look at the success of these grants, is the effect that 
we have seen on staffing so far. 

It is difficult I think for folks to get their arms around what it 
means to have appropriate staffing. Because I think, because it is 
a profession that is so specialized. You know, we get the question 
all the time about why do you need four people when there are 
other municipalities that have three, or respond with less? The best 
way I guess I can, the best quick example I can give you of that 
is, you know, we can go to the airport and get on a plane, and there 
only needs to be one person flying it. But you would not get on a, 
you know, you would not go down to an airline if they said, “Well, 
we are short staffed today. And usually we only need one pilot. So 
you will be fine.” Right? 

And so in the grants we are talking about here I think the most 
measurable valuation of success is what we have seen in improve- 
ment in staffing since we had SAFER in place. And that is a quan- 
tifiable example that I think we can look at, and we have seen 
progress there, and we would like to see that progress continue. 

Mr. Aderholt. Thank you. One thing I do want to ask about the 
fusion centers — could you tell the Subcommittee about what the fu- 
sion centers provide for the Federal Government that is not pro- 
vided normally by the State and the local public safety? 

Mr. Ashley. Sure. What is really provided is this national net- 
work. And having this network, as I mentioned in my oral state- 
ment, that where Alabama can pick up the phone, talk to North 
Carolina. It is also the notion of before fusion centers were in place 
there was no mechanism to communicate critical national security 
information down to our State and local decision makes. It did not 
exist, at the classified or unclassified level. That mechanism is now 
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in place. And put that local and State kind of flavor on the infor- 
mation for the official that makes it relevant to them. 

The other is is the pushing of information from the State and 
local officials back up to the national intelligence community. And 
that partnership with DHSINA that allows that information to get 
to the national intelligence community to be able to prevent acts 
of terrorism. This committee commissioned a report a number of 
years ago with the Research Triangle Institute. And basically that 
report stated that in 80 percent of the cases of any terrorist threat 
since 9/11, either actual or thwarted, that the initial piece of infor- 
mation that came from that was either derived from the public or 
a State and/or local law enforcement official. 

Now if you look at where the Department is going with the if you 
see something, say something campaign, with the nationwide sus- 
picious activity reporting, and the support and requirement for in- 
vestment justifications in fusion centers, we see that as moving in 
the right direction. And that investing in those areas that provide 
those capabilities that were not there prior to 9/11, that are critical 
for making sure that we do not have an event in the port or transit 
system. That is the key. We cannot afford for the event to happen 
in the first place. 

Mr. Aderholt. Thank you. Mr. Price. 

Mr. Price. Mr. Ashley, let me just follow up with you imme- 
diately about the kind of funding that the fusion centers require. 
Most of this funding, I understand, is from the state grants. What 
is your federal grant funding total overall? And do you see this pro- 
posal for grant consolidation as in any way putting your funding 
at risk? 

Mr. Ashley. No I am probably one of the few people at the table, 
and I believe Mr. Mullen and myself, basically I do not think that 
puts our funding at risk. I think the department has made it clear, 
the Secretary has made it clear, that fusion centers and the na- 
tional network are a priority. So we view that, we do not view that 
as a problem. 

Let me give you an example of where we are about finding out 
about how much money actually goes, and I am going to use fiscal 
year 2011 as an example. I gave you a couple of anecdotal evidence 
from North Carolina and Alabama. 

We have information back from 43 of the fusion centers at this 
point, of the 77 now recognized fusion centers. In fiscal year 2011 
the total budgets of 43 of those centers was approximately $110 
million. Of that $74 million was State and/or local funding. Which 
totals about 67 percent — 33 percent of that was from Federal in- 
vestment, either through the State Homeland Security Grant Pro- 
gram or the UASI program. I mean, that is pretty specific. I asked 
earlier with staff to keep the record open. We would actually like 
to submit State by State, urban area by urban area the funding, 
both the total budget of the centers as well as what categories of 
funding, where it is coming from for the Committee’s 

Mr. Price. Well let me ask you another question 

Mr. Aderholt. We will keep the record open. 

Mr. Price. Let me ask you another question related to this con- 
solidation proposal. It has to do with UASI. I think you were fairly 
outspoken last year about the undesirability of limiting the number 
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of UASI eligible cities during our debate, especially on H.R. 1. Now 
given our current fiscal environment, I mean, this money is hard 
to come by these days and knowing the original intent of the UASI 
program, do you still believe that UASI should not be targeted to 
the very highest risk urban areas? 

Mr. Ashley. From the National Fusion Center Association, we do 
not take an opinion on whether funding ought to go towards UASI 
or State. We basically, we have urban area centers and we have 
State centers. And you know, I think it gets down to what can we 
afford at that point. We believe in eligibility for the urban areas. 
However, given fiscal constraints it is logical to figure that we are 
going to have to reduce funding. And I think the department has 
moved in a way to try to look at sustained capabilities where we 
have built capabilities. And too we cannot afford to continue to 
build new capabilities. Let us focus on what we have. So I think 
we still hold by the fact of having urban areas still eligible, even 
in a reduced fiscal environment. 

Mr. Price. I will close with you, Mr. Mullen. I want to return 
to the question that the Chairman raised, the very last question 
the Chairman raised with Administrator Fugate. It has to do with 
the major change, or maybe it is a major change, I do not know. 
EMPG guidance that is included in the budget has expanded use 
of the dollars, or the potentially expanded use of the dollars permit- 
ting EMPG’s grant funds to be subgranted to nongovernment emer- 
gency management stakeholder entities, such as nonprofits, public 
and private universities, hospitals, faith based entities. It is not 
mandated, but the possibility is opened up. How do you regard this 
change? Do you think it is likely to garner significant interest? As 
you well know, a lot of the people in the emergency management 
community have raised concerns about this. I have asked a lot of 
questions about it. How do you assess this proposal? What kind of 
position does your organization, if any, take on it? 

Mr. Mullen. We have not taken a position on that specific guid- 
ance at this time. But a couple of things need to be considered. One 
is that with the funding levels remaining static I think the needs 
that are currently being funded are going to be prioritized at the 
local and state level for EMPG, which might not leave as much 
room as one would hope for those programs. But some states actu- 
ally do fund those programs as part of their overall effort. So in a 
sense it may not make that much difference in the short term. But 
we are going to look at that and we will be happy to get back to 
you with a more thorough position on that. But we have not had 
a chance to meet and review and take a specific position. But some 
states already provide that and some do not. 

Mr. Price. Thank you, Mr. Chairman. Thanks to all of you. 

Mr. Aderholt. Ms. Roybal-Allard, you do not have any further 
questions? Okay. Well thank you all for being here, for your pres- 
ence here this morning and this afternoon. And I know we went 
a little long but we have talked about some very important issues 
here today. So, we appreciate each of you for taking your time to 
come here and testify before the Committee. We look forward to 
getting your written testimony for the record. And so with nothing 
else, the meeting is adjourned. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Robert Aderbolt 


Administrator Craig Fugate, Federal Emergency Management Agency 


Committee on Appropriations 
Subcommittee on Homeland Security 
FY 2013 Budget Request - FEMA 
March 7, 2012 


Disaster Relief Fund - Funding for FY12 and FY13 

Question: YourFY13 budget includes $6.1 billion for disasters, including over $3 billion for the cost of 
disasters that have already occurred - before we turn to FY13, are you sufficiently funded in FY12 to complete 
the year without implementing funding restrictions that limit funding to immediate needs? 

ANSWER: FEMA closely monitors the use of the DRF budget and projected balances. At this time, it would 
be premature to predict the need for Immediate Needs Funding during FY 2012. FEMA will, as in the past, 
communicate with all key stakeholders if the Administration implements INF restrictions based on the balance 
of the DRF relative to FEMA’s ability to address a no-notice event. 

Question: Included in the budget justification for FY13 is an estimate for anticipated cost in the out-years for 
catastrophic events - which show that you anticipate no additional costs for any of the FY1 1 disasters beyond 
the end of FY13. Is this correct? 

ANSWER: All catastrophic events that occurred in fiscal year 201 1 will have funds obligated by the end of 
fiscal year 2013. However, these events will not be ‘closed out’ since recovery and mitigation projects will take 
years to complete. 

Question: Will FEMA have fully funded all Stafford Act-required recovery efforts in Alabama and Missouri 
due to tornadoes, in the Midwest due to flooding, and in the Northeast due to Hurricane Irene by the end of 
FY13? 


ANSWER: Yes, FEMA will have fully funded all Stafford Act-required recovery efforts in Alabama and 
Missouri due to tornadoes, in the Midwest due to flooding, and in the Northeast due to Hurricane Irene by the 
end of FY13. 


Debris Removal Costs 


Question: Recently, there have been concerns regarding the costs of using the Corps when compared to other 
private options. The FY12 conference report directed a report that that requires FEMA in conjunction with the 
Corps of Engineers to explain the disparity in cost factors between the Corps and other private options 
communities have for debris removal - what is the status of the report? 


ANSWER: The Report is in clearance. 
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Question: Administrator Fugate, are you concerned with the cost to the taxpayer of clean-up when you mission 
assign the task to Corps? 

ANSWER: Debris removal operations that are mission assigned to USACE are comprehensive, including all 
costs related to debris removal and disposal and project management. Because the work is mission assigned as 
Direct Federal Assistance, there is no upfront cost, such as contractor costs, to the State or affected localities. 
FEMA provides funds to USACE to contract for the debris mission execution. The applicable non-Federal cost 
share is billed to the State and localities by FEMA after final accounting. US ACE’s ability to mobilize and 
perform work quickly at no immediate cost to the affected State, Tribal or local governments is especially 
important in areas that are so severely impacted that they lack the capability or resources to perform or contract 
for the work. USACE performance of debris management operations also limits applicants’ exposure to 
potential excessive costs claimed or ineligible debris removed by contractors. 

While Direct Federal Assistance is more expensive than applicant performed debris removal operations and 
applicant-contracted work, there are extreme situations where the impacted State, tribal, or local governments 
are not able to adequately respond to the situation. In such situations, FEMA will continue to utilize USACE’s 
expertise, capability, and pre-established contracts to perform vital debris removal operations. 

Question: With limited funds, how do you justify the disparity in cost between the reported costs charged by 
Corps of Engineers and lower costs that communities have incurred signing their own contract for 
removal? Have you provided written criteria and checklists of work so that Mayors know what they are 
receiving from the Corps and what they can show to other contractors if they choose a private option for this 
work? 

ANSWER: Direct Federal Assistance is a more expensive option for several reasons, including the 
comprehensive operational and oversight services provided by USACE and the costs associated with mobilizing 
USACE staff and contractors quickly in response to an event. USACE performs all of the activities related to 
contracting and monitoring including, coordination of sites for debris storage and removal, and management 
and oversight of the entire debris removal mission. While this is more expensive than applicant performed 
debris removal operations and applicant-contracted work, there are extreme situations where the impacted State, 
tribal, or local governments are not able to adequately respond to the situation. In such situations, FEMA will 
continue to utilize USACE’s expertise, capability, and pre-established contracts to perform vital debris removal 
operations. 

USACE provides comprehensive operational and oversight services including all of the activities related to 
contracting and monitoring, coordinating sites for debris storage and removal, and management and oversight of 
the entire debris removal mission. USACE debris mission costs are determined using an Independent 
Government Estimate. Costs and services included in the per-unit price are: 

• Contractor requirement to comply with federal National Environmental Policy Act and other 
environmental regulations; 

• Contractors that are fully bonded and insured to government standards; 

• Contractor-provided and USACE-approved debris operations plan; 

• Contractor-provided and USACE-approved safety management plan; 

• Contractor-provided, trained Quality Control personnel required at each work site; 

• Contractor requirement to pay federal wage rates; 

• Contractor daily mission reporting requirements; 

• Debris segregation to ensure debris is properly handled, treated and transported to appropriate landfills; 

• All debris pick up, hauling, and landfill tipping fees; 

• USACE debris reduction site operation; 
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• Assurance that any interim debris staging sites will be cleared of debris, cleaned of any hazardous 
materials, and returned to their pre-staging state; 

• USACE Quality' Assurance personnel for oversight to ensure contract performance, enforce safety 
standards, and ensure environmental regulations are followed; and 

• Electronic automated ticketing to track and verify every load of debris from point of collection to point 
of disposal significantly reduces the time and number of personnel required when compared to manual 
ticketing processes. 

FEMA has developed a Debris Management Guide which provides guidance on contracting, eligibility, and 
operational checklists. The Debris Management Guide is available on FEMA’s website at: 
http://www.fema.gov/govemment/grant/pa/demagde.shtm . In addition, FEMA has developed a Debris 
Contracting Guidance Fact Sheet with a Debris Removal Contract Cost Analysis and Debris Operations 
Contract Bid Sheet. This Fact Sheet and attachments are available on FEMA’s website at: 
http://www.fema.gov/txiTgovemment/grant/pa/9580 201 .pdf . 

Question: Have you considered other methods that may save money but also provide needed service . . . what 
are the options for communities and for the taxpayer? 

ANSWER: Yes. FEMA is considering some Debris Removal Program Enhancements as part of the 
implementation of the recommendations resulting from the PA Bottom Up Review (PA BUR). 

Additionally, FEMA has several debris initiatives aimed at increasing the capability of applicants to be more 
self-sufficient in meeting debris removal needs. FEMA currently provides training regarding the various facets 
of debris removal operations, available both at the Emergency Management Institute and online for independent 
study and completion. FEMA has also developed an on-line debris contractor registry tool to assist State and 
local governments in identifying and contacting contractor resources. The Debris Removal Contractor Registry 
tool is available on FEMA’s website at www.fema.gov/business/contractor.shtm . 

FEMA is also developing several initiatives to enhance local capabilities through debris management planning; 
to incentivize applicants to perform their own debris removal work, either through force account labor or local 
contracting; and to improve the efficient and expeditious funding of debris removal operations. 

With regard to options for communities and for the taxpayer, please see initiatives outlined in the above 
response. 

Question: I understand that you are reviewing public assistance programs - are you looking at ways to provide 
more direct FEMA personnel oversight and assistance directly to Mayors and local leaders in order to accelerate 
reimbursement to local communities so that small towns can make timely payments for the work they 
contracted out? 

ANSWER: Level of oversight and accelerated reimbursement are two facets of the Debris Removal Program 
Enhancements being considered as a result of the PA BUR. These program enhancements are currently being 
finalized. Once FEMA’s internal concurrence process is concluded, we will be able to provide briefings on the 
proposed courses of action. 

Question: There are numerous communities in Alabama right now that are waiting reimbursement. . .are there 
ways to simply the process while still allowing for oversight of funds? 

ANSWER: Yes, when conducting the Preliminary Damage Assessment (PDA), FEMA and the State identify 
any circumstances in which there are immediate needs. If a major disaster or emergency is declared by the 
President, and the State determines that damage costs require immediate cash flow, the State may request 
Immediate Needs Funding. Up to 50 percent of the PDA estimate of emergency work will then be placed in the 
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State’s account for work to be completed within 60 days. The State is responsible for disbursement. Because 
this money can be made available in advance of the normal Public Assistance Program process following the 
declaration of a major disaster or emergency, paperwork and processing times are reduced and local 
jurisdictions receive emergency funds sooner. The jurisdiction must have participated in the PDA and be 
included in the President’s declaration to qualify for Immediate Needs Funding. 


Additionally, FEMA can provide Expedited Payments to applicants. Expedited Payments are similar to 
Immediate Needs Funding. Though the State requests Immediate Needs Funding on behalf of all applicants, an 
individual applicant may request an Expedited Payment on its own. The State still processes the request and 
disburses the funds that FEMA obligates. Expedited Payments are made for applicants who participated in the 
PDA and who file a Pre-application {Request for Public Assistance ). FEMA will obligate 50 percent of the 
Federal share of the estimated costs of work under Categories A and B (Debris Removal and Emergency 
Protective Measures) as estimated during the PDA. FEMA will make payment for debris removal within 60 
days after the estimate was made and no later than 90 days after the Pre-application {Request for Public 
Assistance) was submitted. Because the money can be made available on the basis of an estimate, paperwork 
and processing times are reduced and applicants can receive emergency funds sooner than if they followed the 
normal process. 

Question: Is it fair to say that the expertise of the Corps, and the expense that goes with it, is more crucial in the 
first few days of search and rescue than it is in the 30-60 days of debris cleanup following that? 

ANSWER: USACE’s expertise, capability and pre-established contracts give it the ability to mobilize and 
perform work quickly at no immediate cost to the affected State, Tribal or local governments. USACE performs 
all of the activities related to contracting and monitoring, coordinating sites for debris storage and removal, and 
management and oversight of the entire debris removal mission. While this is more expensive than applicant 
performed debris removal operations and applicant-contracted work, there are extreme situations where the 
impacted State, tribal, or local governments are not able to adequately respond to the situation 

Question: My understanding is that if contractors chosen by the Corps, are used, the debris cleanup is 
guaranteed to be paid for, whereas if a Mayor uses an alternative contractor the reimbursement process can take 
many months and sometimes the company goes bankrupt first. Please provide an explanation. 

ANSWER: FEMA and USACE communicate and coordinate closely on debris removal operations and 
FEMA’s eligibility requirements prior to and following disasters. USACE Project Management and Quality 
Assurance staff is trained in and understand FEMA’s funding requirements prior to a mission assignment. This 
staff is responsible for overseeing contractor performance, ensuring environmental regulations are followed; 
and implementing an electronic automated ticketing system to track and verify every load of debris from point 
of collection to point of disposal. This significantly reduces the risk of FEMA payment for ineligible debris 
removal and allows for a streamlined contractor payment process. 

In terms of grant funding to local jurisdictions, FEMA can quickly obligate funds to the State for debris removal 
operations at the local level either through Immediate Needs funding or Expedited Payments. However, States 
and applicants do not often request these streamlined procedures. 

USACE has a direct contractual relationship and payment process with its contractors and any disputes over 
excessive costs or ineligible debris removal are dealt with between USACE and its contractors. As such, 
USACE performance of debris operations limits applicants’ exposure to potential excessive costs claimed or 
ineligible debris removed by contractors. In addition, FEMA grant funding is first obligated to the State. The 
local applicants then draw down funds according to State procedures. In many cases, the local jurisdictions 
must first provide documentation of costs incurred before the funds can be drawn down from the State. The 
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difference in the processes for grant funding from FEMA versus direct payments to contractors by USACE may 
result in a longer reimbursement process in some situations. 

Question; How are FEMA personnel assigned with respect to overseeing contract debris removal and how can 
FEMA make sure that communities are reimbursed in a timely manner when contractors other than the Corps of 
Engineers contractors are chosen? 

ANSWER; FEMA Public Assistance personnel that provide technical assistance to State and local 
governments are trained in debris operations. FEMA does not oversee a local government’s contractors, but 
may monitor the work performed to ensure it meets FEMA eligibility requirements and reduce the risk of fraud, 
waste, or abuse. Many States will not release funds to applicants until cost documentation is submitted, so it is 
important that local communities provide that information in a timely fashion to ensure the reimbursement 
process occurs in an expeditious manner. 

Question: There is concern that local communities receive conflicting information about the various 
contracting methods for debris removal. Are FEMA personnel folly prepared to answer all the questions when 
a Mayor needs help on the front end planning the removal of debris? 

ANSWER: FEMA provides training regarding the various facets of debris removal operations, available both 
at the Emergency Management Institute and online for independent study and completion. FEMA has also 
developed an on-line debris contractor registry tool to assist State and local governments in identifying and 
contacting contractor resources. The Debris Removal Contractor Registry tool is available on FEMA’s website 
at www.fema. gov/business/contractor, shtm . 

Further, FEMA encourages applicants to have a Debris Management Plan in place prior to a disaster that 
outlines the plan for performance of the work, including contract information, staffing, and other pertinent 
information, such as the utilization of temporary debris storage and reduction sites and landfills. FEMA’s 
Debris Management Guide (FEMA 325) provides comprehensive information on debris management planning, 
contracting methods, and FEMA eligibility. 

When requested, FEMA can provide technical assistance to State and local governments on debris removal 
operations following a disaster. FEMA may mission assign USACE to assist in this effort. FEMA and USACE 
can assist local entities in planning debris operations and provide guidance on managing operations, contracting, 
and eligibility. 


Assistance to Firefighter Waivers 

Question: The FY13 budget includes legislative language waiving the stipulation that local communities 
shoulder some of the cost and that they hire new firefighters, which was the original purpose of the program . 
Further, your budget justification includes plans to put forward guidance that funds in FY13 be used to hire 
post-9/1 1 veterans. Administrator Fugate, can you explain to us the rationale for requesting these waivers - and 
for funding that will not actually be executed until sometime in FY14? 

ANSWER; Since the waivers were enacted in Fiscal Year (FY) 2009, Staffing for Adequate Emergency 
Response (SAFER) has funded positions for rehiring firefighters, as well as, new positions. Local communities 
across the country continue to struggle with funding public safety positions and are forced to reduce staffing 
levels. The waivers requested would allow FEMA to provide funding for rehiring firefighters that have been 
laid off due to this economic crisis. Additionally, many communities are concerned about committing to a five 
year period of performance since they cannot predict when the economy will improve, hence the waiver to 
reduce the period of performance to two years. FEMA was able to provide funding to rehire over 2,300 
firefighters with the waivers that were in place for the FY 2009 and FY 2010 grant periods. Additionally, over 
1,000 new positions were funded. 
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Question: If hiring veterans is now a priority, why didn’t you include that in the guidance for FY12 that was 
only released four weeks ago - and how do you justify the need for hiring NEW firefighters that are veterans 
while also requesting a waiver to the requirement that funds be used to hire new firefighters? 

ANSWER: The FY 2012 guidance has not been released, although it is expected to be released in June. The 
FY 2011 guidance was released in December and included the following language on page 6: 

“FEMA strongly encourages applicants, to the extent practicable, to seek, recruit, and hire post-9/11 
veterans to increase their ranks within your department in order to take advantage of the provisions of 
the VOW To Hire Heroes Act of 2011. More information on the Act can be found at 
http://www.gibiH.va.gov/benefits/other_programs/vow.html In FY2012, FEMA anticipates a preference 
for all SAFER applicants to have a policy in place addressing their intent to implement strategies to 
support this Act and to have recruiting efforts aimed at post-9/1 1 veterans 

The waivers allow FEMA to meet the diverse needs of fire departments across the country. While some fire 
departments need to increase capacity (new hire), many are dangerously below minimum staffing levels due to 
budget reductions. FEMA cannot meet the public safety demand without the ability to accommodate the 
requests for new hires and rehiring laid off firefighters. Although the actual decision to either hire new 
firefighters, or rehire laid off firefighters, or retain firefighters will be driven by local needs, there is still a 
benefit to include a veteran’s preference for those communities that need to expand their capabilities and hire 
new fire fighters. 

Public Assistance Bottom Up Review 

Question: In October 2010, you initiated a bottom up review of the Public Assistance program. Additionally, 
in the past year you have worked to decrease the amount of time it takes to approve project worksheets 
associated with public assistance grants. What is the status of this review? 

ANSWER: The Public Assistance Bottom-Up-Review (PA BUR) was initiated last year to perform a thorough 
examination of the Public Assistance program and develop ideas for redesign with the objective of significantly 
improving program efficiency and effectiveness. The PA BUR effort was completed in early January 2012, and 
the findings and recommendations are being incorporated into a comprehensive plan for implementation. 

Question: What changes will FEMA recommend to redesign and streamline the Public Assistance program to 
provide applicants the greater flexibility in the recovery process while ensuring accountability for the use of 
taxpayer dollars, as well as compliance with Federal statutory requirements? 

ANSWER: Once the internal concurrence process is concluded, FEMA will provide more information on the 
proposed actions. 

Question: Will the recommendations require change to existing authorities under the Stafford Act? 

ANSWER: The recommendations are under development. 

Question: How has FEMA addressed the delays in approving the project worksheets required as part of the 
public assistance program? What other changes do you plan? 

ANSWER: FEMA will increase consistency in the delivery of the current PA program across Regions and 
disasters. Improving efficiency in the project worksheet process is one area that we are specifically targeting as 
a short term priority. FEMA is in the process of developing additional guidance and training for field staff as 
well as State and Applicant staff to improve the process. In addition, FEMA is still in the process of designing 
the implementation of the Courses of Action resulting from the PA BUR. 
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Predisaster Mitigation and the National Preparedness 

Question: Administrator Fugate, the FY13 budget includes no additional funding for the Predisaster Mitigation 
grant program, which funds projects such as property acquisitions and elevations, flood mitigation measures, 
and safe rooms. Yet the recently released National Preparedness Goal includes mitigation as one of the five 
main preparedness goals. . .and states that “Mitigation includes those capabilities necessary to reduce loss of life 
and property by lessening the impact of disasters”. . .which is exactly what the Predisaster Mitigation program 
does. How do you justify no funding for this program when mitigation is one of the five mission areas in the 
National Preparedness Goal? 

ANSWER: The Pre-Disaster Mitigation Program provided funds to state, local, and tribal governments for 
multi-hazard mitigation plans and projects and is redundant of other FEMA grant programs; therefore funding is 
not requested and the Budget proposes to terminate the program. Flooding is the nation’s most costly and 
repetitive threat. FEMA will continue to fund flood mitigation projects under the Flood Mitigation Assistance 
Program, the Repetitive Flood Claims Program and the Severe Repetitive Loss Program. In the post-disaster 
environment, FEMA will continue to fund multi-hazard mitigation plans and projects under the Hazard 
Mitigation Grant Program. Additionally, mitigation planning will be an eligible expense for the Emergency 
Management Performance Grant Program and the proposed National Security Grant Program. 

Question: Are you concerned that this potentially terminates one of the few programs that provide mitigation 
funding BEFORE disasters strike, unlike Hazard Mitigation funding that is only available AFTER a disaster? 

ANSWER: There are three programs available under the Hazard Mitigation Assistance programs that provide 
funding for pre-disaster flood related activities. These programs are the Flood Mitigation Assistance, Repetitive 
Flood Claims, and Severe Repetitive Loss programs. These programs fund flood related mitigation projects 
similar to those that were eligible with the Predisaster Mitigation Program. Activities include property 
acquisition and structure demolition or relocation, structure elevation, dry flood-proofing of historic 
residential structures, and minor localized flood reduction projects. Additionally, mitigation planning will be an 
eligible expense for the Emergency Management Performance Grant Program and the proposed National 
Security Grant Program. 

Question: What are the other programs that provide funding prior to disasters and at what level are they 
funded? 

ANSWER: Under the Hazard Mitigation Assistance programs there are three pre-disaster flood related 
programs (Flood Mitigation Assistance, Repetitive Flood Claims, and Severe Repetitive Loss). Funding has 
varied under these programs. 


HMA 

Program 

FY 2010 

FY2011 

FY 2012 

President’s Proposed FY13 

Flood Mitigation 
Assistance 

$40,000,000 

$40,000,000 

$40,000,000 

$120,000,000 

Repetitive Flood 
Claims 

$10,000,000 

$10,000,000 

$10,000,000 

Severe Repetitive 
Loss 

$70,000,000 

$70,000,000 

$10,000,000 

0 
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Question: With the elimination of funding for Predisaster Mitigation grants, what projects could be eligible for 
funding under the National Preparedness Grant Program? 

ANSWER: The vision of the NPGP is to support the implementation of the National Preparedness Goal and 
the five mission areas found therein. The NPGP will support the following Mitigation mission area core 
capabilities: Planning, Public Information and Warning, Operational Coordination, Risk and Disaster 
Assessment and Threats and Hazards Identification. In addition, the NPGP will partially support community 
resilience and long term vulnerability reduction core capabilities. 

Presidential Policy Directive - 8 on National Preparedness: Measuring Outcomes and Informing Budgets 

Question: In November, FEMA submitted the National Preparedness System description to the President as 
required by Presidential Policy Directive - 8. In it, you describe the various “components and how they interact 
to build, sustain, and deliver the core capabilities in order to achieve the National Preparedness Goal.” Some of 
these components already exist and some will have to be developed. What are some of the existing programs 
that will be incorporated into the National Preparedness System, and what gaps exist? 

ANSWER: Many of the programs and processes that support the components of the National Preparedness 
System exist and are currently in use. These include the National Incident Management System (NIMS), 
Comprehensive Assessment System (CAS), National Exercise Program (NEP), Remedial Action Management 
Program (RAMP), federal preparedness assistance programs (e.g., grants and technical assistance), and 
comprehensive preparedness guidance. While these programs and processes already exist, many are being 
further refined and aligned with the requirements and intent of PPD-8. Other programs and processes are 
currently under development to fill gaps or promote consistency, including the Comprehensive Preparedness 
Guide 201 : Threat and Hazard Identification and Risk Assessment (THIRA) and the National Planning System, 
both of which build upon existing processes. 

Question: How do you see this System informing budget decisions and resource allocations? Are there funding 
requests in your FY13 budget that were informed by these efforts? 

ANSWER: Exercises, the Remedial Action Management Program (RAMP), and the Comprehensive 
Assessment System (CAS) provide the means to evaluate and validate current capabilities and to actively 
monitor and report progress on building, sustaining, and delivering capabilities. This analysis and reporting, 
with the annual National Preparedness Report as the principal product, will aid the allocation of preparedness 
resources and identify planning requirements to support national preparedness. 

Almost all of FEMA’s Protection and National Preparedness programs and projects are either informed by or 
inform the implementation of PPD-8. One major example is the FY13 request to reform the preparedness 
grants. As described in the vision document, the FY13 National Preparedness Grant Program (NPGP) seeks to 
sustain and continue to build on the core capabilities in the National Preparedness Goal in order to create robust 
national capacity based on cross-jurisdictional and readily deployable state and local assets. The NPGP will also 
utilize the capability estimation process (described in the THIRA CPG) employed by applicants and verified by 
DHS to determine capability and resource deficiencies to inform the allocation of grant dollars by grantees. 

Question: What type of metrics will be used in this process and are you engaging stakeholders in creating 
quantifiable metrics? 

ANSWER: As mandated by Presidential Policy Directive 8: National Preparedness (PPD-8), the National 
Preparedness System is the instrument the Nation will employ to build, sustain, and deliver the core capabilities 
identified in the National Preparedness Goal in order to achieve a secure and resilient Nation. The components 
of the National Preparedness System include: identifying and assessing risk, estimating the level of capabilities 
needed to address those risks, building or sustaining the required levels of capability, developing and 
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implementing plans to deliver those capabilities, validating and monitoring progress, and reviewing and 
updating efforts to promote continuous improvement. 

An important component of the National Preparedness System is ongoing monitoring to ensure core capabilities 
are built to achieve the National Preparedness Goal and that current capabilities are sustained. A comprehensive 
assessment system (CAS) is used to measure and monitor this progress on behalf of the whole community. The 
National Preparedness Report (NPR), as mandated by PPD-8, is the principal product of CAS. This annual 
report summarizes the progress made toward building, sustaining, and delivering the 31 core capabilities 
(including preliminary targets) described in the National Preparedness Goal. 

FEMA worked with the full range of whole community partners — including all levels of government, private 
and nonprofit sectors, faith-based organizations, communities, and individuals — to develop the 2012 National 
Preparedness Report. Specifically, FEMA collaborated with federal interagency partners to identify quantitative 
and qualitative performance and assessment data for each of the 3 1 core capabilities. In addition, FEMA 
integrated data from the 201 1 State Preparedness Reports (SPRs), statewide self-assessments of core capability 
levels submitted by all 56 U.S. states and territories through a standardized survey. Finally, FEMA conducted 
research to identify recent, independent evaluations, surveys, and other supporting data related to core 
capabilities. FEMA synthesized, reviewed, and analyzed all of these data sources in order to derive key findings 
that offer insight on critical issues in preparedness, including areas where the Nation has made progress and 
where areas of improvement remain. 

As part of the National Preparedness System, stakeholders are further refining preparedness measures and 
metrics. These include five mission area planning frameworks, interagency operational plans, and department- 
level, State, local, tribal, and territorial plans. Future NPRs will use these measures and metrics to better inform 
progress made towards building, sustaining, and delivering the core capabilities in the Goal. 

PPD - 8 on National Preparedness: An-all-of-Nation Approach 

Question: PPD - 8 focuses on what is called an “all-of-Nation” approach to disaster preparedness that will 
require integration not just between Federal, state, and local stakeholders but also the private and non-profit 
sectors. As budgets are reduced, this type of integration and collaboration is needed more than ever. 
Specifically, what will have to change to fully develop integration between the Federal government and State 
and local government? 

ANSWER: PPD-8 affords the opportunity to integrate efforts across all sectors and all levels of government. 
Each deliverable required by the directive focuses on building on existing strengths, closing existing gaps, and 
integrating efforts amongst the whole community and across all mission areas. The National Planning 
Frameworks will provide the strategic doctrine for each mission area while the Federal Interagency Operational 
Plans (FIOPs) will identify the tactics and procedures for how each mission area will be executed. 
Comprehensive planning guidance will be developed and provided to help partners develop adequate, feasible 
and complete plans for each mission area. The Frameworks, FIOPs, and planning guidance, as part of the 
National Preparedness System, will support integration across all levels of government and mission areas. In 
order to truly accomplish full integration, the whole community (government and non-government) must be 
considered as part of a unified team to make our nation more secure and resilient from all threats and hazards. 

In order to change behavior and create a unified team representing the whole community, FEMA will lead the 
development of a national public preparedness and outreach campaign. This campaign will engage members of 
the public at both the local and national levels to improve individual and community ability to strengthen their 
own resilience to disasters. This campaign will reinforce the unified, whole-of-Nation approach to strengthening 
national resilience. 

Question: How do you envision this system incorporating the private sector? 

ANSWER: Individual communities, including businesses and private organizations, can implement the 
components of the National Preparedness System to enhance the preparedness level of their community, which 
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in turn enhances national preparedness. Additionally, at a national level, the private sector plays a large role in 
the Building and Sustaining Capabilities component of the System. For example: 

• Jurisdictions may draw upon local private sector resources to help fill an identified capability gap. 

• The system encourages private sector organizations to conform to voluntary, consensus-based NIMS 
standards, which will improve interoperability across the Nation and enhance capabilities. Certification 
under the Department’s Private Sector Preparedness Program (PS Prep) is one such example. 

• The National Training and Education System will engage existing academic institutions and private 
organizations, in addition to government training facilities and other organizations, to provide training and 
education. 

• The National Planning Frameworks, which establish the doctrine for Prevention, Protection, Mitigation, 
Response, and Recovery, address the integration of the private organizations into national preparedness. To 
develop the Frameworks in an accurate, transparent and meaningful way, FEMA and its partners engaged 
more than 200 representatives from private and non-profit organizations in a series of 8 nationwide 
webinars and 6 in-person workshops. These events focused on encouraging input to inform the creation of 
the Frameworks and on obtaining feedback on the resulting working drafts. Organizations from various 
industries and markets participated, including finance, healthcare, telecomm, transportation, energy, as well 
as faith-based organizations and academia. Currently, the Framework authors are incorporating feedback 
and ideas into the working drafts, which are due on June 30, 2012. 

Question: What changes have you already implemented and what others will we see in the next twelve months? 

ANSWER: We completed the National Preparedness Goal and the National Preparedness System description 
in the fall of 201 1, which in turn resulted in some changes to existing programs and tools. For example, the 
guidance for the funding opportunity announced in February 2012 Homeland Security Grant Program and 
related grants reflects building and sustaining core capabilities as defined in the National Preparedness Goal and 
using the Threat and Hazard Identification and Risk Assessment (THIRA) process as referenced in the National 
Preparedness System description. Additionally, we have begun to transition from assessment against the Target 
Capabilities List to the core capabilities defined in the current National Preparedness Goal. The transition to 
core capabilities expands the focus to include Mitigation, allows greater focus on Prevention and Protection 
activities, and supports programmatic, steady-state, and operational activities. 

Within the next twelve months, we will publish the new National Planning Frameworks, as well as the first 
annual National Preparedness Report, Federal Interagency Operational Plans, and new comprehensive planning 
guidance. As a result, doctrine, strategy, and tactics executed under the Frameworks and Federal Interagency 
Operational Plans will be developed and/or enhanced, integrated with other mission areas, and take into account 
the roles and responsibilities of the whole community. Comprehensive planning guidance for the mission areas 
will help state, local, tribal, and territorial partners develop integrated, comprehensive plans. 

Grant Reform 


Question: Thus far, all we’ve seen is a “vision” document but that was lacking the details you need to 
implement a program. What is the status of guidance for the states to review for the new National Preparedness 
Grant Program? 

ANSWER: FEMA/Grant Programs Directorate (GPD) is implementing a comprehensive outreach effort to 
include the thoughts, concerns and opinions of its state and local stakeholders in the development and 
implementation of the FY 2013 National Preparedness Grant Program (NPGP). The vision was intentionally 
written in broad terms to allow our state and local partners to be part of the development processes. On March 
15, 2012, FEMA/GPD announced its new interactive website dedicated to encouraging discussions of the 
proposed NPGP. Through this website, GPD will be able to engage in an ongoing dialogue with the stakeholder 
community and listen to the thoughts, concerns and ideas of state, territorial, local, tribal, the private sector, 
non-governmental and faith-based organizations/govemments. GPD has actively encouraged discussions and 



294 


conversations with our partners since the President’s FY 201 3 budget was announced on February 13, 2012. 
GPD is committed to continuing these discussions through one-on-one meetings, presentations, workshops, 
conference calls, and webinars. 

Question: Will you provide funding to high-risk urban areas, port authorities, and transit agencies as you have 
in the past.. .or will funding be provided solely to states for distribution? 

ANSWER: While many details of the National Preparedness Grant Program (NPGP) remain to be developed, 
the current plan calls for NPGP funds to be distributed through the States. The States will be responsible for 
coordinating the application process to avoid duplication and ensure that the limited Federal funding available is 
used in the most efficient manner. The NPGP is broadly seen as focusing on the development and sustainment 
of the core capabilities identified in the National Preparedness Goal in order to build a national preparedness 
capacity based on readily deployable State and local assets. 

We expect to allocate funds under the NPGP across three broad purpose areas. These are: 1) Building and 
Sustaining Core Capabilities, 2) Enhancing Terrorism Prevention and Protection capabilities, and 3) Critical 
Infrastructure and Key Resource Protection. As envisioned, minimum allocations will be available to States and 
Urban Areas for the purpose of developing and sustaining core capabilities and enhancing terrorism prevention 
and protection capabilities. Funds will be distributed to States on a competitive basis. Funds distributed on a 
competitive basis will be validated through the FEMA Regional and State Threat and Hazard Identification and 
Risk Assessment (THIRA). 

Question: Furthermore, if allocations are dependent upon a state's threat and risk assessments, when will you 
provide guidance on the process that you announced over a year ago? 

ANSWER: Allocations of grant dollars are not determined by a state’s THIRA but, rather, will continue to be 
determined by population and risk allocation formulas. Output from THIRAs will help jurisdictions recognize 
their greatest risks, identify capability targets and inform how investments such as grant dollars could best be 
spent. Comprehensive Preparedness Guide (CPG) 201 : Threat and Hazard Identification and Risk Assessment 
will be released in April, 2012. CPG 201 contains a five-step THIRA process which is adaptable to the needs 
and resources of local, tribal, territorial, and state homeland security and emergency management partners. In 
addition to the guidance document, a CPG 201 Toolkit with online resources, references, and example tables 
was also released in April, 2012 to assist our state and local partners in completing a THIRA. THIRAs are 
required to be submitted to the grantee’s FEMA Federal Preparedness Coordinator by the end of the calendar 
year, December 31, 2012. 


Reception and Representation 

Question: How does FEMA plan to utilize its reception and representation expenses in 2013? To date, how 
much has been spent in 2012 and what is the plan for the remainder of the fiscal year? Please provide details 
for each expenditure. 

ANSWER: For FY 2012, the $2,500.00 fund is broken out as follows: 

$1,500.00 for Gifts and mementos (ie. FEMA challenge coins for international visitors). 

$1,000.00 for Boxed lunches for international visitors to FEMA such as: 

Urban Search and Rescue personnel from 6 international teams to discuss challenges in getting qualified 
teams to developed countries quickly. 

Canada emergency management working group discussion 
Mexico emergency management working group discussion 
Israeli annual meeting 
Multilateral resiliency meeting 

To date none of the $2,500.00 has been obligated. The FY 2013 funding level has not been established, but 
FEMA would use its reception and representation funds in the same way as outlined for FY 2012. 
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Hiring 

Question: Please list the number, by office and pay grade level, of ail FEMA employees hired non- 
competitively in fiscal year 201 1 and explain why this was necessary. 


ANSWER: Please see the attached spreadsheet tab titled “Non-eomp hires/'' These were “special appointment 
authorities” - VRAs; students; disabilities, etc. 

Defense-Activity Funding 

Question: How much defense-activity funding is requested for FY 2013? If funding is requested, why was this 
amount not included in the detail table accompanying the budget submission? 

ANSWER; FEMA is requesting $58 million of defense-activity funding for FY 2013. This funding is found in 
Analytical Perspectives, Budget of the United States Government, Fiscal Year 2013, Table 33-1 “Federal 
Programs By Agency and Account” pages 1 80 (State and Local Programs) and 1 82 (Salaries and Expenses). 

Contracts 


Question: Please provide for the record, the number of noncompetitive contracts FEMA has entered into in 
fiscal year 2011, what is anticipated in 2012 and 2013, and an explanation as to why a non-competitive contract 
was chosen. As part of this response, please clearly delineate other transactional agreements and those 
purchases made from the GSA approved listings. 


ANSWER: Below is our response regarding FY 201 1 noncompetitive awards. We are gathering the data for 
FY 2012 and 2013 anticipated noncompetitive awards however a constructive response requires coordination 
with FEMA Program Offices and will take time to compile. We will continue to work on this answer and will 
stay responsive to the committee. 

The total number of new contract actions (not counting modifications) for FY 201 1 was 5,1 14. This equated to 
$889,619,229. 

The total number of noncompetitive actions awarded in FY 201 1 was 666. This represents 1 3% of the total 
number of new contract actions awarded on a noncompetitive basis. The reason for those noncompetitive 
awards is provided in the following table. 
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Category 


: FY 2ft! 1 Actions Volume ; 
; f# of Contract Awards} ■ 


FY 2011 Actions ftq 
|S Obligated] ; 


Not Available for Competition 

143 

$29,472,021 

Not Competed 

238 

$26,083,176 

Not Competed -Simplified Acq. 

Proc. 

281 

$13,816,607 

Follow-on to Competed Action 

4 

$15,695 

TOTAL Noncompetitive 

666 

$69,387,499 


• Not Available for Competition : The action is not available for competition, e.g., awards directed to Ability 
One, UNICOR, or a regulated utility in accordance with FAR Part 41 . 

• Not Competed : This includes actions awarded pursuant to FAR Part 6.3 - Other than Full and Open 
Competition, e.g., a follow-on contract for the continued development or production of a major system or 
highly specialized equipment, awards to a unique source, awards to vendors with patent or data rights, 
utilities contracts in some circumstances, and urgency. 

• Not Competed - Simplified Acquisition Process : Noncompetitive actions issued under FAR Part 1 3, in 
accordance with FAR 13. 106- 1(b). 

• Follow-on to Competed Action: Competition would result in duplication of costs or unacceptable delays. 

Other Transactional Agreements - FEMA did not enter into any other transactional agreements. 

Noncompetitive Purchases through GSA Schedule Contracts There were 1 50 noncompetitive contract actions 

based on GSA Schedule contracts. 

Question: In total, how much of your awards are competitive? Please answer in dollar amount and percentage. 


ANSWER: FEMA awarded 9,334 actions [contracts and modifications] valued at $1,382,758,655, as reported 
in FPDS-NG Standard Reports. The number in the following table is 77.5% percent of the total awarded dollars 
of $1,382, 758,655 


FY 2011 Contract Actions Inclusive of New Actions and Modifications 



$1,071,922,225 

■ 

77.5% 




297 


Question: Update and submit, through the most recent month available, the list provided in last year’s hearing 
record regarding Sole Source Contracts. Organize by contractor, purpose, appropriation account, dollar award, 
full performance value, contract start date, contract end date, and reason for sole-source. 

ANSWER: Please see the attached spreadsheet tabs titled “Contracts - Part A” and “Contracts - Part B’\ 


Question: Please provide for the record a list of all FEMA contracts, grants and other transactions where work 
is performed outside of the United States. Organize by contractor, purpose, dollar award, full performance 
value, contract start date, and contract end date. 


ANSWER: FEMA’s Office of the Chief Procurement Officer has identified two contract actions where work is 
performed outside the United States. The required information is provided below. FEMA does not have the 
authority to enter into other transactions. 








DARREN E 

PRICE 

INSTRUCTION AND 
FACILITATION OF 

ADAPTED MASTER 

EXERCISE 
PRACTITIONER 
PROGRAM (MEPP) 
TRAINING IN CHINA. 

$6,800.00 

$6,800.00 

7/25/201 1 

8/27/2011 

MARION L 

SLOANE JR 

INSTRUCTION AND 
FACILITATION OF 

ADAPTED MASTER 
EXERCISE 

PRACTITIONER 
PROGRAM (MEPP) 
TRAINING IN CHINA. 

$6,820.00 

$6,820.00 

7/25/20 1 1 

8/27/2011 


Bonuses 


Question: Please provide a table showing how much is requested in the 2013 budget for bonuses for FEMA 
political employees, FEMA SES employees, and FEMA non-SES employees. 

ANSWER: No funding is requested in the 2013 budget for bonuses (awards) for FEMA political employees. 
For FEMA SES employees $400,000 is budgeted in 2013 for bonuses. For FEMA non-SES employees $9,258 
million is budgeted in 201 3 for bonuses, which includes an estimate of up to $4,339 mi llion for Disaster Relief 
Fund (DRF) temporary and part-time employees if 2013 DRF salaries and benefits are executed as projected. 
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SES FY 2013 Award Budget 

$400,000 

Non-SES FY 2013 Award Budget 

$9,258,090 

of which DRF estimated FY 2013 Award Budget 

$4,339,330 


Question: Please list all FEMA SES bonuses provided in 201 1 by position, office, and bonus amount. 
ANSWER: Please see the attached spreadsheet tab titled “SES Bonuses”. 

Question: Please list by office and pay grade level the number of non-SES employees who received a bonus or 
quality step increase (qsi) in 201 1, the total bonus/qsi expenditures for the particular office and pay grade, and 
the total number of employees in the office and pay grade. 

ANSWER: Please see the attached spreadsheet tab titled “non-SES Awards”. 

Travel 


Question: Please provide for the record a table that shows all funds expended by FEMA political employees 
for travel in 2011 . Include name of individual traveling, purpose of travel, location(s) visited, and total cost. 

ANSWER: Please see the attached spreadsheet tab titled “Travel”. 
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Unobligated Balances 

Question: Please provide unobligated balances within FEMA, by appropriation account, and when you 
anticipate that they will be expended. 

ANSWER: Please provide unobligated balances within FEMA, by appropriation account, and when you 
anticipate that they will be expended. 


DEPARTMENT OF HOMELAND SECURITY - FEDERAL EMERGENCY MANAGEMENT AGENCY 

1,- AS OF FEBRUARY 29; 2012 ''77ZZ7 '1... 



Unobligated 



Authority 

Projected 

Appropriation 

(Carryover) 

Expenditure 

Flood Hazard Mapping and Risk 
Analysis 70-X-0500 

2,185,969 

Approx 33% of unobligated balances will be 
expended by end of FY2012. 

State and Local Programs 70-X-Q560 

9,027,252 


Approx 44% of unobligated balances will be 
expended by end of FY2012. 




National Predisaster Mitigation Fund 
70-X-0716 

175,420,472 

On average, awards expense over a six year 
period from date obligated. 




National Flood Insurance Fund 70-X- 
4236 

2.135,743,577 

$1 6 billion has been expended to date, with the 
remaining to be fully expended in FY 2012 




Radiological Emergency 

Preparedness 70-X-0715 

44,249,123 

Approx 76% of unobligated balances will be 
expended by end of FY2012. 

Office of Domestic Preparedness 70- 
X-0511 

1,316,513 


This acct previously rescinded. No plans for 
these unobligated balances. 


463,306,103 


Assistance to Firefighters Grants 70- 
11/12-0561 

Approx 22% of unobligated balances will be 
expended by end of FY2012. 


5,436,871 


Management and Administration 70- 
11/12-0700 

Anticipate full unobligated balances will be 
expended by end of FY2012 




National Predisaster Mitigation 

Grants 70-X-0701 

3,509,246 

On average, awards expense over a six year 
period from date obligated. 




Administrative and Regional 

Operations 70-X-0712 

2,110,488 

Anticipate full unobligated balances will be 
expended by end of FY2012. 




TOTAL, FEMA 

2,842,305,614 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE David Price 

Administrator Craig Fugate, Federal Emergency Management Agency 


Committee on Appropriations 
Subcommittee on Homeland Security 
FY 2013 Budget Request - FEMA 
March 7, 2012 


New National Preparedness Grant Proposal: 

Question: The President’s budget for FY 2013 has several changes to the State and Local grant program. It 
proposes: (1) streamlining 16 separate preparedness grant programs into a single, newly titled National 
Preparedness Grant Program - not including continued separate line items for EMPG and Firefighter Grants (2) 
implementing a new two year period of performance with very limited extensions, (3) using a competitive risk- 
based model for making funding decisions; (4) requiring grantees to develop and sustain core capabilities; and 
(5) using strong incentives to speed up spending of State and local grant balances. It takes the FY 2012 
Appropriations Act, which provided essentially one block of funding for the 1 6 grants programs (with a few 
carve outs), a step further. Yet questions remain on how it would be implemented and how previously 
identified challenges with the grant program will be addressed. These challenges include questions about DHS’ 
ability to develop risk models that appropriately account for threat, vulnerability, and consequence, which is one 
the main foci of these grants. Administrator Fugate, how are you planning to implement this new grant 
program? 

ANSWER: The Fiscal Year (FY) 2013 National Preparedness Grant Program (NPGP) seeks to sustain and 
continue to build on significant slate, territory, tribal and local preparedness capabilities that have been 
developed to prevent, protect against, respond to and recover from all kinds of disasters and threats. These 
capabilities represent a robust national capacity based on cross-jurisdictional and readily deployable state and 
local assets. To increase efficiency, FEMA will consolidate current grant programs into a comprehensive 
NPGP (excluding EMPG and Fire grants). The NPGP will enable grantees to develop and sustain core 
capabilities outlined in the National Preparedness Goal instead of requiring grantees to meet the mandates from 
multiple individual, often disconnected, grant programs. 

Consolidating grant programs and streamlining the grant application process reduces the burdens placed on state 
and local grantees and is consistent with the Redundancy Elimination and Enhanced Performance for 
Preparedness Grants Act. The resulting increased efficiency will enable grantees to focus on how federal funds 
can add value to the jurisdiction’s prioritization of threats, risks and consequences while contributing to national 
preparedness capabilities. In addition, all states and territories are required to complete a comprehensive Threat 
Hazard Identification and Risk Assessment (THIRA) which provides an approach for identifying and assessing 
risks and associated impacts across their state/territory'. NPGP will be one tool that states and territories will 
use to address their identified threats and risk. The coordination that will be achieved through NPGP will assist 
grantees in their efforts to address the gaps identified in their THIRA, while building important statewide and 
national capabilities. 
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Question: How does FEMA plan to distribute funding using a competitive risk based model — especially in a 
consolidated grant program — when each of the separate programs uses different inputs and has different focus 
areas? For example, how would FEMA compare a port project to a transit project in a major urban area? What 
criteria will be used to evaluate across these projects — which previously would have been considered 
separately? 

ANSWER: Many details of the NPGP are under development in coordination with stakeholders. That said, the 
NPGP is broadly seen as focusing on the development and sustainment of the core capabilities identified in the 
National Preparedness Goal in order to build a national preparedness capacity based on readily deployable State 
and local assets. 

Under the NPGP, funds will be distributed across three broad purpose areas. These are: 1) Building and 
Sustaining Core Capabilities, 2) Enhancing Terrorism Prevention and Protection capabilities, and 3) Critical 
Infrastructure and Key Resource Protection. As envisioned, minimum allocations will be available to States for 
the purpose of de veloping and sustaining core capabilities and enhancing terrorism prevention and protection 
capabilities. Other funds will be distributed on a competitive basis. Funds distributed on a competitive basis 
will be validated through the FEMA Regional and State Threat and Hazard Identification and Risk Assessment 
(THIRA). 

In FY 2012, both the Transit Security Grant Program (TSGP) and the Port Security Grant Program (PSGP) are 
fully competitive using a comprehensive risk methodology, as well as a review of their investment 
justifications. Transit agencies and port areas will remain eligible to apply under the FY 2013 NPGP. Part of 
the coordination that will be required under the FY 2013 NPGP is coordination between the State and other 
important homeland security partners such as transit agencies and port areas to identify needs to be filled and 
capabilities to be sustained. Funding will be determined by what needs should be addressed and by what 
capabilities should be sustained rather than whether the applicant is a port or transit system. 

DHS/FEMA will continue to evaluate programs and funding levels using a comprehensive risk formula that 
takes into account current threats, vulnerabilities, and consequence factors. DHS/FEMA will also review the 
Threat and Hazard Identification and Risk Assessment ( THIRA) submitted by each State to assist in making 
funding determinations. 

Question: Why do you need to get rid of the line-item listing of grant programs in your statutory language for 
2013? If we were to include that list in our Appropriations bill, as we did in FY12 for instance, what could you 
not do that you want to do? 

ANSWER: FEMA is proposing one consolidated grant program, the National Preparedness Grant Program 
(NPGP), in an effort to reduce duplication and increase efficiency. As proposed, the NPGP will continue to fund 
current activities but do so in a manner that allows for comprehensive funding choices which cut across 
individual funding streams or programs. 


If FY 2013 grants were appropriated in the same manner as FY 2012, DHS could generally still implement its 
vision for FY 2013, however, some added flexibility could be beneficial. The following issues, but not limited 
to these issues, are likely to arise: 

• The 9/1 1 Act is focused on terrorism while DHS’s vision for 2013 has an all hazards focus, but 
the equipment purchased for terrorism in most situations could be used in an all hazards context; 
removing the terrorism -only requirements for SUSP and UASI would be beneficial (9/1 1 Act §§ 
2003(a) and 2004(a)); 

• The strict 80/20 provision requiring the state to make 80% of the grant funds received available 
to local and tribal governments may prevent some of the vision from being implemented. While 
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FEMA will strive to maximize local use of funds, additional flexibility would be beneficial (9/1 1 
Act § 2004(c)(1)(a)); 

• The minimum allocations to each state would be followed if continued, however, flexibility in 
this requirement would be beneficial (9/1 1 Act § 2004(e)); and 

* The requirement that 25% of the SUSP and UASI funds must be used for LETPP will also be 
followed if continued, although flexibility in the overall percentage would help some state, local 
or tribal governments to maximize their investments (9/3 1 Act § 2006(a)(1)). 

• The Transit Security Grant Program (TSGP) requires that grants go directly to public 
transportation agencies, thus if all funds were to go to NPGP, which presumably would be 
administered by the States, it would be beneficial to add flexibility to this requirement (6 IJ.S.C. 
§1135); and 

* The Port Security Grant Program (PSGP) provides that the allocation of funds based on risk to 
implement Area Maritime Transportation Security Plans and facility security plans may be 
awarded among port authorities, facility operators, and State and local government agencies 
required to provide port security services. Thus, if all funds were to go to NPGP, which 
presumably would be administered by the States, it would be beneficial to reduce flexibility to 
this requirement so that all funds would go through the States (46 U.S.C. § 70107(a)). 

Question: GAO has reported (GAO-09-491, GAO-12-47) that the limited drawdown amounts among grant 
programs are due to a variety of factors. One of these factors is that agencies are reluctant to pay for projects 
until completion, so reimbursement often comes at the end of the performance period. According to FEMA 
officials, the agency is now planning to increase project draw down and speed up spending, and to require 
grantees to complete projects within a shorter designated period of performance. What impact does FEMA 
anticipate, if any, in requiring grantees to complete projects more quickly? 

ANSWER: In an effort to comply with the requirement to increase the rate of drawdown grantees have begun 
surveying currently proposed projects to determine which of those projects can be completed within the 
established timeframes. In some cases, projects arc of the nature that they can be completed in the near future 
with no impact to the planned outcome. In other cases, projects are complex multi-year endeavors, and to meet 
the two year requirement they have to segregate these projects into distinct phases to comply with the two year 
period of performance. Lastly, grantees may need to modify the scope of the project(s) or provide justification 
for an extension to the grant period of performance. Moving forward into FY 2013 and beyond, the shorter 
period of performance will encourage grantees to focus their efforts on projects they believe will be completed 
within the period of performance. 

Question: What measures will FEMA put into place to mitigate the risk of inappropriate spending as grantees 
attempt to expend their grant funding within a shorter timeframe? 

ANSWER: In the event a grantee elects to reprioritize funds, FEMA has developed a process to ensure 
grantees submit project information for review. Those requirements are detailed in Information Bulletin #379 
which states: 

Grantees must include the following information in their requests: 

1. A revised project budget and implementation timeline; 

2. A description of how the project supports one or more core capabilities contained within the National 
Preparedness Goal (NPG); 

3. A description of how any new project and associated project costs are in alignment with the programs’ 
respective authorizing legislation (i.e., 9/1 1 or SAFE Port Acts); 
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4. A description of the mechanism through which any resources purchased with grant program dollars per 
the expanded program allowability will be deployable or otherwise shared by neighboring jurisdictions 1 ; 

5. Environmental and Historic Preservation (EHP) documentation, if applicable; and 

6. Assurances that the expenditure of federal funds will comply with Title VI laws and other regulations 
prohibiting discrimination by grantees/recipients of federal funds. 


Additionally, ongoing programmatic and financial monitoring will continue and as part of those efforts FEMA 
staff examines a number of project and grant management issues to include allowable costs. 

Question: GAO has reported that FEMA needs to improve oversight and coordination of its preparedness grant 
awards to identify and address any unnecessary overlap and duplication. How does FEMA plan to coordinate 
preparedness projects under the consolidated grant structure - i.e. what benefits, if any, would a consolidated 
program have with respect to FEMA’s ability to compare projects in order to minimize the risk of duplication? 

ANSWER: A consolidated grant structure provides FEMA with a higher degree of oversight and coordination 
of grant awards by combining all funding requests into one application. The single application will be 
submitted to FEMA on behalf of the entire state/territory. The state/lerritory will, for the first time ever, have 
oversight into all funding requests including those from urban areas, port areas, and transit agencies. Once 
FEMA receives the application from the state/territory, there will be one application for FEMA to review, 
which also provides a mechanism for oversight on all funding requests statewide. If the state/territory and 
FEMA both have increased oversight into all projects that are funded by a particular state, the possibility of 
funding duplicative projects is greatly reduced. 

Question: If FEMA is consolidating its entire grant programs into a single National Preparedness Grant 
Program, do you anticipate any savings in administrative costs? 

ANSWER: Initially, savings will be limited because FEMA will be creating a competitive, complex, and 
multifaceted grant program while simultaneously administering and managing the existing open grant awards. 

In future years, assuming that FEMA continues to maintain one large preparedness grant program, the cost for 
managing and administering the preparedness grant programs will likely drop as awards are closed and there are 
fewer grants to manage. 

Question: How much does FEMA expect to save in administrative costs by consolidating these grant programs 
into a single National Preparedness Grant Program? 

ANSWER: Potential cost savings are under development. 

Question: What is the status of FEMA’s implementation of its Non-Disaster Grants Management system and 
how will it be used under this consolidated approach for National Preparedness grants? ? 

ANSWER: The Non-Disaster Grants Management System (ND Grants) is being implemented in a phased 
approach. ND Grants was used for the first time for FEMA's preparedness grant application period in May 
2011. The current implementation ofND Grants supports application submission; application review, award 
package creation, and post award grant amendments. The next phase includes the migration of historical data 
from the Department of Justice, Office of Justice Program Grants Management System into ND Grants, 
construction of a financial interface between FEMA’s financial system and ND Grants, and integration and 
enhancement of the Grant Reporting Tool (GRT) capabilities of collecting project level data and sub-grantee 
functionality. This will allow for the retirement of the GRT for the FY 2013 grant cycle. Other manually 
processed grant programs outside the National Preparedness suite have been, and will continue to be 
consolidated in and automated with ND Grants. During FY 2013, a connection will be established to the 
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Enterprise Data Warehouse which will allow for flexible standard and ad hoc reporting capabilities. The last 
phase will be to perform system modifications to allow for consolidation of legacy grants management systems 
such as the Assistance to Firefighters Grant system and the Mitigation eGrants system which will start in FY 
2013 and we anticipated completion during 2014. 

The current implementation of the Non-Disaster Grants Management System (ND Grants) is capable of 
supporting the consolidated approach for National Preparedness Grants. It will be used for application 
submission, review, award package creation, and post award grant amendments. The planned phased 
implementation of ND Grants will continue to enhance FEMA’s efficiency in managing and reporting on these 
grants. 

Question: What adjustments to the system will be needed, if any, due to the consolidation of the grant 
programs? 

ANSWER: No adjustments to the system or the planned phased implementation will be needed due to the 
consolidation of the grant programs. 

Question: Will this system be fully functional and able to assist FEMA in coordinating its review of 
preparedness grants? 

ANSWER: Although the Non-Disaster Grants Management System, will continue to be expanded, it is 
currently operational and capable of assisting FEMA in coordinating its review of preparedness grants. 

Emergency Management Performance Grants 

Question: Administrator Fugate, there appears to be a major change in the EMPG Guidance for FY 2012, The 
EMPG program has formerly been very straightforward and simple - it was designed to provide financial 
support to assist in developing basic capacity for emergency management among those statutorily charged with 
emergency management responsibilities at the State and local government levels. I have long been a supporter 
of this program and the activities they undertake with these funds. But your new guidance expands the use of 
these dollars. It permits EMPG funds to be sub granted to non-government emergency management stakeholder 
entities, such as non-profits, public and private universities, hospitals, and faith-based entities. Are there 
specific items or entities you want to fund that you simply cannot without this change? 

ANSWER: FEMA added this provision to the EMPG Funding Opportunity Announcement (FOA) in order 
ensure that the whole community is included the emergency management discussion, however, it was not 
adequately vetted with the stakeholder community. As a result, FEMA issued Information Bulletin (IB) # 383on 
03/09/12. which eliminated the language in question from the FOA. To provide flexibility to States and 
territories, without establishing any requirement to fund certain organizations, the follow language was included 
in the IB: 


A comprehensive State emergency management system must engage stakeholders at all levels. 
Local emergency management organizations should remain informed and have the opportunity 
to provide input to State planning processes. Although FEMA expects States to include support 
for their local jurisdictions in the EMPG Program, each Governor is responsible for determining 
the appropriate amount of funding to be passed through to support the development or 
enhancement of local emergency management performance capabilities. 
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Question: As you are no doubt aware, many in the emergency management community are concerned with this 
proposal. Is there reason for entities that currently receive funds to be wary? 

ANSWER: As stated above, GPD has corrected the EMPG Guidance. FEMA did not intend to imply new 
funding requirements in FY 2012. Funding decisions still remain with the States and local recipients. 

Disaster Relief Fund 


Question: The FY 2013 budget requests $6,089 billion for the Disaster Relief Fund. Of this total, $5,481 
billion is for major disasters and is funded using from the new BCA disaster category. The remaining $608 
million will be to fund non-major disaster items such as wildfires, surge, and disaster readiness activities. The 
request is $987 million below the FY 2012 enacted level, but FEMA estimates that this level will fully fund 
catastrophic expenses in 2013 (as required by the BCA). 

Administrator Fugate, this is the first time in 5 years that I (either as Chairman or Ranking Member) have not 
questioned the paltry appropriations request for Disaster Relief; an appropriations request which largely ignored 
the multi-year costs to recover from a catastrophic event. So first off, 1 must say that I am pleased to see a 
$6.09 billion request for Disaster Relief for 2013. What I do have questions about however is how your request 
was built. Your request does not assume any catastrophic events in 2013. Is that realistic? In 2011, for 
example, we had 99 major disasters alone, some of which, such as the Alabama and Missouri tornados reached 
the catastrophic threshold of over $500 million. When was the last fiscal year without a catastrophic event? 

ANSWER: The DRF 2013 request includes no funds for new catastrophic events that may occur in 2013. FY 

2009 was the last year without a catastrophic event. 

Question: If catastrophic disasters occur either during the remainder of 20 1 2 or 201 3, how do you anticipate 
funding these needs? 

ANSWER: FEMA's FY 2013 DRF budget request assumes that any new catastrophic events in 2012 or 2013 
that cannot be funded with our current resources will be funded with supplemental funding in accordance with 
the Budget Control Act. 

Question: Over the past two years, FEMA has had to be very aggressive in recovering funds and closing out 
old disasters because of the financial situation you were in. During those years, you recovered $2.6 billion in 

2010 and $2.1 billion in 201 1 . For 2013, you are projecting recoveries of $1.2 billion. Is this feasible? It 
seems like you have already wrung all the extra pennies out of your program? If you don’t receive this level of 
recoveries, how will you make up for this shortfall? 

ANSWER: Yes, $1.2 billion of projected recoveries is feasible. FEMA continues to aggressively pursue 
recovery of excess funds related to contracts, mission assignments and grants with particular focus on Public 
Assistance grants. 

Throughout the fiscal year, FEMA continuously monitors the balance of the DRF and the projected balance at 
year-end. The Agency continues to aggressively pursue recovery of unused funds and to manage the 
administrative costs associated with the disasters to help ensure the solvency of the Fund. In addition, the FY 
2013 budget request included a $500 million reserve. 

Flood Hazard Mapping and Risk Analysis 

Question: Over the past two years, significant cuts have been made to the Flood Hazard Mapping and Risk 
Analysis program. In 201 1, this account was funded $181.6 million; in FY 2012, funding was reduced to $97.7 
million; and the budget request for FY 201 3 is $89.3 million. This is more than a 60 percent reduction if the 
request is adopted. These funds are used to modernize, maintain, and digitize flood maps as well as mitigate 
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flood related risks. Statutorily, FEMA has to update its flood maps every five years, which means they review 
about 20 percent of the maps each year. These maps are critical to our preparedness and mitigation efforts 
because better data lets us know where the risks are with greater precision. 

FEMA says that it supplements this appropriation with fees derived from the National Flood Insurance 
Program; however, these fees have been declining and FEMA anticipates no growth in its policies, so fees will 
not make up this funding difference. 

Administrator Fugate, how ean you justify another cut to the Flood Hazard Mapping and Risk Analysis program 
on top of the severe cut you proposed in 2012? Does this mean you won’t update flood maps on a five-year 
cycle? 

ANSWER: FEMA is required to assess the need to update its flood maps at least once every five years from 
the date the maps are effective. See 42 U.S.C. § 4104 (e). Following an assessment, if FEMA determines that 
revision and updating of a flood map is necessary, FEMA must remap. See 42 U.S.C. § 4104 (f). Over the 
last few years Risk MAP has implemented program efficiencies saving nearly $8 million annually enabling 
FEMA to deliver the same amount of product and service for reduced cost. However, reductions proposed in 
FY1 3 exceed the savings we have realized; thus, we will not deploy Risk MAP to the extent originally planned. 
The amount requested does allow FEMA to continue to make progress on the Risk MAP vision implementing 
projects that cover an additional 3% of the U.S. population with the resources requested. 

The primary goal in the Risk M AP multi-year plan is to ensure that 80% of the Nation’s flood hazard data is 
current - the flood hazard data are new, have been updated, or deemed still valid through Risk MAP review and 
update process during the initial implementation of Risk MAP. At this funding level, assuming additional 
efficiencies cannot be achieved, reaching that goal will be delayed another three to five years. Risk MAP will 
continue to make progress, but more homeowners will rely on flood hazard maps that are not current. 

The Administration is committed to reducing federal expenditures. The amount requested allows for progress 
in Risk MAP to continue but clearly will slow that progress. T his is a difficult decision, but if s reasonable 
given a multitude of competing national priorities and limited resources. 

While technology will continue to improve our efficiency, map updates will not be completed before the next 
five-year review and assessment at this funding level. Progress will be slowed due to budget reductions, but 
Risk MAP will continue to engage communities and work collaboratively with them to make progress on 
actions to reduce risk and make progress on all the Risk MAP goals. 

Non-Accredited Levees 


Question: Levees are found in approximately 22 percent of U.S. counties, where almost half of the U.S. 
population resides and are, for the most part, owned and maintained by the locality in which they are located. 
Under the National Flood Insurance Program (NFIP) regulations, FEMA requires that levee owners or 
community officials seeking to demonstrate the flood protection provided by a levee submit an engineering 
certification indicating that the levee complies with certain criteria. Flood insurance purchase is mandatory for 
all federally backed mortgages for properties FEMA designates as being located in a special flood hazard area, 
which are those areas that have an estimated 1 percent annual chance of flooding. If a levee receives 
accreditation from FEMA, homeowners who reside in the area protected by the levee are not subjected to the 
federal requirement to purchase flood insurance, but still retain the option to purchase flood insurance. Levees 
that cannot meet the FEMA standard are not accredited and homeowners must buy flood insurance. 


In the past, FEMA treated non-accredited levees as if they did not exist at all. But last March, FEMA begun a 
review of its levee procedures to consider the level of flood protection each structure (levee or dam) provides, 
even if they are in a weakened state. The public comment period for the non-accredited levees closed on 
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January 30, 2012. FEMA has received more than 1400 comments from 160 entities on its revised levee 
procedures. Once the agency fully vets the comments, it will issue a final rule. Until a final rule is issued, 242 
projects are on hold. Administrator Fugate, briefly highlight for me how you plan on factoring in protection 
from non-accredited levees or levees under repair. And when do you anticipate a final rule will be issued on 
this topic? 

ANSWER: As you are aware, we recognize that our previous binary approach to mapping the flood hazards 
associated with levees that do not meet the Federal accreditation requirements have been a concern for many. 
To be responsive to these concerns, we have proposed a draft approach that is more collaborative and flexible. 

A primary component of our proposed approach is the collaboration and data sharing between the Federal 
government and local communities and levee owners. By sitting down early and often with local stakeholders 
and discussing the known strengths and weaknesses of the system, the data that is currently available or could 
be made available, and the most appropriate methodologies that should be employed to analyze the system, we 
can craft a more appropriate analysis and mapping approach. We strongly believe that this type of approach 
will increase program credibility and better achieve risk communication and risk reduction activities at the local 
level. 

The other primary component is recognizing the variability in levee systems and creating an approach that has a 
higher level of flexibility. To achieve this, we have developed a suite of analysis and mapping procedures that 
can be utilized to best fit the appropriate situations. Also, we are interested in changing our approach so that we 
no longer make determinations based on the capabilities of the system as a whole, but dividing the system into 
specific reaches with similar capabilities for purposes of analysis. This way we can work with local 
stakeholders to more specifically reflect how the robust reaches of their levee system may impact flood hazards 
in their area, while also estimating how the weaker reaches impact flood hazards. 

In addition to the above proposed changes to how we can analyze and map non-accredited levees, there are 
other existing opportunities for communities to impact the flood insurance and floodplain management 
requirements for leveed areas that meet specified completion milestones for new or levee restoration projects. 
Communities, State agencies, and Federal agencies sometimes construct new levee systems to address flood 
hazards and reduce flood risks to the people and structures in certain communities or areas within a state. In 
other situations, communities, State agencies, or Federal agencies will undertake a project to restore the flood 
protection capabilities of a levee system that had previously provided 1%-annual-chance flood protection, but 
which had been found to no longer provide this level of flood protection. FEMA has established regulatory and 
procedural requirements for the mapping of areas impacted by levee system construction and restoration 
projects. Our webpage at www.fema. gov/levees contains information and resources related to FEMA regulatory 
and procedural requirements. This page outlines the benefits of including FEMA flood protection restoration 
zones and adequate progress determinations, shown as Zone AR and Zone A99 respectively on Flood Insurance 
Rate Maps. 

In an effort to be responsive to the immediate concerns of Congress and the citizens they represent, we 
undertook this interim step to modify the guidelines and specifications we provide to our mapping partners for 
the purpose of technical analysis and mapping. While the modification of these guidelines and specifications do 
not expressly require publication in the Federal Register or a formal public review process, we knew that 
because of the high level of interest in this subject, that it was good opportunity to gain stakeholder input. 
Therefore, since this is not a rule making activity, there will not be a final rule. 

We are currently working to complete an analysis of the many very informative and thoughtful comments. 
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Snow Disasters 


Question: Just last year alone, we had 99 major disasters. White we should hope that high number is an 
anomaly, a number of those disasters included what I would call routine weather events (snowstorms in the 
Northeast for example). The federal government declared major disasters for 816 events in the 35 years before 
the Stafford Act was passed. In the 23 years since, disasters have been declared 1 ,234 times, according to 
FEMA's statistics. Winter storms were the cause of 15 major disaster declarations before the Stafford Act and 
of 207 since. Administrator Fugate, why are so many snow emergencies being declared disasters? It seems 
like, in many instances, this is a routine event that a city or state should be prepared for, particularly if you are 
from the “snow belt” states. 

ANSWER: FEMA evaluates each declaration request and provides a recommendation to the President based 
on whether the situation is of such severity and magnitude to be beyond the State and affected local 
governments’ capabilities; and whether or not supplemental Federal assistance under the Stafford Act is 
necessary and appropriate. FEMA uses Disaster Assistance Policy 9523.1 “Snow Assistance and Severe Winter 
Storm Policy” to evaluate requests for snow or severe winter storm assistance and the criteria FEMA uses to 
make recommendations to the President for such requests. Under FEMA regulations (44 CFR 206.227) and 
DAP 9523.1, counties must receive record or near record snowfall in order for FEMA to recommend the 
authorization of snow removal assistance as part of a declaration. When snow removal assistance is authorized, 
it is provided only for a limited time (usually 48 hours, or 72 hours in limited cases) as an emergency measure 
for the protection of public health and safety. Winter storms may also be declared where there is not record 
snowfall, however snow removal assistance will not be authorized. Severe winter storms can include major 
impacts from ice damage and other effects of severe winter weather. 

Question: Do you believe that your current declarations are only for those items that communities and states 
cannot reasonably handle by themselves? Or have we moved away from that standard? 

ANSWER: FEMA evaluates each declaration request and provides a recommendation, per the Stafford Act, to 
the President based on whether the situation is of such severity and magnitude to be beyond the State and 
affected local governments’ capabilities: and whether or not supplemental Federal assistance under the Stafford 
Act is necessary and appropriate. FEMA uses the factors listed in 44 CFR§ 206.48 when evaluating a 
Governor’s declaration request. 



309 


| FEMA Non-Competitive Hiring FY 2011 

ORGANIZATION 

GRADE 

Total 

Administrator 

3 

4 

Administrator Total 


4 

Equal Rights 

0 

4 


4 

1 


11 

1 

Equal Rights Total 


6 

External Affairs 

0 

38 


2 

1 


3 

2 


4 

6 


5 

7 


12 

1 


14 

1 

External Affairs 


56 

Total 



FIMA - Insurance 

4 

1 

FIMA - Insurance 


1 

Total 



FIMA - Mitigation 

4 

2 

FIMA - Mitigation 


2 

Total 



Fire Administration 

2 

3 


3 

1 


4 

5 


5 

1 


7 

1 


12 

1 

Fire Administration 


12 

Total 



General Counsel 

0 

20 


2 

1 


4 

1 


13 

12 


14 

1 


15 

1 

General Counsel 


36 

Total 












































































































































312 


| FEfVfA Non-Competitive Hiring FY 2011 

ORGANIZATION 

GRADE 

Total 

Policy & Pgm 

3 

1 

Analysis 




4 

1 


5 

1 

Policy & Pgm 


3 

Analysis Total 



Protection & Nat 

3 

1 

Prep 




5 

1 

Protection & Nat 


2 

Prep Total 



Region Eight 

i 0 

98 


3 

1 


12 

3 

Region Eight Total 


102 

Region Five 

0 

110 


4 

6 


5 

S 


9 

1 


11 

1 


12 

4 


13 

1 

Region Five Total 


128 

Region Four 

0 

396 


4 

1 


5 

8 


7 

1 


9 

1 


11 

8 


12 

5 

Region Four Total 


420 

Region Nine 

0 

37 


2 

2 


3 

2 


11 

2 


12 

3 


13 

1 

Region Nine Total 


47 

Region One 

0 

69 


4 

6 


5 

3 

Region One Total 


78 




L3 


| FEMA Non-Competitive Hiring FY 2011 j 

ORGANIZATION 

GRADE 

Total 

Region Seven 

0 

119 


3 

1 


4 

3 


5 

1 


9 

3 


11 

4 


12 

4 


13 

2 


14 

1 

Region Seven Total 


138 

Region Six 

0 

92 


4 

1 


7 

5 


8 

1 


9 

1 


11 

5 


12 

9 


13 

1 


14 

2 

Region Six Total 


117 

Region Ten 

0 

49 


5 

4 


7 

2 


8 

1 


9 

3 


11 

1 


12 

4 

Region Ten Total 


64 

Region Three 

o' 

73 


4 

1 


S 

2 


9 

1 


12 

3 


13 

1 

Region Three Total 


81 

Region Two 

0 

283 


2 

1 


4 

2 


5 

1 


7 

1 


12 

2 

Region Two Total 


290 













































































L4 
























































315 





















































316 


REGIONAL 


ADMINISTRATOR (REG 


Region Four IV) 

7,672.00 













317 


[ FEMA Mon-Competitive Hiring FY 2011 

ORGANIZATION 

GRADE 

Total 

Administrator 

3 

4 

Administrator Total 


4 

Equal Rights 

0 

4 


4 

1 


11 

1 

Equal Rights Total 


6 

External Affairs 

0 

38 


2 

1 


3 

2 


4 

6 


5 

7 


12 

1 


14 

1 

External Affairs 


56 

Total 



FIMA - Insurance 

4 

1 

FIMA - Insurance 


1 

Total 



FIMA - Mitigation 

4 

2 

FIMA - Mitigation 


2 

Total 



Fire Administration 

2 

3 


3 

1 


4 

5 


5 

1 


7 

1 


12 

1 

Fire Administration 


12 

Total 



General Counsel 

0 

20 


2 

1 


4 

1 


13 

12 


14 

1 


15 

1 

General Counsel 


36 

Total 






L8 









































































L9 







































































320 


[ FEMA Non-Competitive Hiring FY 2011 i 

ORGANIZATION 

GRADE 

Total 

Policy & Pgm 

3 

1 

Analysis 




4 

1 


5 

1 

Policy & Pgm 


3 

Analysis Total 



Protection & Nat 

3 

1 

Prep 




5 

1 

Protection & Nat 


2 

Prep Total 



Region Eight 

0 

98 


3 

1 


12 

3 

Region Eight Total 


102 

Region Five 

0 

110 


4 

6 


5 

5 


9 

1 


11 

1 


12 

4 


13 

1 

Region Five Total 


128 

Region Four 

0 

396 


4 

1 


5 

8 


7 

1 


9 

1 


11 

8 


12 

5 

Region Four Total 


420 

Region Nine 

0 

37 


2 

2 


3 

2 


11 

2 


12 

3 


13 

1 

Region Nine Total 


47 

Region One 

0 

69 


4 

6 


5 

3 

Region One Total 


78 




































































































































323 


Award Ami 


E2 



























324 


































41 

















326 



















327 



22*2 



















328 




















329 


Award Ami 



















330 





















331 
























332 


















333 
























334 



















335 





















336 



























337 


| FEMA QSIs FY 2011 

ESSBSSSM^li 


Total 

External Affairs 

! S2ISIS1SI1 

1 


[cygtEio b 

1 


QgigESEHHB 

1 


GS-1035-14 

1 

External Affairs Total 


4 

General Counsel 

Bn 

1 


GS-0905-13 

1 


GS-0905-14 

1 



2 

General Counsel Total 


5 

Management 


2 


Eran i 

2 

Management Total 


4 

Policy & Pgm Analysis 

GS-0343-14 

1 

[policy & Pgm Analysis Total 

1 

RR - Response Dir 

mm 

4 



2 


GS-0343-14 

1 


SEEEMSR 

1 



1 


nm 

2 

1 n 


11 

RR - Recovery Dir 

I3SS9M1 

3 


ISBEBHHi 

3 


GS-0301-14 

3 



2 


MEMMKM 

1 


[jSHSHHHl 

1 


II — 

4 


mmsmm 

1 



18 

RR * Logistics Dir 


1 



1 



2 



2 

RR - Logistics Dir Total 


6 

MSB - CIO 

[SEStlS^BSB 

1 


ffiBH 

1 


H9H 

1 


GS-2210-13 

3 


GS-2210-14 

4 



3 

MSB -CIO Total 


13 



















338 



Organization 

'SZSKSS^I 

iSSSHHI 

MSB -CFO 

GS-0301-12 

i 


i mM\ 

2 


KHBaSBHiiP 1 — 1 g 

1 


KaiHiiaisiicwHE 

2 


riTlf 

4 




MSB - CHCO 


1 



2 

MSB -CHCO Total 


3 

PNP - Grants 

nm 

1 


SJESOBBI 

2 


ESESSSaBBI 

1 



1 



1 

PNP - Grants Total 


6 

Fire Administration 

GS-0301-11 

1 



1 


[ci-n.-natM 

1 


^sessmbi 

1 


[jSHEEUBBi 

1 

[Fire Administration Total 

5 

Region Three 


1 

Region Three Total 


1 

Region Four 


1 


SSOSSHHI 

3 


W3MSSS& BBS 

1 


J3335H1H 

2 


sassEsaMB 

1 



1 


GS-0391-14 

1 


S3S2EEHH 

1 



1 

Region Four Total 


12 

Region Seven 

GS-0020-13 

1 



1 


GS-0301-15 

1 

Region Seven Total 


3 

FEMA QSIs FY 2011 Grand Totai 

102 
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Purpose 


14 MORGAN WEST VIRGINIA TAS 7 

SANITATION & SEVERE STORMS, 0700 

RECYCLING FLOODING, 

CORP MUDSLIDES, AND 

LANDSLIDES 
Modification to 
extend waste 
removal contract - 
Waste removal 
contract for Lizzard 
Creek MHP. 


IS ATMOS ENERGY LOUISIANA 
CORPORATION HURRICANE 

KATRINA FUNDS 
FOR CLOSE-OUT. - 
Utilities - gas 


Parking cards - Dr- TAS 70- 
1952ca 0700 


Appryp-'. 

Account Dollar Award 


Reason for 
Sale Source 


6/30/2011 

NOT 


COMPETED - 


ONLY ONE 


SOURCE - 


OTHER 


ALABAMA 
HURRICANE 
KATRINA Copies of 
depositions - BOC 
2585 - EEO 
contracts 


Utilities - Dr- 
1952ca 


19 NORMAN PENNSYLVANIA TAS 70- 

W0LGIN SEVERE WINTER 0700 

WAVERLY & STORMS AND 

MANAGEMENT SNOWSTORMS - 

Rental of storage 
space on the 7th 
floor for the FEMA 


AMERICAN SAMOA 
EARTHQUAKE, TSU 
NAMI, AND 
FLOODING 
Security guard 
services - Dr-1859 


$1,191! 2/2/20111 2/17/2011 


$14,4551 2/2/20111 4/30/2011 


$701 2/2/2011 2/2/2011 


2/4/2011 4/30/2011 


$3,0001 2/8/2011 


$218,8001 2/10/20111 9/30/2011 


21 SAMOA AMERICAN SAMOA TAS 70- 

MARKETiNG INC EARTHQUAKEJSU 0700 
NAMI, AND 
FLOODING Copier 
rental and 
maintenance 
agreement, - Add 
Funding for Copier 
Contract at the JFO 


9/30/2011 

NOT 


COMPETED 


UNDER SAP - 


SAP NON- 


COMPETITION 
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Purpose 


LOUISIANA 
HURRICANE 
KATRINA 
Dumpster service 
for DC-DISC 


Appropr. I 

Account I Dollar Award 


Contract Contract end Reason hr 
Start Date Oat? Sole Source 


$1,0321 3/10/20111 3/10/2011 


$14,4551 3/14/20111 5/31/20 11 


AMERICAN BAR 

ASSOCIATION 

DRF DAD TEXAS IA 

NPSC-DENTON, TX 
Copier lease. - One 
year service plan 
for copier @ 
Enduring Site 

Selma AL 



ICF 

DRF DAD PA-TAC 

INCORPORATED 

III MANAGEMENT 

i, L.L.C. 

AND ADMIN 

COSTS The 
purpose of this 
bilateral 

modification is to 
extend the - 1603- j 

ON-SITE 

DRF-SURGE- 

SANITATION, 

DISASTR SUPRT 

INC. 

ACCTS-PRE- 

DECLARE/MOBIUZ 
ATION The 
purpose of this 
bilateral 

modification to the 

above numb - Pa 

course revisions 
and development 

BAY AREA 

ILLINOIS SEVERE 

SECURITY 

STORMS AND 

SHRED 

FLOODING The 
purpose of this 
modification is to 
partially fund CLIN 

0 - Housing 
Inspection Services 
nationwide 

contract - CLIN 


3/14/20111 9/30/2011 


3/14/2011 3/15/2011 


$1,619 3/14/2011 5/13/2011 NOT 

AVAILABLE 

FOR 

COMPETITION 

MICRO 

PURCHASE 

THRESHOLD 


$630 3/15/2011 9/28/2011 NOT 

COMPETED 
UNDER SAP - 
AUTHORIZED 


LOUISIANA 
HURRICANE 
KATRINA - 
Maintenance and 
deactivation of MS 
temporary housing 


$127,710 3/15/2011 3/17/2011 


$3001 3/16/2011 9/30/2011 
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Fun 




& 



Appropr 


.Performance 

Contract 

Contract End 

Reason for 

D 

Contractor 

Purpose 

Account 

I Dollar Award 

Value 

Start Date 

Date 

Sole Source 
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# Contractor 
571 B & B 

ENTERPRISE 


Purpose 



445 


Dollar 

Award 

m 

Performance 

Value 

Contract 

Start Date 

Contract End 

Date 

Reason for 
Sole Source 


■ 

4/13/2011 

4/28/2011 

NOT 

COMPETED 

UNDER SAP 

- URGENCY 

$55,953 

$703,967 

4/13/2011 

9/30/2011 

NOT 

COMPETED 

- ONLY ONE 

SOURCE - 

OTHER 

$3,600 

i 

$61,180 

4/18/2011 

9/30/2011 

NOT 

COMPETED 

- ONLY ONE 

SOURCE - 

OTHER 

$58,800 

$499,772 

4/18/2011 

9/30/2011 

NOT 

COMPETED 

-ONLY ONE 

SOURCE - 

OTHER 

$693 

$146,072 

4/20/2011 

5/2/2011 

NOT 

COMPETED 

-ONLY ONE 

SOURCE - 

OTHER 

$19,200 

$272,047 

4/20/2011 

9/30/2011 

NOT 

COMPETED 

-ONLY ONE 

SOURCE - 

OTHER 
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Dollar 

Award 

— ron — 

Performance 

Value 

Contract 

Start Date 

Contract End 

Date 

Reason for 
Sole Source 

$21,163 

$41,697 

4/20/2011 

9/30/2011 

NOT 

COMPETED 

- ONLY ONE 

SOURCE - 
OTHER 


$65,407 

4/25/2011 

9/30/2011 

NOT 

COMPETED 

-ONLY ONE 

SOURCE - 

OTHER 

$29,820 

$782,412 

4/28/2011 

9/30/2011 

NOT 

COMPETED 

-ONLY ONE 

SOURCE - 

OTHER 


$79,335 

4/29/2011 

9/30/2011 

NOT 

COMPETED 

- ONLY ONE 

SOURCE - 

OTHER 

$373 

$225,774 

4/29/2011 

9/30/2011 

NOT 

COMPETED 

- ONLY ONE 

SOURCE - 

OTHER 


$1,8901 


$50,6481 


5/9/2011) 


5/30/20H] 
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# 

Contractor 

Purpose 

Appropr. 

Account 

Dollar 

Award 

583 

STAFFORD'S 

FOUR 

CORNER RV 

& TRAILER 

PARK 

LOUISIANA 

HURRICANE 

GUSTAV - PAD 

LEASE 

(TEMPORARY 
HOUSING) FOR 
VICTIMS OF 

TAS 70- 

0700 

$90 

584 

BUFORD 

CONSTRUCTI 

ON 

COMPANY, 

INC. 

h 

1 

$490 

585 

MOORE 

COMMUNITI 

ES 

MISSISSIPPI 

FLOODING - 

MODIFICATION 

TO ADD 

FUNDING TO 

ADD FIVE 

ADDITIONAL 

TAS 70- 

0700 

$17,767 

586 

RAMSEY 

HOLDINGS, 

LLC 

| 

TAS 70- 

0700 

$21,060 

587 

BUFORD 

CONSTRUCTI 

ON 

COMPANY, 

INC 

PAD LEASE 

TAS 70- 

0700 


588 

MULLEN, L R 

TRAILER 

PARK INC 

PAD LEASE 

TAS 70- 

0700 

$460 



$11,460 

6/23/2011 

$103,288 

6/27/2011 

$44,460 

6/30/2011 

$11,460 

7/1/2011 






$2,950{ 


7/5/201 1| 


12/31/20111 
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Dei far 
Award 

m 

Performance 

Value 

Contract 

Start Date 

Contract End 

Date 

Reason for 

Sole Source 

$2,118 

$103,288 

7/7/2011 

3/31/2012 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

nn 

$11,200 

7/11/2011 

12/27/2012 

NOT 

COMPETED 

UNDER SAP 

-NO SET 

ASIDE 

USED. - SAP 

NON- 

COMPETITI 

$450 


7/13/2011 

3/31/2012 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$11,500 

$11,500 

7/18/2011 

12/26/2012 

NOT 

COMPETED 

UNDER SAP 

- NO SET 

ASIDE 

USED. - SAP 

NON- 

COMPETITI 

$2,175 

$65,407 

9/23/2011 

12/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 


$471 


$73,592] 


9/23/2011] 


10/3/2011] 
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451 


# 

Contractor 

Purpose 

Appropr. 

Account 

Dollar 

Award 


603 

J&K 

RENTALS 

EXTENSION OF 

PAD LEASES 
{TEMPORARY 
HOUSING) DR- 
1603-LA. 

TAS 70- 

0700 

$675 


604 

JERRY LEDET 

EXTENSION OF 

PAD LEASES IN 

RESPONSE TO 

HURRICANE 

GUSTAV. DR- 

1786-LA. 

TAS 70- 

0700 

$8,400 


605 

LASALLE 

RENTALS 

EXTENSION OF 

PAD LEASE FOR 

TWO DAYS. DR- 

1786-LA. 

TAS 70- 

0700 

$47 


606 

MARIE LILLIE 

DUHON 

ESTENSION OF 

TEMPORARY 

HOUSING PAD 

LEASE DR-1603- 

LA. 

TAS 70- 

0700 

$2,100 


607 

MOREL'S 

GULF COAST 

PARK IN 

CAMPGROUN 

D 

EXTENSION OF 

PAD LEASES 
(TEMPORARY 
HOUSING). DR- 
1603-LA. 

TAS 70- 

0700 

$4,170 









































— m — 

erformance 

Value 

Contract 

Start Date 

Contract End 

Date 

Reason for 

Sole Source 

$102,765 

9/23/2011 

12/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$102,043 

9/23/2011 

12/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$179,100 

9/23/2011 

12/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$499,772 

9/23/2011 

12/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$135,011 

9/23/2011 

12/31/2011 

NOT 

AVAILABLE 

FOR 

COMPETITI 

ON - NO 

SET ASIDE 

USED. - 

FOLLOW- 

ON 


$74,9931 


9/23/20111 12/31/20111 
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Dollar 

Award 

m 

Performance 

Value 

Contract 

Start Date 

Contract End 

Date 

Reason for 

Sole Source 

$600 

$11,460 

9/26/2011 

10/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 


$103,288 

9/26/2011 

3/31/2012 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

1 


9/27/2011 

10/31/2011 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

1 

1 

9/29/2011 

3/31/2012 

NOT 

COMPETED 

- NO SET 

ASIDE 

USED. - 

ONLY ONE 

SOURCE - 

$8,556 

$854,576 

9/30/2011 

10/15/2014 

NOT 

AVAILABLE 

FOR 

COMPETITI 

ON -NO 

SET ASIDE 

USED. - 

UTILITIES 

$90 

$2,950 

10/20/2011 

10/31/2011 

NOT 

COMPETED 

ONLY ONE 

SOURCE - 

OTHER 
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Contractor 


Purpose 


Appropr. 

Account 


Dollar 

Award 


COLUMBIA 

PROPERTY 

[MANAGERS 


PENNSYLVANIA, 
[TROPICAL 
[STORM - MOBILE 
HOME PAD 
LEASES FOR 
HERITAGE 
HILLSIDE 
ESTATES MHP, 


TAS 70- 
0700 


$10,200 




COLUMBIA 

PROPERTY 

MANAGERS 


PENNSYLVANIA, 
TROPICAL 
STORM - PAD 
LEASES FOR DR- 
4030-PA 


TAS 70- 
0700 


$3,400 


COLUMBIA 

PROPERTY 

MANAGERS 


PENNSYLVANIA, 

[TROPICAL 
[STORM - PAD 
LEASES FOR DR- 
[4030-PA 


TAS 70- 
0700 


$3,400 


DRINKER 
[REALTY SANS 
SOUCI PARK 


PENNSYLVANIA, 
TROPICAL 
STORM - PAD 
LEASES FOR DR- 
[4030-PA, SANS 
SOUCI 


TAS 70- 
0700 


$16,000 


OAK HILL 

[TRAILER 

PARK 


NEW YORK, 
HURRICANE - 
ONE (1) PAD 
LEASE IN A 
MOBILE HOME 
PARK TO 
[SUPPORT DR- 
[4020-NY TEMP. 
HOUSING 


TAS 70- 
0700 


$3,900 


625 


RAMSEY 

HOLDINGS, 

LLC 


MISSISSIPPI, 
FLOOD - 
ADDITIONAL 
FUNDING FOR 
PAD LEASE AND 
POP EXTENDED 

rn ii/ia /11 


TAS 70- 
0700 


$5,850 


Contract 
Start Date 


Contract End] Reason for 
Date ISoie Source 
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Contract 
Start Date 


Reason for 
Sole Source 


644 

MOUNTAIN 

NEW YORK, 

TAS 70- 


VIEW 

HURRICANE - 

0700 


MOBILE PARK 

MOBILE HOME 

PAD LEASE 

CONTRACT FOR 3 

PADS IN PORT 

CRANE, NY IN 
SUPPORT OF DR- 

4020-NY. 



11/17/2011 11/15/2012 NOT 

j COMPETED 

UNDER 
SIMPLIFIED 
ACQ PROC 
(SAP) 


MOBILE HOME 
PAD LEASE 
CONTRACT FOR 
FIFTEEN (15) 
PADS IN 
OWEGO, NY IN 
SUPPORT OF DR 


SHADY NEW YORK, TAS 70- 

BROOK HURRICANE - 0700 

TRAILER MOBILE HOME 

PARK, INC. PAD LEASE 

CONTRACT FOR 2 
PADS IN 
POUGHKEEPSIE, 

NY IN SUPPORT 
OF DR-4020-NY. 


NEW YORK, 
HURRICANE - 
MOBILE HOME 
PAD LEASE 
CONTRACT FOR 
TWO PADS IN 
HYDE PARK, NY 
IN SUPPORT OF 


648 BLUE RIDGE NEW YORK, 

PARK LLC TROPICAL 

STORM - MOBILE 
HOME PAD 
LEASE 

CONTRACT FOR 
FIVE PADS AT 
BLUE RIDGE MHP 
IN CONKLIN, NY 
IN SUPPORT OF 
DR-403 1-NY. 


11/19/2011 11/18/2012 NOT 

COMPETED 
UNDER 
SIMPLIFIED 
ACQ PROC 
(SAP) 


$1,2491 11/22/20111 11/20/2012 


$16,065 11/29/2011 11/28/2012 NOT 

| COMPETED 

UNDER 
SIMPLIFIED 
ACQ PROC 
(SAP) 
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# 

Contractor 

Purpose 

Appropr. 

Account 

654 

FAITH 

RENTALS LLC 

LOUISIANA, 
HURRICANE - 

EXTENSION OF 

PAD LEASES IN 

RESPONSE TO 

HURRICANE 

GUSTAV. DR- 

TAS 70- 

0700 

655 

JERRY LEDET 

LOUISIANA, 
HURRICANE - 

EXTENSION OF 

PAD LEASES IN 

RESPONSE TO 

HURRICANE 

GUSTAV. DR- 

TAS 70- 

0700 

656 

BROOKSIDE 

GREEN 

ASSOCIATES 

LLC 

NEW YORK, 

HURRICANE - 

MOBILE HOME 

PAD LEASE 

CONTRACT FOR 

FIVE PADS IN 

GREENE 

COUNTY, NY IN 
SUPPORT OF DR- 

TAS 70- 

0700 
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CARROLL, BRADLEY W 


5/16/201! 


5/18/2011 


National Level 

S368.51 Exercise 201 1 Little Rock, AR 
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Traveler 

Period Begin 

Period End 

Amount 

Travel 

Location Visited 

CARROLL, BRADLEY W 

S/2 1/20 n 

5/23/20! I 

SI, 324.84 

public affairs 
support in 
Pacific area 
office 

m 

CARROLL, BRADLEY W 

5/23/201 i 

5/29/2011 

S 1,165.02 

site visit 

Miami, OK, Joplin 

And Springfield, MO 

CARROLL, BRADLEY W 

8/30/2011 

9/1/2011 

$727.06 

site visit 

Albany and NY, NY 

CARWILE III, WILLIAM L 

1/24/201 1 

1/26/201 1 


Conference 

Chicago, !L 

CAR WILE lit, WILLIAM L 

2/15/2011 

2/17/2011 

$1,865.34 

WAAKP 

meeting 

Denver, CO 

CARWILE III, WILLIAM L 

5/20/201 1 

5/27/2011 

$2,822.71 

participating 
in the Makani 
Pahili exercise 

Honolulu, HI 

CARWILE HI, WILLIAM L 

5/27/201 1 

6/1/2011 

$3,735.66 

reconstruction 
and recovery 
ffomTohoku 
Earthquake 

Tokyo City, Jpn; 
Sendai, Fc Jpn 

CARWILE HI, WILLIAM L 

6/16/2011 

6/17/2011 

$1,625.99 

Mission 

Birmingham, AL 

CARWILE HI, WILLIAM L 

6/23/2011 

6/24/2011 

$1,842.59 

response and 
recovery 
efforts in 
Region IV 

Jackson, Ms 

CARWILE III, WILLIAM L 

6/30/2011 

7/2/2011 

$545.12 

discuss the 
critical issues 
surrounding 
the disaster 
[tornado) that 
occurred in 
Joplin, MO 

Springfield, MO 

CARWILE III, WILLIAM L 

7/28/2011 

7/29/201 1 

$958.90 

meet with 
Regional 
Administrator 

Dallas, TX 


CARWILE HI, WILLIAM L 

8/1/201 1 

8/5/2011 

$1,478.98 

participating 
in FCOs 
operational 
and doctrinal 
review 

Memphis, TN 

CARWILE 111, WILLIAM L 

8/15/201 1 

8/16/201 i 

$606.43 

Conference 

Chicago, IL 

CARWILE HI, WILLIAM L 

9/22/20 1 1 

9/28/201! 

$1,839.66 

attend the NPS 

Homeland 

Security 

graduation 

San Francisco, CA 
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FINEGAN, ROBIN FUDGE 


FINEGAN, ROBIN FUDGE 


FFNEGAN, ROBIN FUDGE 


FREEMAN, BETH A 


FREEMAN, BETH A 


FREEMAN, BETH A 


FREEMAN, BETH A 


1/27/20 1 1 I 1/28/201 1 


2 / 10/2011 I 2 / 11/2011 


3/3/2011 I 3/4/2011 


3/17/2011 I 3/ 1 8/20 1 1 


$167.63 [Meeting 


$234.35 [Meeting 


$167.17 Mite visit 


$168.35 | site visit 


jjeffcrson City, MO 


ISt. Louis, MO 


[Sioux City, IA 


FREEMAN, BETH A 


3/20/2011 1 3/25/2011 


$2,526.90 [Conference [Alexandria, VA 


FREEM f AN, BETH A 
FREEMAN, BETH A 


4/1 1/201 1 
4/27/2011 


4/13/2011 
4/28/201 ! 


$1,102.05 SLS&NTTX Arlington, VA 
$266.73 Meeting St. Louis, MO 
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Traveler 

Period Begin 

Period End 

FREEMAN, BETH A 

5/3/201 1 

5/4/201 1 

FREEMAN, BETH A 

5/1 1/201 1 

5/12/201 1 

FREEMAN, BETH A 

5/16/201 1 

5/19/2011 

FREEMAN, BETH A 

5/23/2011 

5/24/201 1 

FREEMAN, BETH A 

6/6/201 1 

6/9/201 1 

FREEMAN, BETH A 

6/13/2011 

6/14/2011 

FREEMAN, BETH A 

7/5/2011 

7/8/201 1 

FREEMAN, BETH A 

7/11/2011 

7/15/2011 

FREEMAN, BETH A 

7/11/201 1 

7/14/2011 

FREEMAN, BETH A 

7/22/2011 

7/23/201 1 

FREEMAN, BETH A 

8/1/201 1 

8/5/2011 

FREEMAN, BETH A 

8/10/2011 

8/12/201 1 

FREEMAN, BETH A 

8/21/201! 

8/26/2011 

FREEMAN, BETH A 

8/31/201! 

8/31/20! 1 

FREEMAN, BETH A 

9/1/2011 

9/2/201 1 

FREEMAN, BETH A 

9/6/201 1 

9/9/2011 

FREEMAN, BETH A 

9/21/2011 

9/22/201 1 

FREEMAN, BETH A 

10/2/201 1 

10/7/201 1 

FREEMAN, BETH A 

10/2/2011 


FREEMAN, BETH A 

10/20/2011 

10/21/2011 

FREEMAN, BETH A 

10/27/2011 

10/28/2011 

FREEMAN, BETH A 

11/2/2011 

1 1/4/20 11 

FREEMAN, BETH A 

11/14/2011 

M/16/201 1 

FREEMAN, BETH A 

12/7/2011 

12/9/2011 

FREEMAN, BETH A 

12/13/2011 

12/14/2011 

FUGATE, WILLIAM CRAIC. 

I/I 1/2011 

I /1 3/20 11 

FUGATE, WILLIAM CRAIG 

2/10/2011 

2/11/2011 

FUGATE, WILLIAM CRAIG 

3/7/201 1 

3/7/2011 

FUGATE, WILLIAM CRAIG 

4/18/201! 

4/20/201 1 


Amount 


Location Visited 


$166.86 


Colorado Springs, CO 

$157.83 

Senior 

Leadership 

Meeting 

EMI 

$418.53 

site visit 

Jefferson City, MO, 
Springfield, MO 

$155.43 

site visit 

Springfield, MO 

$1,561.21 

Meeting 

Washington, DC 

$155.53 


Joplin, MO 

$1,269.57 

meeting 

Washington, DC 

$1,549.22 

Meeting 

Washington, DC 

$1,549.22 

Meeting 

Washington, DC 

$204.00 

site visit 

Des Moines, 1A 

$1,422.33 

Meeting 

Kansas City, MO 

$893.69 

conference 

Des Moines, IA 

$802.25 

training 

EMI 

$120.74 

site visit 

Sioux City, 1A 

$170.19 

site visit 

Lincoln, NE 

$1,368.82 

assisting with 

mitigation 

directorate 

Washington, DC 

$155.39 

site visit 

Joplin, MO 

$1,872.34 

conference 

Austin, TX 

$1,872.34 

conference 

Austin. TX 

$575.62 

site visit 

Denver, CO 

$763.70 

meeting 

Washington, DC 

$289.95 

conference 

Bentonville, AR 

$950.81 

conference 

Las Vegas, NV 

$875.86 

meeting 

Gettysburg, PA 

$217.00 

site visit 

St. Louis, MO 

$1,029.06 

regional 

administrators 

conference 

San Francisco, CA 

$584.01 

Earthquakes 

Means 

Business 

Conference 

St. Louis, MO 

$323.65 

North com 
National 
Support 
Conference 

Orlando, FL 

$1,093.72 

National 

Hurricane 

Conference 

Atlanta, GA 
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Traveler 

Period Begin 

Period End 

Amount 

Travel 

Location Visited 

FUGATE, WILLIAM CRAIG 

5/9/201! 

5/10/2011 

$867.13 

Speaking 

engagements 

and 

conferences 

New York, NY 

FUGATE, WILLIAM CRAIG 

5/16/201 1 

5/18/2011 

$365.51 

|Mg| ■ ■ 

Little Rock, AR 

FUGATE, WILLIAM CRAIG 

S/21/2011 

5/23/20! 1 

$827.19 

Pacific Area 
Office site 
visit 

Honolulu, HI 

FUGATE, WILLIAM CRAIG 

5/23/201 1 

5/26/20! 1 

$1,204.97 

site visit 

Miami, OK 

FUGATE, WILLIAM CRAIG 

5/28/201 1 

5/29/2011 

$156.37 


Joplin, MO 

FUGATE, WILLIAM CRAIG 

6/2/20! 1 

6/3/2011 

$1,159.20 

Conference 

New Orleans, LA 

FUGATE, WILLIAM CRAIG 

6/14/2011 

6/16/2011 

$780.99 

FEMA/STAT 

E external 

affairs 

workshop 

Atlanta, GA 

FUGATE, WILLIAM CRAIG 

7/16/2011 

7/18/201 1 

$1,668.93 

National 

Governors 

Association 

Conference 

Sait Lake City, UT 

FUGATE, WILLIAM CRAIG 

8/3/201 1 

8/4/201 1 

$934.98 

Attend 

National Level 
Exercise- 1 1 
Lessons 

Learned 

Memphis, TN 

FUGATE, WILLIAM CRAIG 

10/1/201 1 

10/8/201 1 

$1,754.39 

International 
Code Council 
Conference 
2012 

Phoenix, A Z 

FUGATE, WILLIAM CRAIG 

10/17/2011 

10/18/201 1 

$801.49 

Conference 

San Antonio, TX 

FUGATE. WILLIAM CRAIG 

1 1/2/201 1 

1 1/4/201 1 

$2,229.49 

International 
Code Council 
Conference 

Phoenix, AZ 

FUGATE, WILLIAM CRAIG 

1 1/14/201 1 

11/21/201! 

$3,267.24 

NAIU& bU 
meeting 

Brussels, Belgium 

GEORGE. MICHAEL S 

6/2/2011 

6/3/201 1 

$1,159.20 

Conference 

New Orleans, LA 

GEORGE, MICHAEL S 

6/14/2011 

6/16/2011 

$780.99 

site visit 

Atlanta, GA 

GEORGE, MICHAEL S 

6/27/201 1 

6/27/201 1 

$520.16 

site visit 

Birmingham, AL 


8/3/201 1 

8/4/2011 

$934.98 

Mission 

Memphis, TN 

GEORGE, MICHAEL S 

1 0/2/201 1 

10/8/20 11 

$2,172.13 

Conference 

Austin, [ X, 
Indianapolis, IN 

GEORGE, MICHAEL S 

10/17/2011 

10/18/2011 

$830.83 

JS Geospatial 

Intelligence 

foundation 

2011 

Symposium 

San Antonio, TX 






NATO Civil 
Emergency 
Planning 

Brussels, Belgium, 

GEORGE, MICHAEL S 

11/14/2011 

1 1/27/20! 1 

$4,324.89 

meeting 

London, GB 
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Traveler 

Period Begin 

Period End 

Amount 

Pii'rpose'ol 

Travel 

Location Visited 

MANNING, TIMOTHY W 

3/13/2011 

3/20/201 1 

$4,243.16 

Annual 

PRiMO 
Meeting for 
the Pacific 
island 
Territories 

Honolulu, HI; 
American Samoa 

MANNING, TIMOTHY W 

4/17/2011 

4/29/201 1 

$1,491.89 

MIPT 

Workshop, 

Oklahoma 

City Memorial 
, Great 
Shakeout 
Exercise, 
speak at 
University of 
Oklahoma 

Oklahoma, City ,OK 

MANNING, TIMOTHY W 

6/14/2011 

6/15/201 1 

$207.18 

attending the 
New EM State 

Directors as a 
guest speaker 

■ 

MANNING, TIMOTHY W 

61 1 4/20 1 1 

6/14/201 1 

$207.18 

New EM State 

Directors 

Meeting 

Gettysburg, PA 

MANNING, TIMOTHY W 

6/19/2011 

6/21/2011 

$1,138.52 

National UASI 
Conference 

San Francisco, CA 

MANNING, TIMOTHY W 

6/27/2011 

6/29/201 1 

$1,444.93 

National 

Homeland 

Security 

Consortium 

Annual 

Meeting 

Seattle, WA 

MANNING, TIMOTHY W 

7/30/201 1 

8/4/201 1 

$3,603.03 

APK! 

SMDOF 

Conference 

Sendai, Japan 

MANNING, TIMOTHY W 

8/25/201 1 

8/26/2011 

$654.73 

International 
Association of 
Fire Chiefs 
Terrorism 

Atlanta, GA 

MANNING, TIMOTHY W 

9/6/201 1 

9/7/201 1 

$837.55 

DHS/SEUOB 

ESC 

MEETING 

Miami, FL 


r apec 


MANNING, TIMOTHY W 


9/20/201 1 


9/23/201 1 


SMDOF 

$1,899.16 Conference 


[San Francisco, CA 
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Traveler 

Period Begin 

Period End 

Amount 

Purpssnn — 
Travel 

Location Visited 

MANNING, TIMOTHY W 

9/30/2011 

9/30/2011 

$738.62 

Speaking at 
the National 
Preparedness 
Month at 
Target Plaza 
Headquarters 

Minneapolis, MN 

MANNING, TIMOTHY W 

10/4/201 1 

10/7/2011 

$1,594.26 

Conference 

Austin, TX 

MANNING, TIMOTHY W 

1 0/26/20 M 

10/26/2011 

$32.59 

Site 

Visit/National 

Response 

Center 

Beckley, WV 

MANNING, TIMOTHY W 

1 1/1/20! 1 

11/2/2011 

$2,485.42 

National 

Homeland 

Defense 

Foundation 

Conference 

Colorado Springs, CO 

MANNING, TIMOTHY W 

1 1/7/201 1 

11/11/2011 

$4,525.55 

APEC leaders 

week 

conference 

Hilo, HI 

MANNING, TIMOTHY W 

12/8/201 1 

12/9/201 1 

$103.17 

Information 

meeting/FEM 

A Senior 
leadership 

Emmitsburg, MD 

MANNING, TIMOTHY W 

12/12/2011 

12/14/2011 

$1,236.12 

National 

Homeland 

Security 

Consortium 

Miami, FL 

MCNAMARA, JASON R 

I/27/201 1 

1/27/201 1 

$56.76 

meeting 

Local Travel 

MCNAMARA, JASON R 

5/10/2011 

5/13/2011 

$1,098.39 

To attend the 

national 

advisory 

council 

conference 

Los Angeles, CA 

MCNAMARA, JASON R 

6/14/2011 

6/14/2011 

$34.61 

meeting 

Local Travel 

MCNAMARA, JASON R 

7/13/2011 

7/15/2011 

$674.67 

Partnering for 
theSES 

candidate 

development 

urogram 

Denver, CO 

MCNAMARA, JASON R 

HI 

7/22/201 1 

$346.83 

Region III 
Reeling 

3 hiladeiphia, PA 

MCNAMARA, JASON R 

7/28/2011 

7/28/2011 

$267.43 

Region HI for 
Personnel 

Issue 

Philadelphia, PA 


MCNAMARA, JASON R 

MCNAMARA, JASON R 
MCNAMARA, JASON R 
MILLER, DAVID L 
MILLER, DAVID L 


8/19/2011 

8/19/2011 

10/2/2011 

10/8/2011 

12/8/2011 

12/9/2011 

1/24/201 1 

1/27/2011 

5/9/2011 

5/13/2011 


$1,894.84 


$141.20 peeling 


$892.25 | site visit 


$867.15 | slIe v,s,t 
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MILLER. DAVID L 


MILLER, DAVID L 


MILLER, DAVID L 


MILLER, DAVID L 


MILLER, DAVID L 


MURPHY, KENNETH D. 


MURPHY, KENNETH D. 


Period Begin g Period End 


7/11/2011 I 7/14/201 1 


10/2/2011 I 10/8/2011 


10/19/2011 I 10/22/2011 


1I/1/20I1 I 11/3/2011 


Amount [Travel |L ocation Visited 


$817.81 Isite visit iWashington, DC 


I ixcivsrt i 

conference (Austin, TX 


$1,688.68 | site visit jBismarck, ND 
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Traveler 

Period Begin 

Period End 

Amount 

pe rpBsnr— 

Travel 

Location Visited 

MURPHY, KENNETH D. 

9/6/201 1 

9/6/2011 

$295.13 

DHS partners 
Meeting 

Portland, OR 

MURPHY, KENNETH D. 

9/9/201 1 

9/9/201 1 

$28.69 

local- 

Local Travel 

MURPHY, KENNETH D. 

9/19/2011 

9/19/2011 

$81.09 

hazard 

Planning 

workshop 

Dupont, WA 

MURPHY, KENNETH D. 

9/27/2011 

9/27/201! 

$1,106.48 

Conference 

Port Angeles, CA 

MURPHY, KENNETH D. 

9/27/201 1 

10/1/201! 

$1,106.48 

WSETWE 

Conference 

Port Angeles, CA 

MURPHY, KENNETH D. 

10/2/201 1 

10/8/201 1 

$1,716.17 

Conference 

Austin, TX 

MURPHY, KENNETH D. 

10/11/201! 

1/11/2012 

$246.43 


Local Travel 

MURPHY, KENNETH D. 

10/23/201 1 

10/26/201 1 

$1,381.30 


EMI 

MURPHY, KENNETH D. 

10/27/2011 

10/29/201 1 

$810.82 

Mission 

Washington, DC 

MURPHY, KENNETH D. 

! 1/2/201 1 

11/6/2011 

$530.11 

American 

Indians 

Conference 

Portland, OR 

MURPHY, KENNETH D. 

12/7/2011 

12/10/2011 

$2,147.07 

PPM A 

leadership 

Meeting 

EMI 

MYERS, DAVID L 

1/5/2011 

i/7/2011 

$1,374.92 

Project 

Meeting 

Atlanta &Miami 

MYERS, DAVID L 

2/1/201 1 

9/9/2011 

$311.44 

meeting 

Local Travel 

MYERS, DAVID L 

2/3/201 1 

2/4/2011 

$217.61 

Interlaith 

Dialogue 

meeting 

Harrisonburg, VA 

MYERS, DAVID L 

2/9/2011 

2/12/2011 

$1,711.69 

Miami-bade 

Project 

meeting 

Miami, FL 

MYERS, DAVID L 

2/19/2011 

2/24/2011 

$1,102.03 

National 

VOAD Board 
meeting 

Kansas City, MO 

MYERS. DAVID L 

3/1/2011 

3/7/201 1 

$1,492.86 

Blue 

Campaign 

meeting 

Orlando & Miami FL 

MYERS, DAVID L 

3/10/2011 

3/12/201 1 

$1,418.06 

CKCL 

Roundtable 

Denver, CO 

MYERS, DAVID L 

3/22/2011 

3/25/2011 

$697.93 

NhMA 

Conference 

Alexandria, VA 


MYERS, DAVID L 
MYERS, DAVfP L 
MYERS, DAVID L 
MYERS, DAVID L 
MYERS, DAVID L 

MYERS, DAVID L 
MYERS, DAVID L 


4/6/2011 

4/9/201 1 

4/19/2011 

4/20/201 1 

4/26/2011 

5/4/201! 

5/6/201 1 

5/20/2011 

5/21/2011 

5/28/201! 

6/2/2011 

6/7/2011 

7/5/201 1 

7/6/2011 


,109.45 INL.H-1 I IMemphis, TN 


; 845 08 jCRWRC IGrand Rapids, MI 


1,109.78 | s ' te visit iBirmingham, AL 


i,97l 42 IVOAD JJopiin. MO 


I White House 

Reg. Conf New Orleans, LA 
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Traveler 

Period Begin 

Period End 

Amount 

RUSSELL, TONY A 

3/8/20! 1 

3/10/2011 

$437.04 

RUSSELL, TONY A 

3/19/201 1 

3/30/2011 

$5,186.25 

RUSSELL, TONY A 

4/11/2011 

4/21/201! 

$4,605.28 

RUSSELL TONY A 

4/25/2011 

4/25/201 1 

$41.02 

RUSSELL, TONY A 

5/4/201 1 

5/4/201 1 

$100.60 

RUSSELL, TONY A 

5/9/201 1 

5/9/20! 1 

$767.11 

RUSSELL TONY A 

5/16/2011 

5/20/2011 

$2,302.05 

RUSSELL, TONY A 

5/24/201 1 

5/24/2011 

$1,358.26 

RUSSELL, TONY A 

5/30/201 1 

6/10/201! 

$4,130.66 

RUSSELL, TONY A 

6/20/2011 

6/21/2011 

$1,004.74 

RUSSELL TONY A 

6/28/201 1 

7/5/2011 

$2,517.95 

RUSSELL, TONY A 

7/16/2011 

7/25/2011 

$2,116.05 

RUSSELL TONY A 

7/31/2011 

8/4/201 1 

$1,626.41 

RUSSELL, TONY A 

8/22/201 1 

8/23/2011 

$197.36 

RUSSELL, TONY A 

9/5/2011 

9/7/2011 

$638.27 

RUSSELL, TONY A 

9/14/20! 1 

9/14/2011 

$614.55 

RUSSELL, TONY A 

9/22/2011 

10/8/2011 

$6,600.67 

RUSSELL, TONY A 

9/22/201 1 

10/7/2011 

$6,600.67 

RUSSELL, TONY A 

10/16/2011 

10/22/2011 

$3,184.12 


Oklahoma, City ,OK 


New Orleans, LA 


$100.60 |R>sk meeting IDailas, TX 


I meeting wtin i 
LRO I Baton Rouge, LA 


Little Rock, AR 


N/A 


Albuquerque, NM 
And Washington, DC 


New Orleans, LA 


African Am. 

Leadership Washington, DC, 


OK emergency 
management 


Albuquerque, NM 


lAustin, TX 


Monterey, Ca, 
Denton, TX, 
Albuquerque, NM, 
conference(am New Orleans, LA, 
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Traveler 

Period Begin 

Period End 

Amount 

RUSSELL, TONY A 

10/26/2011 

10/29/2011 

$1,751.84 

RUSSELL, TONY A 

10/30/201 1 

11/3/2011 

$2,186.31 

RUSSELL, TONY A 

1 1/13/201 1 

11/16/2011 

$1,898.62 

RUSSELL, TONY A 

11/30/2011 

12/3/2011 

$388.66 

RUSSELL, TONY A 

12/5/201 1 

12/10/2011 

$2,162.99 

RUSSELL, TONY A 

12/18/2011 

12/22/201 1 

$1,605.67 

RUSSELL, TONY A 

12/28/2011 

12/29/2011 

$696.74 

SCOTT, JANNAH M 

1/6/2011 

1/8/2011 

$686.75 

SCOTT, JANNAH M 

1/6/20 1 1 

1/8/201 1 

$686.75 

SCOTT, JANNAH M 

1/12/201 1 

1/15/2011 

$884.18 

SCOTT, JANNAH M 

1/12/2011 

1/17/2011 

$884.18 

SCOTT, JANNAH M 

1/18/2011 

1/22/201 1 

$3,311.05 

SCOTT, JANNAH M 

1/18/2011 

1/24/201 1 

$3,311.05 

SCOTT, JANNAH M 

2/9/2011 

2/16/2011 

$2,709.25 

SCOTT, JANNAH M 

3/31/2011 

4/2/2011 

$1,338.65 

SCOTT, JANNAH M 

4/5/2011 

4/8/2011 

$1,317.49 


Tucson, AZ 


Tucson, AZ 


debrief with 


response team 


and emergency 


mgmt 

Tucson, AZ 


debrief with 


response team 


and emergency 


mgmt 

Tucson, AZ 


2011 religious 

affairs strategy Colorado Springs & 
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Traveler 

Period Begin 

Period End 

Amount 

purpose or 

Travel 

Location Visited 

SCOTT, JANNAH M 

4/1 1/201 1 

4/15/201 1 

$858.39 

Meet with 
phoenix 
conference 
presenters 

Phoenix, A Z 

SCOTr, JANNAH M 

4/28/201 1 

S/3/201 1 

$2,275.52 

Miami Dade 
emergency 
mgmt first 
engagement 
session 

Miami, FL 

SCOTT, JANNAH M 

5/16/2011 

5/19/2011 

$116.92 

local travel 

Local Travel 

SCOTT, JANNAH M 

6/24/201 1 

6/29/201 1 

$2,106.58 

Miami Dade 
core 

community 

Miami, FL 

SCOTT, JANNAH M 

7/6/201 1 

7/8/2011 

$999.79 

cogic aim 
conference 

Houston, TX 

SCOTT, JANNAH M 

7/20/2011 

7/27/2011 

$2,003.54 

conf. planning 
for reg ix 

Phoenix, AZ & St. 
Louis. MO 

SCOTT, JANNAH M 

9/12/2011 

9/28/2011 

$3,682.98 

pre-meeting to 

readiness 

conference 

Miami, FL& 

Phoenix, AZ 

SCOTT, JANNAH M 

11/11/2011 

1 1/1S/201 1 

$2,815.61 

UH^ chtJOJ 
conference 

Milwaukee, WI 

SCOTT, JANNAH M 

1 1/20/201 1 

11/22/2011 

$655.02 

follow-up to 
faithful 
readiness 
conference 

Tucson, AZ 

SCOTT, JANNAH M 

12/8/201 1 

12/9/2011 

$471.63 

speech at 
Middlesex 
college 

Edison, NJ 

SERINO, RICHARD A 

1/12/2011 

1/14/201 1 

$825.13 


Colorado Springs, CO 

SERINO, RICHARD A 

1/24/2011 

1/25/201 1 

$501.88 

Conference 

Chicago, IL 

SERINO, RICHARD A 

2/1/2011 

2/1/2011 

$75.28 

National 

Travel 

Charges 

Monterey, CA 

SERINO. RICHARD A 

2/10/2011 

2/14/201 1 

$621.17 

HEALTH 

Boston, MA 

SERINO, RICHARD A 

2/22/201 1 

2/25/201 1 

$1,015.20 

1 ith World 
Cong. On 

Stress 

Atlanta/Baltimore 

SERINO, RICHARD A 

3/8/2011 

3/1 1/201 1 

$2,077.10 

Conference 

BE 

City/Denton/Kansas 

City 

SERINO, RICHARD A 

3/14/2011 

3/16/201 1 

$929.80 

TALES OF 
OUR CITIES 

COFERNECE 

New York, NY 

SERINO, RICHARD A 

4/8/2011 

4/8/2011 

$16.10 

National 

Travel 

Charges 

Boston, MA 


SERINO, RICHARD A 


Reg. 

Catastrophic 

Preparedness 

meeting 
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Traveler 

Period Begin 

Period End 

Amount 

SERINO, RICHARD A 

4/26/201 1 

4/27/2011 

$581.69 




Great Central 


SERINO. RICHARD A I 4/27/20! I I 4/28/201! | $488.58 | us Shakeout 


SERINO, RICHARD A 

5/1/2011 

5/1/201 1 

$212.21 

site visit 

SERINO, RICHARD A 

5/2/20! 1 

5/2/2011 

$403.91 

site visit 


[National travel 


[SERINO, RICHARD A 


SERINO, RICHARD A 

SERINO, RICHARD A 
SERINO, RICHARD A 

SERINO, RICHARD A 
SERINO, RICHARD A 
SERINO, RICHARD A 

SERINO, RICHARD A 
SERINO, RICHARD A 


SERINO, RICHARD A 
SERINO, RICHARD A 
SERINO, RICHARD A 
SERINO, RICHARD A 
SERINO, RICHARD A 
SERINO, RICHARD A 

SERINO, RICHARD A 

SERINO, RICHARD A 

SERINO, RICHARD A 


SERINO, RICHARD A 
SERINO, RICHARD A 

SERINO, RICHARD A 



Location Visited 


Boston, MA 

Columbia, Atlanta 
Jackson, Ms 
Huntsville, AL 

Boston, MA 

Los Angeles, CA 

Boston, MA 
Springfield, MO 

San Francisco/Boston 
Boston, MA 
Boston, MA 

Chicago/Memphis 

Chicago/Memphis 

Milwaukee/St. 

Louis/Joplin 

Mo/Boston 

Lyndhurst, NJ 



Lyndhurst, NJ 
Boston, MA 

Austin, TX 

Sonoma, CA 


New York, NY 
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Traveler 

Period Begin 

Period End 

Amount 

Travel 

Location Visited 

VELASQUEZ, ANDREW ill 

10/11/2011 

10/1 1/201! 

$22.57 

meeting 

Local Travel 

VELASQUEZ, ANDREW III 

i 0/1 8/20 II 

10/20/2011 

$311.86 

WfciviA 

conference 

Bloomington, 1L 

VELASQUEZ, ANDREW III 

10/27/201! 

10/28/2011 

$516.32 

speech 

presentation 

Detroit, Ml 

VELASQUEZ, ANDREW HI 

1 1/13/201 1 

11/16/201 1 

$1,202.55 

speech 

presentation 

Las Vegas, NV 

VELASQUEZ, ANDREW II! 

12/7/201 1 

12/9/201! 

$1,078.44 

meeting 

Baltimore, MD 

VELASQUEZ, ANDREW III 

12/12/20! I 

1 2/14/20 1 1 

$778.54 

interviews 

Denton, TX 

ZIMMERMAN, ELIZABETH A 

1/8/20! I 

I/I 7/201 1 

$6,405.56 

Addressing the 
International 
Recovery 
Forum 

Osaka Konsai, Fc 

Jpn; Osaka-Kobe, Fc 
Jpn; Honolulu, Hi 

ZIMMERMAN, ELIZABETH A 

1/27/201 1 

1/29/2011 

$923.91 

participate in 

meetings at 
Target 

Headquarters 

Minneapolis, MN 

ZIMMERMAN, ELIZABETH A 

3/8/20 11 

3/11/2011 

$835.61 

travel to 
Recovery 
Office 

Los Angeles, CA 

ZIMMERMAN, ELIZABETH A 

3/12/2011 

3/13/201 1 

$405.58 

return from 

Pasadena 

Recovery 

Office site 
visit 

Washington, DC 

ZIMMERMAN, ELIZABETH A 

4/18/201 1 

4/19/2011 

$634.47 

participation 
in the National 
Hurricane 
Conference 

Atlanta, GA 

ZIMMERMAN, ELIZABETH A 

4/29/2011 

5/3/2011 

$2,061.51 

addressing the 
Denver Wide 
Area 

Resiliency and 

Recovery 

Program 

Denver, CO 

ZIMMERMAN, ELIZABETH A 

5/11/2011 

5/12/201 1 

$939.60 

participating 
in the national 
advisory 
council 
meeting 

Los Angeles, CA 

ZIMMERMAN, ELIZABETH A 

5/13/2011 

5/13/201 1 

$476.92 

returning from 
the National 
Advisory 
Council 
meeting 

Washington, DC 

ZIMMERMAN, ELIZABETH A 

7/11/2011 

7/13/2011 

$1,130.57 

Visit to New 
Orleans 

HSDRRS 

4ew Orleans, LA 


ZIMMERMAN, ELIZABETH A j 

7/28/2011 

7/28/201! 

$1,039.14 

site visit 

Burlington, VT 
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T raveler 

Period Begin 

Period End 

Amount 

rarpose or 
Travel 

Location Visited 

ZIMMERMAN, ELIZABETH A 

8/1/201 1 

8/3/201 1 

$1,154.29 

attend the 
Office of 
Response and 
Recovery 
Operational 
Review 

Memphis, TN 

ZIMMERMAN, ELIZABETH A 

8/26/201 1 

8/27/201 1 

$732.47 

participation 
in the 

Hurricane 
Hunter (light 
over Hurricane 
Irene 

Tampa, FL 

ZIMMERMAN, ELIZABETH A 

11/12/2011 

11/15/2011 

$1,418.07 

Trip to IAEM 
Annual 

Conference 

Las Vegas, NV 





Attending 



NDRF Roll- 

1 2/2/2011 

$1,208.13 

out conference 


New Orleans, LA 






Attending the 

Senior 

Leadership 

Offsite 

meeting with 

the 


ZIMMERMAN, ELIZABETH A 

12/8/2011 

12/9/2011 

$164.86 

Administrator 

Emmitsburg, MD 
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The following material has been included in the record at the request of the second panel 
witness representing the National Emergency Management Association: 

Emergency Management Performance Grants: Providing Returns on a Nation ’s Investment 
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Emergency Management Performance < iranls 

Providing Returns on a Nation's Investment 


March 5. 2012 
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7\NEMA 


NATIONAL EMERGENCY 
MANAGEMENT ASSOCIATION 


March 2, 2012 


For the second year in a row, NEMA is proud to offer report detailing the return on investment of 
the Emergency Management Performance Grant (EMPG). This program is the only source of 
federal funding provided directly to State and local governments for all the functions which help 
build a robust emergency management system. 

The State emergency management directors of NEMA remain dedicated to illustrating the full 
impact of EMPG in its entirety and demonstrating to the nation the true return on this investment. 
We are also thankful for the commitment within Congress and the Administration to maintain this 
worthwhile program and will continue to do all we can as an association to reflect back on the 
entire $340 million commitment and provide transparency in how these funds are invested. 


Sincerely, 


V 


Jim Mullen 

President, National Emergency Management Association 
Director, Washington Emergency Management Division 


Front Page: State of Alaska Unified Command Center (Photo courtesy of Alaska DHSEM) 
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he Emergency Management Performance Grant (EMPG) remains the primary support mechanism for 1 
^jj| e mergency management at the State and local level, EMPG stands as the only source of federal funding 

directed to State, local, and tribal governments for planning, training, exercises, and key professional expertise 
for all-hazards preparedness. This program supports a robust response capability, communications systems, 
emergency operations centers (EOC), mutual aid agreements, public outreach campaigns and countless other 
efforts to protect people and property. 

One aspect of EMPG which has always been embraced by the emergency management community Is the required 50 
percent non-federal match on all funds. Even during these times of constrained fiscal resources, many State and 
local governments continue to demonstrate their commitment to building capacity by contributing far in excess of the 
required 50 percent contribution. 

This document is the next iteration of a similar report submitted last year dated March 23, 2011, both of which are 
intended to reflect the value of the entire federal investment into EMPG. The data represents the results of a 
survey conducted by the National Emergency Management Association requesting information from EMPG 
recipients for federal fiscal year 2011. In total, 48 states responded as well as the District of Columbia, Guam, and 
the U.S. Virgin Islands, 

Planning & Response 

The aspect of EMPG which impacts the public most significantly is how the grant supports a robust response capabil- 
ity. Direct support includes activation of emergency operations centers, deployment of field personnel, and the mobi- 
lization of State and local resources. 

Take for example the disaster figures from fiscal year 2011: 

* 98 disasters required a presidential declaration and direct federal assistance. 

» At the State level, 250 gubernatorial emergencies were declared under State authority. 

* Beyond that, 13,041 events required State assets, but did not reach the level of a gubernatorial declaration, and; 

* 44,428 local and tribal events were supported using EMPG funded staff or assets. 

Without a strong and robust emergency 
management system at the State and local 
level, the response to many disasters would 
falter or require federal support. Solid 
capabilities at the State and local levels 
afforded through EMPG allow events to be 
managed without additional federal 
expenditures. Perhaps the most valuable return 
on the EMPG investment is the ability for State 
and local governments to manage 57,469 
events before they can escalate and possibly 
require federal assistance. 

A strong response mechanism is only as strong 
as the planning utilized to support the effort. In 
total, 2,1! 8 State and 9,796 local plans were 
developed, maintained, or updated using 
EMPG funds in fiscal year 2011. These plans 
included emergency operations plans, 
continuity of government or operations, 
evacuation plans, special needs planning, or 
supporting annexes and appendices to existing 
plans. 


Right: In April 201 1, a 
deadly string of tornad' 
struck the South. 
Destruction seen in the 
photo was unfortunatel 
common and provided 
challenge to responder: 
(Photo courtesy of Abbot, 


Agency) 


2S 




left: USAR Teams plan and 
exercise in Alabama The 
capabilities exercised before a 
disaster can be the difference 
during a critical response mission. 
(Photo courtesy of Alabama 
Emergency Management Agency ) 
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■ \ Stale employee tots new Broadband Global Access ; 

Network {v>rt.ih!c backpacks that provide satellite 
: phone and web access am where in Alaska. The entire 
svstein sets power from a portable balicry that can be ; 
recharged using conventional AC power or solar 
energs. Backpacks support pHS&iEM emergenev 
response activities and Aiaska State Trooper 
operations. (Photo courtesy of Alaska Division of 
Homeland Security and Ehiergency Management) 


Communication & Warning Systems 

Communication networks, warning systems, and emergency 
operations centers remain an eligible expense under EMPG because 
these critical systems are what actively support planning and 
response efforts. !n fiscal year 2011, EMPG supported 78 State and 
2,866 local emergency operations centers. 

Grantees and sub-grantees also purchased or maintained 336 State 
and 856 local emergency response systems or services. Emergency 
response systems include those assets which support emergency 
response operations. Some examples include WebEOC software, 
shelter management software, or voluntary and donation 
management services. In addition to response systems or services, 
680 community- warning systems and 934 redundant communications 
systems were purchased, maintained, or upgraded nationwide. These 
systems provide the ability to alert and warn response organizations 
or the general public of pending and spontaneous disaster events. 


One example of EMPG funds being used to supplement State investment in communications is in the Slate of 
Connecticut. Since 2005, high-band radio performance increased from 24 to 95 percent, in addition, participation in 
EMPG at the municipal level jumped from 51 to 86 percent; and. funding of municipal emergency management 
programs increased by 50 percent. Other successes include the WebEOC testing at a level of 66 percent in 2011; all 
local Emergency Operations Plans are updated annually; and. the Equipment, Training, and Exercise Program to 
enhance municipal readiness continues to be implemented. 

A Robust Cadre 


Systems and plans are supported and implemented by a skilled cadre of professionals. These personnel must be 
vigorously trained and exercised on a regular basis in order to effectively support the complex emergency 
management system. 


EMPG provided significant support to these efforts in fiscal year 201 1. by allowing 3,675 State and 2,48 1 local 
classes to be conducted related to emergency management. These classes cover the major issues of mitigation, 
preparedness, response, and recovery and include training for public officials, emergency response personnel, 
citizens, and emergency management personnel. In total. 135,534 personnel were trained using EMPG funds. 


Training is highly effective in continuing the expertise of a skilled cadre, but without a comprehensive exercise 
program to compliment the training efforts, the preparedness cycle is compromised. In fiscal year 201 1, EMGP 
supported 3,890 State and local workshops, drills, and functional full-scale exercises which benefited 986,773 
participants. 

With the help of EMPG funding. The State of Kentucky 
| participated in the National Level Exercise (NLE) last May. The 
I design process required detailed planning and was structured to 
establish a learning environment for players to exercise emergency 
I response plans, policies, and procedures in response to a 
| catastrophic earthquake along the New Madrid Seismic 
| Zone. Exercise participation was multi-jurisdictional and multi- 
agency, including local, regional. State, federal, and private sector 
f participants. In order to build an effective exercise, subject matter 
experts and local representatives from numerous agencies took part 
| in the planning process, exercise execution and evaluation. 

§ (Left: Photo inside NLE Command Center) 
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Lending a Helping Hand 

In fiscal year 2011, EMPG supported 998 State and 3,266 local mutual aid agreements, memorandums of 
understanding, and memorandums of agreement with neighboring jurisdictions, non-profit agencies, Volunteer 
Organizations Active in Disasters (VOADS), and the private sector. These agreements between States and local 
jurisdictions remain critical to mounting an effective response in the wake of a disaster. 


Mutual aid is critical to effective emergency management and has grown exponentially over the past decade. 

For example, 26 emergency management personnel responded to the September 1 1, 2001, terrorist attacks. 
Conversely, over 66,000 personnel from a variety of disciplines deployed through the Emergency Management 
Assistance Compact (EMAC) to the Gulf Coast in response to Hurricanes Katri na and Rita and 1 2,279 personnel 
to Texas and Louisiana during Hurricanes Gustav and Ike. The 2009 Spring Flooding in North Dakota and 
Minnesota resulted in States deploying equipment, sandbags, and 1,029 personnel to North Dakota. In all, 727 
National Guard personnel and 302 civilians were sent to assist. Last year, over 600 personnel were deployed in 
response to the floods and tornados in Missouri, North Dakota. Nebraska, South Dakota, Mississippi, Alabama, 
and Tennessee. 



Public Preparedness 

FEMA Administrator Fugate, DHS Secretary Napolitano, and even the President of the United States continue to 
espouse the virtues of personal preparedness. They emphasize it because they realize the preparedness of the 
nationwide emergency management system is only as strong as the preparedness of individuals and households. In a 
Presidential Proclamation in May 2011. President Obama stated “we emphasize the need for individuals, businesses, 
nonprofits, and families to prepare emergency plans, create emergency supply kits, and learn evacuation routes.” 

In fiscal year 201 1, EMPG significantly contributed to public awareness and outreach campaign efforts. State and 
local emergency management officials conducted 3,089 citizen and community preparedness outreach campaigns. 
These outreach programs benefited 133,255,522 citizens. 


“Having a disaster plan, keeping supplies for 
basic survival needs, and staying informed are 
the responsibility of every American. " 
-Craig Fugate, August 2011 
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Id t ? «\ cnb' tt> prepaid fits* an earthquake. Wwii- N 


The State of Washington utilized EMPG funds to assist schools 
across the state in the development of earthquake 
procedures. This ongoing instruction will continue and ulti- 
mately result in every school in Washington acting in a 
consistent manner when a seismic event occurs in the state. 
Members of the Washington Seism ic Safety Committee worked 
closely with both school district representatives ensuring their 
cooperation. Through this program, more than 463,000 pieces 
of seismic related literature were distributed to schools across 
the state. This literature not only educated the students and 
staff but also provided outreach to parents. The State also 
assisted schools in advance of National Preparedness Day to 
coordinate the State “Back to School” Earthquake Drill and 
helped them develop earthquake plan and drill procedures. In 
total, more than 450 administrators and teachers in the state 
were trained in effective earthquake procedures. 


Conclusion 

The federal investment into EMPG for fiscal year 201 1 was $340 million - a little over $1 per citizen. The State and 
local investment into the program was at least another $340 million for a total investment into our emergency 
management system in excess of $680 million. 

Perhaps the most valuable return on the EMPG investment is the ability for State and local governments to manage 
nearly 57,469 events before they can escalate and possibly require federal assistance. Disasters remain unpredictable, 
and no investment can completely eliminate the risks; but supporting the professional coordination and capabilities 
enhanced with EMPG certainly minimize the effects. 

Even beyond providing for planning, training, exercises, communications systems, and building a robust response 
system, EMPG also partially supports 6,416 full- and part-time members of a skilled cadre in addition to 1,993 
volunteers who give their time as emergency management staff. These professionals and volunteers dedicate 
themselves to the safety and security of millions of Americans before, during, and after a broad range of hazards 
strike. 

This program remains a critical aspect of State and local disaster response and demonstrates a significant return on the 
federal investment. By examining the comprehensive nationwide picture of how EMPG impacts the disaster response 
landscape at all levels of government, an image of responsibility, dedication, and value is clearly seen. 

We appreciate the support EMPG has received in the past and hope such support continues to be justified as we work 
tirelessly to demonstrate the return on the nation’s investment. 
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A destructive tornado rips through farmland in North Dakota 

(Photo courtesy of N DEES) 


ABOUT NEMA: 

Established in 1974, NEMA represents the emergency management directors of the 50 states, territories, and the 
District of Columbia. These professionals are responsible to their governors for all-hazards emergency 
preparedness, mitigation, response, and recovery from all emergencies, disasters, and threats to the homeland. 
NEM A is a non-profit, non-partisan organization headquartered in Lexington, Kentucky and an affiliate of the 
Council of State Governments. 


Headquarters Office: 


Washington, DC Office: 


NEMA 

PO Box 11910 
Lexington, KY 40578 
p: 859-244-8162 


444 North Capitol St., NW 
Suite 401, Hall of the States 
Washington, D.C. 20001 
p: 202-624-5459 


www.nemaweb.org 
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The follow ing material has been included in the record at the request of the second panel 
witness representing the National Fusion Center Association: 

[included on the following pages, data regarding fusion center budgets] 
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Data from SI Fusion Centers Regarding FY 2011 Budget Sources and Amounts* 
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UASI Funds FY 2011 

State/Local/Other 
Funding FY 2011 

4,000,000 

2,444,932 


975,000 


242,520 


400,000 


529,380 


820,739 

100,000 

5,200,000 


Mississippi nalysis and 
Information Center 




■ fcRTR 


Information and 
Intelligence Center 






Florida Fusion Center 

2,700,000 

Minnesota Joint 
Analysis Center 

1,378,811 



Boston Regional 
Intelligence Center 

5,000,000 

Northern VA Regional 
Intelligence Center 

2,066,642 
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